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® (1920)
[English]

The Chair (Mr. Ken Hardie (Fleetwood—Port Kells, Lib.)):
Okay, everyone, I think we'll get the formalities out of the way
while the stragglers come into the room. The minister has been
alarmingly flexible with his time tonight, which we appreciate, but
we should get at it as soon as possible.

We'll let the minister get settled.

Substituting today, we have MP Angus for MP McPherson, Dr.
Ellis for MP Seeback, MP Kazan for MP Kmiec, MP Cooper for
MP Lantsman and Mr. Naqvi, of course, for Mr. Oliphant.

Hon. Dominic LeBlanc (Minister of Public Safety, Democrat-
ic Institutions and Intergovernmental Affairs): I'm substituting
for Mark Holland, Mr. Chair, and David Vigneault is substituting
for the commissioner of the RCMP, so nobody is here who is really
here.

Some hon. members: Oh, oh!

The Chair: Yes, and I'm Anna Maria Alberghetti, so we have
everybody fooled.

Some hon. members: Oh, oh!

The Chair: All right. On that note, we have Minister LeBlanc—
or whoever he happens to be.

I have a few words for everybody. Let's keep answers short. Let's
not keep talking over each other so that we don't make things diffi-
cult for our interpreters. Let's try to get as much ground covered as
we can while we have the minister, which will be for a little less
than an hour.

Let's go. You have five minutes, sir.

Hon. Dominic LeBlanc: You're very kind, Mr. Chair.

Colleagues, good evening. Thank you for having me. Our pro-
ceedings were delayed by the vote, but I look forward to the con-
versation tonight. I appreciate the opportunity to appear at your
committee this evening.

I'm joined by two colleagues with whom I work closely. David
Vigneault, the director of CSIS, tells me he's spent more time at
various parliamentary committees and public inquiries than he has
at his office recently. He is always happy to be at these occasions,
as am [. Sébastien Aubertin-Gigucre works at the public safety de-
partment on issues of national security as well.

[Translation]

Canadian research is at the forefront of discovery and today’s
work is driving solutions to humanity’s most pressing challenges.
The evidence for this was clear during the pandemic.

Our country’s research is defined by its excellence and collabora-
tive nature. Unfortunately, it is this very openness and collaboration
with international partners that can make Canada a target for for-
eign interference and influence.

[English]

There is no question that foreign state actors are actively target-
ing Canadian academic and research institutions, as well as public
and private organizations, to collect sensitive personal data and sci-
entific knowledge and gain access to technology.

The Government of Canada takes the issue of safeguarding
Canada's research enterprises very seriously. To that end, we've im-
plemented a number of initiatives in the last couple of years to en-
courage a research environment that is as open and collaborative as
possible, one that includes the necessary safeguards.

Budget 2022 announced the creation of the research security cen-
tre at the Department of Public Safety. We will be making, over the
coming weeks, significant investments in bolstering the govern-
ment's ability and the security and intelligence community's ability
to detect, disrupt and counter all aspects of foreign interference.

This research security centre has advisers located across Canada.
The centre is the first point of contact for Canadian researchers and
universities that need support protecting their research and equip-
ping their personnel with the proper tools and awareness. That's al-
so why, in 2021, the government implemented the national security
guidelines for research partnerships, which assess all academic re-
search partnerships with any private partner or funder to help pro-
tect their work from national security concerns.
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Most recently, in January this year, we announced new eligibility
criteria for grants from our federal agencies and the Canada Foun-
dation for Innovation, through the new policy on sensitive technol-
ogy research and affiliations of concern. These new rules prohibit
funding for research proposals when any of the researchers are af-
filiated with, or in receipt of funding or in-kind contributions from,
a university research institute or laboratory on the list of named re-
search organizations.

[Translation]

Reading the publicly released documents on the National Micro-
biology Laboratory in Winnipeg makes it clear that elements from a
Chinese-sponsored recruitment program were involved. Your com-
mittee is better informed about this than anyone. It is well known
that such programs are one way that China seeks to incentivize aca-
demics to participate in activities that exploit advancements in
Canadian technologies. Through these programs, China’s goals are
to improve its military and intelligence capabilities, as well as its
economic competitiveness, all at the expense of Canada’s national
interests.

[English]

The research security initiatives we've undertaken in recent years
are aimed at stemming these sorts of foreign initiatives by arming
Canadian research and researchers with risk awareness and tools
for risk mitigation, and by removing their work from the cycle of
foreign interference. Obviously, my colleagues from Public Safety
and the director of CSIS can speak in more detail about these spe-
cific programs.

To conclude, the two individuals who were previously employed
at the Winnipeg lab are currently under investigation by the Royal
Canadian Mounted Police. As the investigation is ongoing, you will
understand, Mr. Chair and colleagues, that as the minister responsi-
ble for the RCMP, it wouldn't be appropriate for me to comment on
any further specifics at this time.

That said, I have the impression that the questions might not be
exclusively on those two individuals at the Winnipeg lab. If I'm
right, I very much look forward to that conversation.

[Translation]

Thank you very much.
[English]
The Chair: Thank you, Minister. I guess we'll find out.

Mr. Cooper, the first six minutes are yours.
® (1925)

Mr. Michael Cooper (St. Albert—Edmonton, CPC): Thank
you very much, Mr. Chair.

Minister, when was the Prime Minister first briefed about nation-
al security concerns surrounding the two scientists who turned out
to be agents of Beijing at the Winnipeg lab: Dr. Qiu and Dr. Cheng?

Hon. Dominic LeBlanc: I don't have the specific information on
when the Prime Minister was briefed on these matters.

Mr. Michael Cooper: Can you advise the committee when the
former minister of public safety was first briefed?

Hon. Dominic LeBlanc: No, I can't. I wasn't the Minister of
Public Safety at the time. I have no information on that either.

Mr. Michael Cooper: You are the Minister of Public Safety now
and you have ministerial responsibility. You answer not only for
yourself but for your predecessors.

Can you undertake to provide those dates to the committee?

Hon. Dominic LeBlanc: I would be happy to ask the department
to determine when my predecessor may have been made aware of
this.

Mr. Michael Cooper: What about the Prime Minister?

Hon. Dominic LeBlanc: I can't speak for the Prime Minister,
but I am sure somebody has taken note of your question.

Mr. Michael Cooper: What about the former minister of health?
Hon. Dominic LeBlanc: I don't speak for the Minister of Health.
Mr. Michael Cooper: No, but can you undertake—

Hon. Dominic LeBlanc: No. I don't undertake for the Minister
of Health.

Mr. Michael Cooper: On March 23, 2019, PHAC received a
fact-finding report that said Dr. Qiu and Dr. Cheng violated multi-
ple security and intellectual property protocols and were collaborat-
ing with the Beijing regime, including the People's Liberation
Army.

Why did it take three and half months—until July 5, 2019—be-
fore they were finally marched out of the Winnipeg lab, which is a
level 4 lab?

Hon. Dominic LeBlanc: I have taken note of the testimony of
my colleague, the health minister, who was here a week ago. He
can speak for the Public Health Agency of Canada. I can't.

Maybe the director has some information on that specific se-
quence for Mr. Cooper's question.

Mr. David Vigneault (Director, Canadian Security Intelli-
gence Service): Thank you, Minister.

In my testimony last week, I provided some key dates for the en-
gagement between CSIS and PHAC that led to PHAC hiring a pri-
vate company to do the investigation. I think that sequencing has
been provided to the committee.

Mr. Michael Cooper: Minister, as of March 23, 2019, PHAC
knew that these scientists were collaborating with the People's Lib-
eration Army. This is a level 4 lab. It is supposed to be Canada's
highest security lab. It deals with some of Canada's most sensitive
biological secrets.
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Again, why did it take three and a half months before they were
finally marched out? Shouldn't they have been marched out the
very next day?

Hon. Dominic LeBlanc: Again, I appreciate the question, Mr.
Cooper, but I'm not the employer of those particular individuals.
You had the health minister and officials from PHAC here. I can't
speak to the sequence of the employment relationship between the
Public Health Agency and those particular individuals.

Mr. Michael Cooper: Is it acceptable that there was a three-and-
a-half-month gap between PHAC knowing that these scientists
were connected to the People's Liberation Army and finally having
them removed from what is supposed to be Canada's highest securi-
ty lab?

Hon. Dominic LeBlanc: I take the legitimacy of that question,
Mr. Cooper, but I would want to understand what information these
officials at PHAC had at what particular time and what they knew
of that relationship.

I take your question at face value, but I think one of the interest-
ing and innovative things is that, by making a lot of this documen-
tation available, Canadians have had a chance to see the sequence
of events. However, I'm not comfortable speaking for the Public
Health Agency's employment—

Mr. Michael Cooper: Minister, would you at least concede that
what happened at the Winnipeg lab constitutes a major national se-
curity breach and a major national security failure?

Hon. Dominic LeBlanc: I think the whole government has ac-
knowledged that within those two individuals lies an example of
the kind of work that needs to be done.

In my briefings with the director and officials of the public safety
department, I noted that in many respects—and the documentary
evidence bears a lot of this out—the role that CSIS played with the
Public Health Agency in many cases can be a best practice of how
these things should—

Mr. Michael Cooper: Minister, my time is limited.

Mark Holland testified that there were no scientists working in
the Government of Canada's labs who were part of the Beijing
thousand talents program. Can you confirm that?

Hon. Dominic LeBlanc: I don't want to revisit what Mark Hol-
land's testimony here—

Mr. Michael Cooper: He was unequivocal in his testimony, so
I'm asking you. As Minister of Public Safety, can you confirm that?

Hon. Dominic LeBlanc: What would you like me to confirm,
Mr. Cooper?

Mr. Michael Cooper: That there are no scientists working in
Government of Canada labs who are part of Beijing's thousand tal-
ents program.

® (1930)

Hon. Dominic LeBlanc: I don't know those details, but perhaps
the director can answer that question.

Mr. Michael Cooper: Before he does—and I would like to hear
his answer—I'll expand the question to also seek confirmation or
clarification as to whether there are any scientists employed by the

Government of Canada who are in any way involved in PRC re-
cruitment programs.

The Chair: You have about 30 seconds.

Mr. David Vigneault: CSIS has been working with PHAC on
these issues for a few years now. If there were any individuals en-
gaged in any way who represented national security issues, I would
be working with PHAC to make sure they have the information to
take the proper measures.

I cannot confirm the specifics of our investigation, but I under-
stand the concern raised by Mr. Cooper. I share the concern about
the threat this represents, and I can tell you that it will be—

Mr. Michael Cooper: On Beijing's thousand talents program—

The Chair: Mr. Cooper, I'm sorry, but you are out of time.

We'll go now to Mr. Naqvi for six minutes.

Mr. Yasir Naqvi (Ottawa Centre, Lib.): Thank you very much,
Chair.

Minister, welcome. Thank you very much.
I will start with the director of CSIS for my opening question.

I'll build on Mr. Cooper's line of questioning around the chronol-
ogy of events that took place from the moment a patent was discov-
ered. I believe this started around October 2018, and the two Cana-
dian scientists were fired sometime in the middle of 2019.

Mr. Vigneault, looking at the chronology, your testimony when
we last met was, “my expert colleagues have told me that...it was a
fairly expeditious process.” Are you still of the opinion that the pro-
cess followed during the investigation, the CSIS briefing and the
steps that PHAC and the lab took were expeditious given the cir-
cumstances?

Mr. David Vigneault: Yes, I continue to hold the belief that it
was a very expeditious process.

In August 2018, when we first engaged with PHAC to give them
an insider threat briefing, they raised a concern with CSIS about the
two scientists. That led us to share some information and some ad-
vice with PHAC.

They undertook their administrative review, and the results of
that review were shared with CSIS. What you see in the chronology
and in the documents that have been produced to the committee is
that at the time of the first briefing to CSIS, we did not have a lot of
information, but at the second briefing, we presented the results of
our investigation. At that point, you could see that in this short peri-
od of time, we carried out a very extensive investigation that led
PHAC to take quick administrative measures to protect the lab and
Canadians.

Mr. Yasir Naqvi: That's great. Thank you.
As we always learn, things can always be improved. I believe

you were going to provide some written recommendations to this
committee as to how that process could be improved.
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Minister, I'll come to you. From your ministry's perspective,
what lessons have been learned? What advice has been given to
you on how we can improve the process when it comes to sensitive
institutions like the national microbiology lab and ensure that these
types of incidents do not happen again?

Hon. Dominic LeBlanc: Mr. Naqvi, I think that question is a
very important one in the sense that the Government of Canada and
the security and intelligence apparatus for which we're responsible
are very much focused on what lessons can be learned from this
particular circumstance.

When the director, the deputy minister and I had a discussion
about it last week, it struck me that if six years ago, CSIS decided
to talk to governmental partners that run vulnerable institutions like
the national microbiology lab—or pick your other particularly sen-
sitive federal institution.... CSIS meets with them and gives them a
threat assessment briefing or identifies potential threat vectors. The
organization itself then looks at their particular personnel and par-
ticular circumstances and comes to the conclusion that there may be
a vulnerability in a particular case. CSIS then works with that fed-
eral partner in detail to get the information necessary for them to
make, in their judgment, the appropriate decisions. As I said, I be-
lieve there's an RCMP investigation with respect to this that's still
ongoing.

In many ways, Mr. Naqvi, this is a good example of where feder-
al security partners, like the RCMP, CSIS and border services—
pick your particular security partner—should work with federal
partners to help them understand this risk and help them manage
what is necessary to ensure that the risk is contained or mitigated in
the case that it turns out to be a real risk.

That's one of the reasons the director, my cabinet colleagues and
I have been talking about potentially putting before Parliament
amendments to the CSIS Act. One of the real limitations now is
that when the director wants to talk to people outside the family of
federal institutions, governmental institutions, he's very limited by
law as to what he can say.

The threat doesn't only exist in federal institutions. It may be in
provincial institutions or non-governmental research institutions. |
think there's a conversation we can have about how we use some of
the skill and experience at CSIS to share, in the appropriate way,
with other vulnerable institutions, because we all have, I would
hope, the same objective of limiting the risk to our nation's security
from incidents like this particular one in Winnipeg.

® (1935)

The Chair: We have time for a short question and a short an-
SWer.

Mr. Yasir Naqvi: You mentioned the modernization of the CSIS
Act and the consultations you've been doing. Hopefully one of my
colleagues will ask what you've heard in those conversations and
what changes we can expect in potential legislation that would ad-
dress this particular issue.

I think I'm out of time.

The Chair: We'll hopefully get to that answer in a subsequent
question.

Hon. Dominic LeBlanc: Nobody hopes more than I do, Mr.
Chair.

The Chair: I'm cracking the whip because I want to make sure
everybody gets their fair amount of time.

Mr. Villemure, it's good to have you back with us. You're up for
six minutes.

[Translation]

Mr. René Villemure (Trois-Rivieres,
Mr. Chair.

BQ): Thank you,

I'd like to thank the witnesses for being here with us today.

Minister, you've been in the government for a long time now and
you are, if [ may put it that way, one of Mr. Trudeau's closest confi-
dants.

I've been wondering when, in our relations with China, we be-
came naive. Apart from what happened with the Winnipeg lab, we
know that China has been active for a long time. It used to be called
espionage rather than interference, perhaps. And yet for a long
time, we had close relations with China and were definitely keen on
developing partnerships. When specifically do you feel we were
naive in this process?

Hon. Dominic LeBlanc: Thank you for your question.

I'd also like to thank you for your interest in matters of this kind,
because it's in our country's best interest to understand threats to its
national security. As I said earlier, the federal government is not
alone in facing this threat. We have partners in the provinces and
territories who are affected, and we've found all kinds of other insti-
tutions that may be subject to interference of this kind.

I'm also ready to believe that we're not the only country in this
situation. Based on my conversations with my British and Ameri-
can counterparts, there is no doubt that many other western coun-
tries, like the Five Eyes and other Canadian partners, have seen a
change in their relations with China. Thirty years ago, when [ was a
young assistant in Mr. Chrétien's cabinet, we sent trade missions to
China that included all the provincial premiers. That's unlikely to
happen today, precisely because of actions taken by the Chinese
government.

The director has publicly stated that China is engaging in inter-
ference and he reported instances of interference that are complete-
ly unacceptable for Canada's sovereignty, and affecting our institu-
tions—not just our democratic institutions but also our economic
and security institutions. The government has publicly acknowl-
edged this interference. It's a situation that's getting worse, and
that's also true in other countries.
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China's hostile actions are those of an acknowledged world eco-
nomic power. That's the problem that confronts us in terms of ap-
propriately shouldering our national security responsibilities, by
which I mean recognizing that country's economic power. It's a
challenge for other countries too.

I believe that we have to stop being naive. We can no longer as-
sume that these players are always acting in good faith. It's not just
China, which is only one country among others, but it comes up of-
ten in discussions with my colleagues.

® (1940)

Mr. René Villemure: We've heard a lot of testimony, including
at meetings we attend on the Standing Committee on Access to In-
formation, Privacy and Ethics, which conducted its investigation in-
to interference, and we know that Canada is not the only country
affected: France and Australia were among the other targeted coun-
tries.

Is it a matter of before and after Xi Jinping, or did that not make
a difference?

Hon. Dominic LeBlanc: I'm trying to come up with an answer
to your question.

I am anything but an expert in international politics, and I'm not
particularly knowledgeable about how these things work. The De-
partment of Foreign Affairs probably has a more accurate view of
things than mine. Nevertheless, based on discussions with my
counterparts in national security about threats of foreign interfer-
ence, the impression is that the situation isn't going to disappear all
that soon.

I don't know what the Chinese regime's plans are, but I get the
impression that there is a degree of stability missing from our gov-
ernments. The predisposition of the Chinese government is there-
fore not about to soften, and as you put it rather well, Canada is not
the only country concerned. Their approach is probably also not
headed in a different direction. That's my view, but as I was saying,
I'm not really a foreign policy expert.

Mr. René Villemure: To give you an idea of what we're dealing
with, the Chinese Communist Party will still be in power in
50 years.

Hon. Dominic LeBlanc: So you're not confident that we will be
too?

Mr. René Villemure: You never know; there might be some
changes.

Mr. Vigneault, if we were to look at the situation retrospectively
and were asked to draw a rising curve, would the arrival of Xi Jin-
ping mark a significant change in the shape of the curve, or would
it not affect it at all?

Mr. David Vigneault: Thank you for the question.

As the minister mentioned, if we were to look back to 30 years
ago, we would see that there were prospects and opportunities in
China as well as optimism that might have led us to believe China
might join the global economic system and eventually move to-
wards democracy. Not only that, but at the time, China's aggression
towards its neighbours was perhaps somewhat different.

When Xi Jinping took over as general secretary of the Chinese
Communist Party at the end of 2012, it was a turning point. It's
clear to us now that things have changed since 2013. At my last ap-
pearance here, I mentioned certain events, including the decision of
the Permanent Court of Arbitration in the South China Sea Arbitra-
tion. Knowing what the decision would be, China totally rejected
the authority of international law and decreed that it was a matter of
its own interest and that it was going to decide what would happen.

We raised several points in recent years. Like many of its allies,
countries like Canada rely on international law and international
business standards to protect their prosperity and security. Unfortu-
nately, under Xi Jinping, we saw the Chinese regime move in a di-
rection that ran counter to our interests.

Mr. René Villemure: Thank you very much.
[English]
The Chair: Thank you, Mr. Villemure.

Now we'll go to Mr. Angus for six minutes.

Mr. Charlie Angus (Timmins—James Bay, NDP): Thank you
so much, Chair.

Many concerning and disturbing facts have come forward, and
we don't have all the facts, not having been invited to read the doc-
uments that were provided.

I'm really concerned about the March 2019 incident, when Dr.
Qiu and Dr. Cheng were implicated in a shipment of live Ebola and
henipavirus on a commercial Air Canada flight. How the hell did
that happen?

Hon. Dominic LeBlanc: Mr. Angus, when I saw that reported
publicly, I had a reaction similar to yours. Again, the Public Health
Agency of Canada is the organization that can speak to those partic-
ular things, unless the director wants to.

I don't have any information. I had the same reaction as you, Mr.
Angus.

Mr. Charlie Angus: Can we hear from CSIS then?
Hon. Dominic LeBlanc: Perhaps the director wants to respond.

Mr. David Vigneault: The minister is right. For the specific de-
tails, I think PHAC is better placed to answer.

What I would say at the more strategic level is that the approach
of the thousand talents program, the approach of the economic espi-
onage of the PRC, is to acquire material, know-how and data that
will enable them to pursue their objectives. I testified last week to
the fact that there's also a very well-integrated military-civilian fu-
sion system.

® (1945)

Mr. Charlie Angus: I get all that. What I don't get is.... Am I
reading from this that they walked out with vials of Ebola and got
on a plane?
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When did the agency find out? Why were they not immediately
arrested? How is it possible that you can get on a commercial plane
with deadly viruses and carry them?

Number one, how do you get through? This is a level 4 laborato-
ry. Was anyone fired?

Tell me what the investigation was. This is very concerning.

Hon. Dominic LeBlanc: I certainly understand the tenor of Mr.
Angus's question, but these questions are properly for the Public
Health Agency of Canada. Neither the public safety department nor
CSIS is dealing with these employees' actions.

Mr. Charlie Angus: I would suggest that this is a question for
CSIS. I don't know; maybe you don't watch sci-fi movies like I do.
If you've ever watched 12 Monkeys, you'd know what happens to
the world. You're thinking that's a crazy movie, but here I am read-
ing down all the many things that went on. They walked out of a
laboratory with live Ebola and it took another three years to fire
them. They weren't charged.

How does a lab have level 4 accreditation if someone can pick up
a vial of Ebola, stick it in their pocket, hop on a flight to China and
give it to them?

I think all this blame on China right now is misdirected. The
blame has to be that they walked out of a lab carrying very deadly
viruses. If something had happened on that plane or they had want-
ed to do something with them, people would have been hurt.

Surely to God, CSIS investigated this. Isn't this a major threat?

Mr. David Vigneault: I think the question is absolutely legiti-
mate. However, as I said, CSIS is not in the business of running the
lab. That is why we went to them with our concerns about national
security in 2018 and to share with them our expertise. This is our
job. We share with them our expertise. Then they reacted by telling
us about a number of issues.

I believe PHAC has testified, as the documents that have been
shared with the committee demonstrate, about how those vials of
ingredients were transported. There are international rules for this.
The problem is the authorization. My understanding—and again,
PHAC should speak to those details—is that it was not a security
issue with those vials. It was an authorization issue, which speaks
more to the potential espionage concerns.

Mr. Charlie Angus: You spoke to them in 2018, because we
know that in 2017, the Chinese national institute filed a patent for
an inhibitor for the Ebola virus that included one of the doctors as a
key contributor. Was she taking research that she had done in Win-
nipeg and being allowed to file a patent? She got the Governor
General award for innovation the next year.

Again, I'm not the brightest guy on the planet, but my red flags
are going off. We know that an employee came forward and raised
serious questions about this in 2018. You said you went to the lab
in 2018. Was it about these two or was it just a meeting about
things in general?

Mr. David Vigneault: The documents I think provide a level of
clarity about this. In my testimony last week and this week, I spoke
to the fact that we went to the Public Health Agency and the lab to
share with them our concern about an insider threat specifically

about the type of environment they're in. It's at that point that they
raised specific issues with those two individuals. We launched our
investigation at that point.

In response to Mr. Naqvi, I mentioned that from that time until
the moment we were able to provide very clear indicators of signif-
icant national security concerns, it was done in a fairly tight time
frame.

Mr. Charlie Angus: I get that. My time's running out.

1 realize that you have to be fair with people. You can't just hold
them up and jail them or whatever. However, when we go back to
the fact that serious virus threats were removed and carried on com-
mercial airliners, the fact that they were still able to go back to
work the next day, once it was found out, to me is a massive breach
of obligation.

How do we reassure our international partners and the Canadian
public that we are going to protect them from the deadly viruses out
there?

The Chair: That's a question that perhaps we can get answered
on Friday, because PHAC will be here. You're all invited back.

Let's go to our second round.

For five minutes or less, we have Dr. Ellis.

Mr. Stephen Ellis (Cumberland—Colchester, CPC): Thank
you very much, Chair.

Thank you to the witnesses for being here.

Mr. Vigneault, you were here with us last week. I have some
more questions around the talent and recruitment programs.

How can you reassure Canadians that no further PRC-based sci-
entists are part of talent or recruitment programs working at gov-
ernment labs in Canada?

® (1950)

Mr. David Vigneault: One of the elements I've talked about is
the work of this committee and the work that we've been doing
with Public Safety, ISED and specifically CSIS to make sure that
we talk about these issues. It's very important, because it's only
through the knowledge of ourselves and other people that we'll be
able to address the concerns expressed.

By definition, these approaches are covert. The PRC is trying to
obfuscate their approach. The more we talk about it, the more the
PRC is adapting their methods. I talked about the fact that this is a
cat-and-mouse game. The better we are, the better they are chang-
ing, and they're obfuscating their approach.
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The best way forward, to answer the question, would be to say
that we can never rest on our laurels on this. I think it's a good thing
that we were collectively able to identify these two people. My con-
cern as the director of CSIS is that it's a relentless effort on the part
of the PRC. They are using all methods to acquire technology
know-how and data.

From that point of view, I'm not sure anyone can provide a level
of one hundred per cent clarity on this, but from CSIS's point of
view, in terms of transparency, we are absolutely focused on the is-
sue of talent programs. That's why we've been talking, writing and
publicizing about it and engaging directly with the organizations
that are susceptible to being infiltrated by the talent programs.

Mr. Stephen Ellis: Is it fair to say that you still have some ongo-
ing investigations at the current time?

Mr. David Vigneault: Unfortunately, I will not be able to speak
about our ongoing investigations.

Mr. Stephen Ellis: Is it fair to say, Mr. Vigneault, that CSIS pro-
vides security background, but the president of PHAC has the op-
portunity to provide a security clearance? Is there a way to circum-
vent that program?

Mr. David Vigneault: The government policy is quite clear that
it's the deputy head of any organization who has the authority to
grant and revoke a clearance based on the security advice the
deputy head receives. I mentioned last week that the Treasury
Board Secretariat, which was in charge of that policy, is moderniz-
ing it as we speak.

To Mr. Naqvi's question earlier about advice, I will not be pro-
viding advice to anyone. I will just say that there will be an oppor-
tunity here, through the work of this committee, to speak to this is-
sue. How government clearances are issued is being reviewed as
we speak. I think there's an opportunity here.

Mr. Stephen Ellis: Is it possible that at the time these scientists
were working at the national microbiology lab, someone could have
circumvented that process? The executive director, for instance,
could say, “You can work at this lab without the completed work by
CSIS.”

Mr. David Vigneault: If I understand the question, if someone
allowed a person to do work that required clearance without that
person having clearance, that would be a serious violation of policy.
I would say this would be, of course, of real concern.

Mr. Stephen Ellis: Minister, why was a private security firm,
Presidia, engaged to undertake the original investigation and not the
RCMP in this particular case?

Hon. Dominic LeBlanc: Again, I was not the public safety min-
ister when these decisions were made, and 1 don't understand the
precise delineation of the authorities of the Public Health Agency.

My understanding is that they had initially.... Again, the director
spoke to me about this last week, Dr. Ellis. I don't want to avoid the
question. The director will correct me if I'm wrong, but the Public
Health Agency, of its own motion, retained a private firm to do an
initial review—an administrative review, not a police investigation,
obviously. That administrative review then led it to make the deci-
sions that are properly within its purview to make. CSIS was obvi-
ously working with other partners, and the RCMP, as I think has

been confirmed, is investigating this now in a potential criminal
context.

Mr. Stephen Ellis: For you, Mr—

The Chair: Thank you, Dr. Ellis. Your time is up.

We'll go to Madam Lalonde for five minutes.
® (1955)
[Translation]

Mrs. Marie-France Lalonde (Orléans, Lib.): Thank you,
Mr. Chair.

[English]

I know that some of my colleagues were not here last week. I
don't want to single out anyone in the room, but for clarification,
maybe to frame this, I'll say that in my view, comments were made
by one of my colleagues regarding.... This was spoken about last
week by the minister and PHAC quite extensively. They mentioned
that the shipment of Ebola and Henipah was authorized and that
there was no unauthorized shipment or removal of any pathogens.
It actually all went through the proper process.

1 know, Minister, that you were not there. This is clarification for
those who were not here last week.

[Translation]

I'm going to ask you a question related to the one asked by my
colleague Mr. Naqvi.

[English]
Minister LeBlanc, your department, as mentioned, recently com-

pleted public consultation on the modernization of the CSIS Act. |
know that you wanted to engage.

We were looking for your feedback. What feedback did Public
Safety officials receive, and when can we expect to see updated
legislation introduced?

[Translation]

Hon. Dominic LeBlanc:
Ms. Lalonde.

Thank you for your question,

In response to your colleague's question, I wanted to point out
that I became Minister of Public Safety last summer. In my initial
discussions, within the department and with the director of the
Canadian Security Intelligence Service, [ was struck by the fact that
the act establishing CSIS had been adopted when the late Brian
Mulroney was prime minister. Forty years ago, the technology and
the threats were very different.
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We heard the CSIS director talk about the change of direction in
China, one of a number of countries that CSIS monitors to protect
our national security. I believe that this bill is an opportunity for
Parliament, and that parliamentarians should pay close attention to
it. We have to be sensitive to the protection of privacy and need to
make sure that the Canadian Charter of Rights and Freedoms is al-
ways complied with. At the same time, I think the time has come to
discuss the modernization of the powers given by Parliament to the
Canadian Security Intelligence Service with respect to intelligence
technology and exchanges of information.

[English]

I was surprised in my conversations, for example, with the Pre-
mier of British Columbia, who, following the killing of Mr. Nijjar
in his province last June, was understandably interested in having a
sense of the threat landscape and what the various national security
nexus points might be with respect to this incident. The director
met with Premier Eby, but under the specific legislation, he was
very limited in what he could share with a partner government in
our federation, which is as important as the government of your
province.

It struck me that if you have a partner in our federation that
wants access in the right way to information about protecting their
citizens in their particular province or territory.... I had conversa-
tions with the Premier of Yukon on the issue of the balloons that
were flying over northern Canada.

There's an opportunity for us to give CSIS, in my view, modern-
ized authorities from a technology perspective for sharing informa-
tion. Business leaders have asked for the ability to work with CSIS.
The Canadian Council of Chief Executives and other organizations
have advocated for the right way to share the right information. I
think there's an opportunity for us to modernize an institution that
in my view has served the national security interests of Canadians
very well for 40 years.

I've said this to the director and I've said it publicly: I'm im-
pressed with the remarkable work that CSIS does. Much of it, by its
very nature, is not public.

You can see the vicious circle. I have a chance to work with the
director and others and to see and hear about the work they're do-
ing. It's obviously—understandably—not as public as we might
like, if only to celebrate some of the successes, but there's an op-
portunity to give them authorities for 2024-25 and not 1988.

® (2000)
The Chair: Thank you, Minister.

We'll now go to Mr. Villemure for two and a half minutes.

[Translation]
Mr. René Villemure: Thank you, Mr. Chair.

I have some more questions for you, Minister. I have only two
and a half minutes, which is not very long. So if possible, please
keep your answers short.

I'm getting back to the topic of our naiveté. When did the gov-
ernment realize that things were not right? Was it in 2019, because
of the incident at the National Microbiology Laboratory in Win-

nipeg? Or was it rather because of the controversy over the Pierre
Elliott Trudeau Foundation? Could it have been because of another
incident? Where was the tipping point signalling that the times and
the relations had changed?

Hon. Dominic LeBlanc: I understand the question and I've giv-
en it considerable thought, given China's pre-eminent role. For ex-
ample, I could mention its election interference last spring. I agree
with what Mr. Vigneault was saying about the arrival of the current
Chinese leader, Xi Jinping, and how he restructured the Chinese
government in order to extend the country's influence around the
world and consolidate China's economic and military power.

It's really a good question to ask a foreign policy expert.

Mr. René Villemure: What I'd like to know is when the warning
light came on for the government, of which you are a member. |
know what Mr. Vigneault said because I read it. I know that after
the fact, the change was blamed on Xi Jinping, but when precisely,
when you were part of the government, in the circle of ministers,
did the warning light come on for you?

Hon. Dominic LeBlanc: At the time, I was the minister of fish-
eries or minister of intergovernmental affairs. So I wasn't really
dealing with issues of this kind. However, based on what I recollect
from various conversations with my colleagues, there was no spe-
cific moment that led to a flash of insight. It was more a series of
circumstances that heightened awareness, including the Two
Michaels incident, with both men being held in a totally arbitrary
and illegal manner, along with some other incidents. It was because
of the increase in threatening and aggressive behaviour. I'm not
speaking on behalf of other countries, but based on my conversa-
tions with other ministers of the interior, including the United
States Secretary of Homeland Security, they were noticing the same
things as we were: an increase in attempted interference, clandes-
tine activities and the manner in which China was attempting to ob-
tain economic information.

My impression is that it was over a specific period—
[English]
I hear a podcast. What is Charlie listening to?

The Chair: Somebody was trying to tell you that your time is
up, Minister LeBlanc.

Hon. Dominic LeBlanc: Charlie, was that the alarm that my
time was up?

Mr. Charlie Angus: That was me. I was like, come on, I love
my colleague, but....

The Chair: All right. Get the kids to put their phones down.

Mr. Angus, you have two and a half minutes.

Mr. Charlie Angus: Thank you, Chair.

I'm very interested in the question of foreign interference through
the use of Al and quantum computing.
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We know that Congress led the way in trying to investigate the
role of bot sites and Russian disinformation, which spread extrem-
ism during Canada's convoy crisis. Facebook was asked to testify.
Congress identified fake sites out of Romania, Bangladesh and par-
ticularly Russia. The role of Russian disinformation in creating the
chaos and deplorable conditions that we saw out of the convoy in
Canada had a huge impact.

What steps are you taking as a government to deal with these is-
sues of foreign interference through online threats, Al and deep-
fakes?

Hon. Dominic LeBlanc: Mr. Angus, it's a very good question. [
certainly share the concern that you've expressed about the poten-
tial damage that this technology, in the hands of hostile actors,
could reap upon Canadians.

I've worked with your former colleague, Daniel Blaikie, on some
changes to the Elections Act to deal with the use of this technology
in the electoral context. Imagine the impact, in a 35-day election
period, of one of these deepfakes. We're all alert to what we've seen
in other countries. I totally share your concern.

At my briefings with the director of CSIS a few weeks ago at
CSIS headquarters, they showed me how quickly and how easily
that technology can create something that would leave a huge secu-

rity gap.

I know Sébastien has some specific answers to Mr. Angus' ques-
tion on Russian disinformation and Al.

® (2005)

Mr. Sébastien Aubertin-Gigueére (Associate Assistant Deputy
Minister, National and Cybersecurity, Department of Public
Safety and Emergency Preparedness): We know the Russians are
using disinformation to sow chaos. They are sending competing in-
formation, different news and divisive information. They are very
active in that space. Their technological capabilities are evolving.
Now that Al is cheap and widely available, we can know for sure
the Russians are going to continue to use it, as will other known
powers.

It's not a simple space to counter because of the sheer volume
and capacity that this will generate. At the same time, our invest-
ments are really about the integrity of the information space and
making sure that audiences have the tools to discern what is real
and what is not. Also, working with—

The Chair: Thank you, sir. We'll have to call the time there.

Can we impose upon you for 10 more minutes?

Hon. Dominic LeBlanc: Mr. Chair, I was going to meet a group
of parliamentary colleagues on another issue. I wanted leave at
7:30, but the vote delayed us. A group of people have been waiting
since 7:30. It's not our fault; we had these votes. They are parlia-
mentary colleagues.

The Chair: Okay, let's do four and four.

Hon. Dominic LeBlanc: Do [ have Chong for four?
The Chair: It's Chong for four.

Mr. Stephen Ellis: What about five?

Hon. Dominic LeBlanc: Let's do four and a half. I went to the
University of Toronto with Michael. We were in the same residence
for four years.

Mr. Stephen Ellis: What's one more minute?

The Chair: You're arguing and just using up your time.

Go ahead, Michael.

Hon. Michael Chong (Wellington—Halton Hills, CPC):
Thank you, Mr. Chair.

Minister, you are responsible for exercising leadership under the
act at the national level relating to public safety—in other words,
relating to national security. The act says, “The Minister shall coor-
dinate the activities of” the RCMP, CSIS and other entities that
you're responsible for and “establish strategic priorities for those
entities”.

In light of the fact that two government scientists at PHAC were
found to be clandestinely and corruptly participating in a PRC re-
cruitment program and collaborating with the PLA and the PRC, 1
want to ask you a question. I'm not asking a question about a spe-
cific investigation, a specific intelligence assessment or a specific
intelligence product produced by CSIS. I'm talking about general
activities, under your direction as minister, in establishing priorities
in your portfolio.

My question is, have you coordinated and established as a priori-
ty any initiatives to review or to look at—whatever you may want
to call it—any reviews or any initiatives of general application to
ensure there are no other Government of Canada employees clan-
destinely and corruptly co-operating with the PRC in areas of espi-
onage or foreign interference? I ask that in the context of the 2022
chief science adviser's report. According to the report, there are
1,021 health scientists within the Government of Canada.

Have you established any priorities or initiatives relating to a re-
view of general application to ensure that we don't have other gov-
ernment employees clandestinely and corruptly engaging in espi-
onage or foreign interference activities in the Government of
Canada?

Hon. Dominic LeBlanc: Mr. Chong, that's a very good question.
The short answer would be yes, obviously, as we learn of these cir-
cumstances.

Hon. Michael Chong: Could you tell us the general nature of
this initiative and what time frames we're looking at?

Hon. Dominic LeBlanc: As we've heard from the director and
others—and not just at this committee but at other fora as well—
there is a sense that there's an increasing aggressivity from some of
these hostile state and non-state actors. Obviously the Government
of China is one of the best examples of this sort of escalating or in-
creasing interest.
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My conversations with security officials in the Government of
Canada are always about whether we're doing everything necessary
to detect, disrupt and ultimately eliminate these different risks to
our national security. My sense is that we are well served by the na-
tional security community, and again, I'm learning what is in the
public domain.

Maybe the director could provide details, because there's some
stuff that I know specifically with respect to China that we're doing,
to use that example, but I don't know how much of that is in the
public domain.

® (2010)

Mr. David Vigneault: The specific set of circumstances you're
talking about—the infiltration and the potential recruitment or espi-
onage activities of the PRC or others vis-a-vis the science-led re-
search of the federal government—is not just because of the Win-
nipeg lab issue, but because of other cases that we know of. This
has been something of importance to the government.

When the late lan Shugart was clerk of the Privy Council, he put
together a task force on research security across the government to
essentially try to do exactly what you were saying needed to be
done, Mr. Chong, which was to bring together security and bring
together the research institutes of the federal department, these two
ecosystems. They need to be talking to each other much more, be-
cause as you know, unfortunately you often have silos. The re-
search takes place on one side, and then you have national security
on the other side. Now, through the work that was led by the late
clerk, we have put together procedures that are more robust.

That might be something that could be shared with the commit-
tee.

Hon. Michael Chong: Let me ask you—

The Chair: Thank you. We're now out of time, Mr. Chong.
Hon. Michael Chong: Thank you.

The Chair: Mr. Fragiskatos, you have up to five minutes—

Hon. Dominic LeBlanc: Mr. Chair, we will check, and if we can
share, for example, what the late Ian Shugart.... I'd be happy to un-
dertake to share as much as we can on what is, I thought, a very
reasonable question.

Hon. Michael Chong: Thank you.
The Chair: All right. We have Mr. Fragiskatos.

Mr. Peter Fragiskatos (London North Centre, Lib.): Thank
you, Chair, and thank you to all of you for being here.

My question is on the dialogue that could be taking place be-
tween us and, let's say, Five Eyes allies or other allies to learn from
this experience and see whether or not there are other ways we
could ensure this doesn't happen again from the experiences of oth-
er countries. Obviously, they won't be exactly the same, but there
might be advice or actions we could take based on their experi-
ences.

Do you have any thoughts on that?

Hon. Dominic LeBlanc: Sébastien and David have a longer per-
spective on these issues than I would, having just arrived at this
particular portfolio last summer, but the Five Eyes ministerial meet-

ings that I've been in.... They're fairly regular now, probably month-
ly. There's a Five Eyes in-person meeting in early September. ['ve
travelled to the U.K. and Washington to meet my counterparts, and
what strikes me is how very similar their experiences are. I had a
conversation with the U.S. Homeland Security secretary, who has, [
think, 260,000 employees in his department alone, about what they
are doing and how they are managing the obvious risk to their na-
tional security from people who, as David said, might be compro-
mised or who might represent a particular threat.

We certainly share the Five Eyes countries' best practices and
their experiences. I was struck by how my U.K. counterpart, the
Home Secretary, is facing circumstances very similar to what we
talk about here around foreign interference. Some of the same
countries are doing some of the same things in the U.K. that we're
seeing happening here, and it struck me that maybe that's the suc-
cess of this particular community of countries, which are geograph-
ically very different. They have the same democratic values, the
same basic rule of law. I had not realized the extent to which there
are similarities and very complementary circumstances among
those five particular countries.

® (2015)

Mr. Peter Fragiskatos: Do you have thoughts on how we can,
in our own country, deal with the silo effect you have?

Mr. Vigneault, I brought up universities last week when you were
here. How do we propel a meaningful dialogue forward on best
practices with post-secondary institutions? Government can set pol-
icy and make sure that policy is where it needs to be in terms of
government, but universities have a huge role to play in this. There
are established practices that have been under way for many years
at the university level that might not fit with the needs of the cur-
rent moment.

Hon. Dominic LeBlanc: The question is very good. Moderniz-
ing the CSIS legislation is part of being a good partner to post-sec-
ondary institutions, businesses and other partners in our federation.
I've encouraged the director and others to speak publicly at every
opportunity they can about the work they're doing, and to talk to
Canadians about the nature of these threats and citizens' resilience.
These institutions are great examples, and are absolutely part of
what I think can be a constructive mandate.

Peter, with respect to post-secondary education, Sébastien may
have specific answers that will be more fulsome than mine.

Mr. Sébastien Aubertin-Giguére: We have a very fruitful dia-
logue that's been established for many years now with the universi-
ties. It's led by ISED, and Public Safety and CSIS participate. It's
the perfect platform for educating academics and universities on the
threat landscape. It's been a slow evolution, but we're seeing some
tangible results, and universities are investing much more in the se-
curity of research.
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We also have the research security centre up and running, and we
have antennas of it all across Canada in large university towns. It
provides good, direct access to the main universities to educate
them on the threats, and it builds programs with them to better
combat the threats. In this case, the more they understand the threat
landscape, the more they know about the methods being used by
foreign actors and the better they will be able to defend themselves.
We're always there; our door is open if they want to ask questions.
If they want to learn more, we have, through the centre, established
these connections.

Mr. Peter Fragiskatos: Thank you.
The Chair: Thank you very much.

Pass on our thanks to your guests for their patience, and thank
you for making the time for us tonight under unusual circum-
stances.

I'll note that a notice of meeting has been issued, so last Friday's
panel, including PHAC, will appear this Friday. That pretty much
covers the initial list we had when the motion was brought forward.
If there are further witnesses proposed, they should be identified
and passed on to our clerk.

With thanks to everybody for their support, the meeting is ad-
journed.










Published under the authority of the Speaker of
the House of Commons

SPEAKER’S PERMISSION

Publié en conformité de I’autorité
du Président de la Chambre des communes

PERMISSION DU PRESIDENT

The proceedings of the House of Commons and its commit-
tees are hereby made available to provide greater public ac-
cess. The parliamentary privilege of the House of Commons
to control the publication and broadcast of the proceedings of
the House of Commons and its committees is nonetheless re-
served. All copyrights therein are also reserved.

Reproduction of the proceedings of the House of Commons
and its committees, in whole or in part and in any medium,
is hereby permitted provided that the reproduction is accu-
rate and is not presented as official. This permission does not
extend to reproduction, distribution or use for commercial
purpose of financial gain. Reproduction or use outside this
permission or without authorization may be treated as copy-
right infringement in accordance with the Copyright Act. Au-
thorization may be obtained on written application to the Of-
fice of the Speaker of the House of Commons.

Reproduction in accordance with this permission does not
constitute publication under the authority of the House of
Commons. The absolute privilege that applies to the proceed-
ings of the House of Commons does not extend to these per-
mitted reproductions. Where a reproduction includes briefs
to a committee of the House of Commons, authorization for
reproduction may be required from the authors in accor-
dance with the Copyright Act.

Nothing in this permission abrogates or derogates from the
privileges, powers, immunities and rights of the House of
Commons and its committees. For greater certainty, this per-
mission does not affect the prohibition against impeaching or
questioning the proceedings of the House of Commons in
courts or otherwise. The House of Commons retains the right
and privilege to find users in contempt of Parliament if a re-
production or use is not in accordance with this permission.

Les délibérations de la Chambre des communes et de ses
comités sont mises a la disposition du public pour mieux le
renseigner. La Chambre conserve néanmoins son privilége
parlementaire de contréler la publication et la diffusion des
délibérations et elle posséde tous les droits d’auteur sur
celles-ci.

Il est permis de reproduire les délibérations de la Chambre
et de ses comités, en tout ou en partie, sur n’importe quel sup-
port, pourvu que la reproduction soit exacte et qu’elle ne soit
pas présentée comme version officielle. I1 n’est toutefois pas
permis de reproduire, de distribuer ou d’utiliser les délibéra-
tions a des fins commerciales visant la réalisation d'un profit
financier. Toute reproduction ou utilisation non permise ou
non formellement autorisée peut étre considérée comme une
violation du droit d’auteur aux termes de la Loi sur le droit
d’auteur. Une autorisation formelle peut étre obtenue sur
présentation d’une demande écrite au Bureau du Président
de la Chambre des communes.

La reproduction conforme a la présente permission ne con-
stitue pas une publication sous I’autorité de la Chambre. Le
privilége absolu qui s’applique aux délibérations de la Cham-
bre ne s’étend pas aux reproductions permises. Lorsqu’une
reproduction comprend des mémoires présentés a2 un comité
de la Chambre, il peut étre nécessaire d’obtenir de leurs au-
teurs autorisation de les reproduire, conformément a la Loi
sur le droit d’auteur.

La présente permission ne porte pas atteinte aux priviléges,
pouvoirs, immunités et droits de la Chambre et de ses
comités. Il est entendu que cette permission ne touche pas
Pinterdiction de contester ou de mettre en cause les délibéra-
tions de la Chambre devant les tribunaux ou autrement. La
Chambre conserve le droit et le privilége de déclarer I’utilisa-
teur coupable d’outrage au Parlement lorsque la reproduc-
tion ou I’utilisation n’est pas conforme a la présente permis-
sion.

Also available on the House of Commons website at the
following address: https://www.ourcommons.ca

Aussi disponible sur le site Web de la Chambre des
communes a I’adresse suivante :
https://www.noscommunes.ca



