ANNEX A - STATEMENT OF WORK
1.0 Title: COVID-19 Pandemic Requirement — Informatics Professional Services
2.0 Objective

*** THIS CONTRACT IS BEING PUT IN PLACE BY CANADA AS PART OF ITS RESPONSE TO THE
COVID-19 PANDEMIC ***

The public health threat posed by the COVID-19 pandemic has led all levels of government to take
unprecedented measures to help slow the spread of COVID-19 and thereby minimise serious illness,
death and social disruption resulting from the pandemic. Difficult choices are being made in a context of
considerable uncertainty, as knowledge about COVID-19 and the impact of unprecedented public health
measures evolve rapidly. In March 2020, COVID-19 was declared a pandemic by the World Health
Organization (WHO). As it began to spread across the world, the Government of Canada (GoC) enacted
a number of public health measures, including actions to tighten Canada’s border and reduce
international travel.

The Canada Border Services Agency (CBSA) requires a variety of Information Management
(IM)/Information Technology (IT) professional resource services to support changes to the operational
environment to better respond to the needs of the public, public safety and employee safety given the
threat of Covid19 and its variants. Engendering trust in the health and safety within Canada’s travel
industry, commercial industry and safety at the front lines for Border Services Officers (BSOs) protective
measures in-line with the need to address the risks of Covid, the CBSA needs to react and adapt,
leveraging IT to meet these needs.

These immediate health and safety requirements will leverage information technology tools and
capabilities to provide safe social distancing and touch-less alternative methods for the management of
the border, by protecting Canadians, travelers to Canada and CBSA Officers against potential exposure
to the Covid19 virus and variants.

Work will focus on the following areas:
1. Border Services Officers’ Tools — Protective Measures in-line with Covid-19 environment.

2. Engender trust in the health and safety within Canada’s air industry by implementing alternatives
to move away from airport high touch/zero social distancing/paper methods to airport low
touch/high social distancing/paper-less alternative methods.

3. Increase and enhance remote border and migrant workers reporting opportunities and
capabilities (social distancing) at land border crossings, marine (pleasure boats), train and
private/remote airports.

4. Implement modern risk assessment tools to support and enable predictive analytics to address
the growing volumes of low-value shipments (contact-less delivery).

5. Ensure the safety of all travelers crossing ports of entry with proof of vaccination, digital
credentials and reporting of Covid19 test results to the appropriate health authority.

6. Increase and enhance safety within the commercial industry in reducing risk of Covid
transmission by implementing low touch/no touch methods.

This will include, but will not be limited to work in the following technical areas: mobile applications
development (both iOS and Android), web applications, smart mobile technologies, biometrics, digital



credentials, CBSA public cloud (services Amazon Web Services (AWS), Azure, etc), infrastructure and
operations), predictive analytics, geolocation (remote border), Application Programming Interface (API)
development, cyber security, near field communication, optical character recognition, document reading,
electronic data manifest ingestion, architecture (mobile, security, cloud), digitization of paper forms (and
process), user experience, design sessions, user-analytics, accessibility requirements, hands-free
capabilities/technologies integration, systems integration, federation, integrated control systems, sensor
technology, experimentation framework, smart orchestration, Border Services Officers Risk Assessment
augmentation technology, artificial intelligence and machine learning.

3.0 Background

CBSA is responsible for providing integrated services supporting national security and public safety
priorities while facilitating the free flow of people and goods. CBSA manages this priority through its
design, development, implementation and ongoing support of IM/IT tools and systems at the Agency,
while maintaining the integrity and availability of all technology infrastructures and applications.

Information, Science and Technology Branch (ISTB) provides technology leadership of operational IT
applications/programs and corporate business applications at CBSA. ISTB provides delivery of
technology products, applications and services to meet business needs while investing in modern IT
infrastructure to maintain, build on and innovate current and future IM/IT Agency initiatives.

The Border Technologies Innovation Directorate (BTID) is responsible for the prototyping, development,
and deployment of innovative and transformative initiatives while overseeing Enterprise Architecture for
ISTB. These initiatives include, but are not limited to, critical systems and applications that serve as
common components for internal and external stakeholders. As well, BTID is accountable for the design,
development and delivery of enterprise and corporate IT/IM solutions in support of CBSA’s mandate.

The BTID is responsible for the design, development, planning and analysis, maintenance and
implementation/roll out of IM/IT innovation enterprise programs across CBSA. BTID is the National
Centre of Expertise (NCOE) for all innovation IT development projects. BTID is accountable for the
coordination, technical lead on and delivery of the IM/IT critical innovation projects.

As a result of the COVID 19 pandemic, CBSA is looking to engage IT Professional Services to help them
to develop critical solutions in the areas pertaining to our national ArriveCan application, Artificial
Intelligence (Al) driven tools for CBSA’s frontline officers (BSO’s), remote Border crossing capabilities,
touchless services (leveraging biometrics) across our traveler, commercial & Enforcement & Intelligence
operational and program business lines, cloud and e-commerce solutions to facilitate an increased
amount of shipments crossing the border due to COVID. All solutions are put in place to increase safety
and security to all Canadians during this pandemic and onward.

4.0 Scope of the Work

The intent of these solutions is to provide safe, digital, data driven and secure alternatives for CBSA to
continue to conduct their business and fulfil their mandates during the COVID pandemic and onward.
These solutions will primarily reduce exposure to potential risks for Canadians, travelers and front line
Border Services Officers when travelers and shipments are entering Canada from abroad.

The Contractor must provide IM/IT professional services on an as and when required basis in the
National Capital Region (NCR) (to be outlined in Task Authorizations sent for the Work) and in
accordance with best practices. Projects may be in any of the following stages: scoping and approval,
experimentation, prototyping, minimal viable product, piloting, operationalization, transition to IT OPS,
identification, in the midst of work, or delivery. CBSA requires the following IT Professional Services:

Workstream 1 — Application and Data Services




() RESOURCE CATEGORY Level of

Expertise
A1 Application/Software Architect Level 3
1.5 IM Architect — Cloud Level 3
1.10 Technical Architect Level 3
1.5 IM Architect — Data/ Al Level 3
1.10 Technical Architect - Mobile Level 3
A.16 | Web Multi Media Content Consultant Level 3
A.6 Programmer / Software Developer (i0S/ Android) Level 3
A.14 | Web Developer Level 3
P.11 | Quality Assurance Specialist / Analyst Level 3

The Work will involve, but will not be limited to, the ability of industry to provide such IT Services as
outlined below:

a. Business Architecture: A description of the structure and interaction between the business
strategy, Organizational Design, Functions and/or Services Capabilities, related business,
value streams, value chains, Processes producing product deliverables and information
records of Business values, achieving results and information needs in compliance with the
Record Keeping Directive and other information management policies and best practices.
Business Architects often work with Service Architects, Business Analysts and Business
Process modelers.

b. Information & Data Architecture: The structure of an organization’s logical and physical
data assets and data management resources. The data architect defines the collection,
storage and movement of data (data models and data flow), normalize data where applicable
or efficient across an organization. The Information Architect, Data scientist, extract meaning
from data or information and make recommendations as to how to optimize their value.

c. Applications Architecture: A description of the structure and interaction of the applications
as groups of capabilities that provide key business functions, services related processes.
They can be involved in management of the data assets inclusive of Critical Services,
Business Impact Assessments, Business Continuity Plan, Disaster Recovery Plans.
Application Architects are well versed into the modern ways to build software as Services,
ERPs approaches, and make recommendations as to how they should be built whether the
application is a Commercially Of the Shelf (CoTS) solution or a development effort.

d. Technology Architecture: Are responsible for designing the high level structure of new
technology Solutions, including emerging and potentially disruptive technologies that
Solution teams may use. The description of the structure and interaction of the platform
services, and logical and physical technology components often include related risks and
potential roadblocks. This includes IT infrastructure, middleware, networks, communications,
end user devices, service and systems management, hybrid cloud services, processing and
related standards.

e. Solution Architecture: Is the practice of defining and describing an architecture of a system
delivered in the context of a specific solution and as such it may encompass description of an entire
system or only specific parts. The production of complete sets of Enterprise Solution Architecture
documents for specific solutions may include making recommendations guiding the reuse of existing
solutions, the refactoring of application code, the acquisition of solution from Industry (CoTS) or the
building of solutions when none exist bringing together elements and components from the
aforementioned Architectural dimensions.



5.0 Tasks

The Contractor must provide support for IM/IT professional services on an as and when required basis.
Each validly issued Task Authorization will outline the type of resource(s), the work and tasks to be
completed and the location of the Work, whether in the NCR or remotely.

Tasks include, but are not limited to the following:

Workstream 1: Application and Data Services

A.1 — Application/Software Architect — Level 3

Responsibilities could include but are not limited to

e Develop technical architectures, frameworks and strategies, either for an organization or for a

major application area, to meet the business and application requirements

Identify the policies and requirements that drive out a particular solution

Analyze and evaluate alternative technology solutions to meet business problems

Ensures the integration of all aspects of technology solutions

Monitor industry trends to ensure that solutions fit with government and industry directions for

technology

Analyze functional requirements to identify information, procedures and decision flows

e Evaluate existing procedures and methods, identify and document database content, structure,
and application sub-systems, and develop data dictionary

e Define and document interfaces of manual to automated operations within application sub-
systems, to external systems and between new and existing systems

o Define input/output sources, including detailed plan for technical design phase, and obtain
approval of the system proposal

e |dentify and document system specific standards relating to programming, documentation and
testing, covering program libraries, data dictionaries, naming conventions, etc.

The Application/Software Architect will be responsible for, but not limited to, the following tasks:

» Develop technical architectures, frameworks and strategies, for adoption and investments either for
an organization or for a major application area, to meet the business and application requirements

» ldentify the policies and requirements that drive out a particular solution

* Analyze and evaluate alternative and emerging technology solutions towards digital innovation of
both business and technical areas and related integration to solve business problems

« Ensure the integration of all aspects of technology solutions

* Provide expertise in Cloud advisory and architecture services aligned with CBSA and TBS guiding
principles.

» Provide advice, and progressive awareness towards the GC Architecture standards and assist in
building related communities of practices.

*  Monitor industry trends to ensure that solutions fit with government and industry directions for
technology

* Analyze functional requirements to identify information, procedures and decision flows

+ Evaluate existing procedures and methods, identify and document database content, structure, and
application sub-systems, and develop data dictionary

« Define and document interfaces of manual to automated operations within application sub-systems,
to external systems and between new and existing systems.

+ conceptualize, plan and conduct research and analysis on new and existing application systems

+ develop conceptual, logical and physical architectures

+ develop solutions for complex IT projects involving technological components that include business
requirements and systems development



« design functionality on IM/IT projects

« provide guidance to the development team during implementation of the design

+ analyze and evaluate alternative technology solutions for applicaton and software development to
meet business requirements (or solve business problems)

* monitor industry trends to ensure that solutions fit with government and industry directions for
technology

» develop solutions with an operational data store and/or a data warehouse

+ evaluate EC’s existing procedures and methods for application/softwware development, identify
and document database content, structure and application subsystems and develop data
dictionaries

» define input/output sources, including detailed plan for technical design phase and obtain approval
of the Technical Authority of the system proposal

* Upon request, perform other related tasks of solution architects as may be assigned by the
Technical Authority or delegate.

.5 - IM ARCHITECT - CLOUD - Level 3

Responsibilities could include but are not limited to

e Analyse existing capabilities and requirements, develop redesigned frameworks and recommend
areas for improved capability and integration. Develop and document detailed statements of
requirements

e Evaluate existing procedures and methods, identify and document database content, structure,
and application subsystems, and develop data dictionary

e Define and document interfaces of manual to automated operations within application
subsystems, to external systems, and between new and existing systems

e Prototype potential solutions, provide tradeoff information and suggest recommended courses of
action

e Perform information modelling in support of BPR implementation

e Perform cost/benefit analysis of implementing new processes and solutions

e Provide advice in developing and integrating process and information models between business
processes to eliminate information and process redundancies.

e Provide advice in defining new requirements and opportunities for applying efficient and effective
solutions; identify and provide preliminary costs of potential options.

The IM Architect (Cloud) will be responsible for, but not limited to, the following tasks:

+ Cloud applications, services, and data base architecture options within AWS and MS Azure,

* Implement near-real-time SQL data flows for Data Warehousing, Cloud-to-Cloud data flows, Data
Mining, Business Intelligence, analytics, and reporting.

+ OLAP, SSAS / Data Cube storage and retrieval techniques to optimize retrieval and analysis of
data spread across multiple SQL databases / disparate tables and files. There is a need to retrieve
data based on dynamic criteria such as time-periods, geographic locations, and other parameters.

+ Big Data Analytics algorithms, analysis, and languages/ecosystems for scalable implementation;
including migrating existing Matlab analyses to cloud computing scalable languages and
ecosystems. For example, R and Python on Spark for scalable multi-threaded computing.

* MS Azure cloud applications, services, data base options, implementing near-real-time data flows,
analytics and visualization / reporting.

+ SQL data base development in multiple environments, design for a stable, reliable, high
performance environment, and troubleshooting / optimizing legacy cloud data flows.

.5 — IM Architect - Data/ Al — Level 3

Responsibilities could include but are not limited to



e Analyse existing capabilities and requirements, develop redesigned frameworks and recommend
areas for improved capability and integration. Develop and document detailed statements of
requirements

e Evaluate existing procedures and methods, identify and document database content, structure,
and application subsystems, and develop data dictionary

e Define and document interfaces of manual to automated operations within application
subsystems, to external systems, and between new and existing systems

e Prototype potential solutions, provide tradeoff information and suggest recommended courses of
action

e Perform information modelling in support of BPR implementation

e Perform cost/benefit analysis of implementing new processes and solutions

e Provide advice in developing and integrating process and information models between business
processes to eliminate information and process redundancies.

e Provide advice in defining new requirements and opportunities for applying efficient and effective
solutions; identify and provide preliminary costs of potential options.

The IM Architect (Data) will be responsible for, but not limited to, the following tasks:

» |dentify the policies and requirements that drive out a particular solution

* Analyze current Information and Data architectures and plan and produce target states.

* Analyze and evaluate alternative technology solutions to meet business problems

« Ensure the integration of all aspects of technology solutions

*  Monitor industry trends to ensure that solutions fit with government and industry directions for
technology

* Analyze functional requirements to identify information and data, procedures and decision flows

» Evaluate existing procedures and methods, identify and document database content, structure, and
application sub-systems, and develop data dictionary

» Define and document interfaces of manual to automated operations within application sub-systems,
to external systems and between new and existing systems, including data models, data flows and
normalization and standardization procedures, controlled vocabularies and dictionaries.

« Define input/output sources, including detailed plan for technical design phase, and obtain approval
of the system proposal

+ ldentify and document system specific standards relating to programming, documentation and
testing, covering program libraries, data dictionaries, naming conventions, etc

« Experience using ERWin, Sprax Architect and data modelling notations such as IDEF producing
solution specific and Enterprise level Data Models (EDM), Data Flows and applicability for
Interoperability purposes — Enterprise Service Bus (ESB), Application Programming Interfaces
(APIs), potential standard messaging between business applications and related system software.

*  Produce documentation specifying the resulting design and recommendations of the analysis

+ define and assess client information and data requirements

* Implement the information and data architecture, flows and models, dictionaries, controled
vocabularies across CBSA. Produce Subject Area models, Information & data flows, Entity or
Object diagrams

+ |dentify and evaluate potential options for metadata management

* Develop strategy and framework documents and action plans

+ Make strategic recommendations to senior management (i.e. written strategy documents for the
use of senior management in the Government of Canada environment)

* Present recommendations to senior management

» Facilitate Working Sessions to identify Information and Data requirements, flows, standards

* Analyze, define and document business data requirements and system data requirements

* Analyze, define and document metadata requirements for information systems

» Develop technical documents for enterprise information architecture for review and acceptance by
senior management

.10 - Technical Architect - Level 3



Responsibilities could include but are not limited to

e Develop technical architectures, frameworks and strategies, either for an organization or for a

major application area, to meet the business and application requirements

Identify policies and requirements that drive out a particular solution

Analyze and evaluate alternative technology solutions to meet business problems

Ensure the integration of all aspects of technology solutions

Evaluate hardware and software relative to their ability to support specified requirements and, by

determining potential and actual bottlenecks, and improve system performance through

recommended hardware changes

e Review computer software systems and data requirements as well as communication and
response needs and determine operating systems and languages needed to support them

The Technical Architect will be responsible for, but not limited to, the following tasks:

» Develop technical architectures, frameworks and strategies, either for an organization or for
a major application area, to meet the business and application requirements.

« |dentify policies and requirements that drive out a particular solution.

* Analyze and evaluate alternative technology solutions to meet business problems.

« Ensure the integration of all aspects of technology solutions.

« Evaluate hardware and software relative to their ability to support specified requirements
and, by determining potential and actual bottlenecks, and improve system performance
through recommended hardware changes.

* Review computer software systems and data requirements as well as communication and
response needs and determine operating systems and languages needed to support them

+ Make recommendations as to the use and placement in an architectural and physical/design
sense of newer main stream technologies to replace current legacy and obsolete
technology components and approaches, potential use of emergent or potentially disruptive
technologies such as Artificial Intelligence, Machine Learning or Blockchain. Use cases for
example.

1.10 - Technical Architect (Mobile) — Level 3

Responsibilities could include but are not limited to

e Develop technical architectures, frameworks and strategies, either for an organization or for a

major application area, to meet the business and application requirements

Identify policies and requirements that drive out a particular solution

Analyze and evaluate alternative technology solutions to meet business problems

Ensure the integration of all aspects of technology solutions

Evaluate hardware and software relative to their ability to support specified requirements and, by

determining potential and actual bottlenecks, and improve system performance through

recommended hardware changes

e Review computer software systems and data requirements as well as communication and
response needs and determine operating systems and languages needed to support them

The Technical Architect (Mobile) will be responsible for, but not limited to, the following tasks:

» Develop Mobile technical architectures, frameworks and strategies, either for an
organization or for a major application area, to meet the business and application
requirements.

» |dentify the policies and requirements that drive out a particular solution.

* Analyze and evaluate alternative technology solutions to meet business problems.



« Ensure the integration of all aspects of technology solutions.

*  Monitor industry trends to ensure that solutions fit with government and industry directions for
technology.

*  Provide information, direction and support for emerging technologies.

» Perform impact analysis of technology changes.

*  Provide support to applications and/or technical support teams in the proper
application of existing infrastructure.

* Review application and program design or technical infrastructure design to ensure
adherence to standards and to recommend performance improvements.

« Evaluate capacity planning, backup and restoration procedures for storage capabilities;

+ Assistin the development of data disaster recovery plans, as they relate to storage
capabilities and continuity;

« Ensure the integration of all aspects of technology solutions;

«  Monitor industry trends to ensure that solutions fit with government and industry directions
for technology;

*  Providing information, direction and support for emerging technologies;

+ Performing impact analysis of technology changes;

* Reviewing application and program design or technical infrastructure design to ensure
adherence to standards and to recommend performance improvements;

* Oversee policies and procedures to ensure consistent and seamless storage continuity and
capabilities; and,

+  Other tasks associated with Mobile management, as required.

A.6—- Programmer / Software Developer (iOS/Android) - Level 3

Responsibilities could include but are not limited to

e Develop and prepare diagrammatic plans for solution of business, scientific and technical
problems by means of computer systems of significant size and complexity

e Analyze the problems outlined by the systems analysts/designers in terms of such factors as style
and extent of information to be transferred to and from storage units, variety of items to be
processed, extent of sorting, and format of final printed results

e Select and incorporate available software programs

e Design detailed programs, flow charts, and diagrams indicating mathematical computation and
sequence of machine operations necessary to copy and process data and print the results

e Translate detailed flow charts into coded machine instructions and confer with technical
personnel in planning programs

e Verify accuracy and completeness of programs by preparing sample data, and testing them by
means of system acceptance test runs made by operating personnel

e Correct program errors by revising instructions or altering the sequence of operations

e Testinstructions, and assemble specifications, flow charts, diagrams, layouts, programming and
operating instructions to document applications for later modification or reference

The Programmer / Software Developer will be responsible for, but not limited to, the following tasks:

» Develop technical architectures, frameworks and strategies, either for an organization or for
a major application area, to meet the business and application requirements.

» Develop and prepare diagrammatic plans for solution of business, scientific and technical problems
by means of computer systems of significant size and complexity

« Analyze the problems outlined by the systems analysts/designers in terms of such factors as style
and extent of information to be transferred to and from storage units, variety of items to be processed,
extent of sorting, and format of final printed results

« Select and incorporate available software programs

« Design detailed programs, flow charts, and diagrams indicating mathematical computation and
sequence of machine operations necessary to copy and process data and print the results



Translate detailed flow charts into coded machine instructions and confer with technical personnel in
planning programs

Verify accuracy and completeness of programs by preparing sample data, and testing them by means
of system acceptance test runs made by operating personnel

Correct program errors by revising instructions or altering the sequence of operations

Test instructions, and assemble specifications, flow charts, diagrams, layouts, programming and
operating instructions to document applications for later modification or reference

Design or extend the design of mobile applications taking into considerations iOS and Android
accessibility platform guidelines in order to correct current accessibility deficiencies and to deliver
new business functionality

Ensure that the mobile applications are adhering to WCAG 2.0 guidelines where applicable

Develop and upgrade iOS and Android applications based on iOS and Android accessibility platform
frameworks, methodologies and API's

Unit test mobile applications to ensure that applications are compliant with platform accessibility
guidelines

A.14 — Web Developer - Level 3

Responsibilities could include but are not limited to

e Develop technical architectures, frameworks and strategies, either for an organization or for a

major application area, to meet the business and application requirements

Identify policies and requirements that drive out a particular solution

Analyze and evaluate alternative technology solutions to meet business problems

Ensure the integration of all aspects of technology solutions

Evaluate hardware and software relative to their ability to support specified requirements and, by

determining potential and actual bottlenecks, and improve system performance through

recommended hardware changes

e Review computer software systems and data requirements as well as communication and
response needs and determine operating systems and languages needed to support them

The Web Developer will be responsible for, but not limited to, the following tasks:

Develop and prepare diagrammatic plans for web based service delivery over the internet

Analyze the problems outlined by systems analysts/designers in terms of such factors as style and
extent of information to be transferred across the internet

Select and use the best available web development tools for linking the internet based client to the
departmental “back end” information delivery programs and databases

Design high-usability web pages to meet the requirement

Verify accuracy and completeness of programs by preparing sample data, and testing them by means
of system acceptance test runs made by operating personnel

Correct program errors by revising instructions or altering the sequence of operations

Test instructions, and assemble specifications, flow charts, diagrams, layouts, programming and
operating instructions to document applications for later modification or reference

Design or extend the design of web application taking into considerations WCAG 2.1 accessibility
guidelines in order to correct current accessibility deficiencies and to deliver new business
functionality

Develop and/or extend web application meet or exceed WCAG 2.1 AAA web standards

Unit test web applications to ensure that applications are compliant with WCAG 2.1 accessibility
guidelines

A.16 — Web Multi Media Content Consultant - Level 3

Responsibilities could include but are not limited to



Create web pages including multi-media design

Develop and implement usability tests, analyse results and modify design accordingly

Develop flowcharts (web site flow maps) depicting navigation and basic content

Develop line drawings or block diagrams illustrating the priority of information, links, navigation
and space requirements

Develop content diagrams showing the interactive connection between web pages

e Develop interactive prototypes showing basic form and functionality used for both usability testing
and presentations

The Web Content Multi Media Consultant will be responsible for, but not limited to, the following tasks:

» Create web pages including multi-media design

+ Develop and implement usability tests, analyse results and modify design accordingly

» Develop flowcharts (web site flow maps) depicting navigation and basic content

« Develop line drawings or block diagrams illustrating the priority of information, links, navigation and
space requirements

* Develop content diagrams showing the interactive connection between web pages

»  Develop interactive prototypes showing basic form and functionality used for both usability testing and
presentations

P.11 —Quality Assurance Specialist / Analyst - Level 3
Responsibilities could include but are not limited to:

e Lead development of test plans, test scripts and test data

e Participate in functional and technical design reviews, perform integration/functional and system
testing, and verify test results

e |dentify and document software defects

o Participate with other project resources to resolve defects

e Perform regression testing of software applications

The Quality Assurance Specialist / Analyst will be responsible for, but not limited to, the following tasks:

* Create web pages including multi-media design

* Lead development of test plans, automated test scripts and test data

« Participate in functional and technical design reviews, perform integration/functional and system
testing, and verify test results

« Identify and document software defects

« Participate with other project resources to resolve defects

« Perform regression testing of software applications

6.0 Deliverables

The Contractor must provide the following deliverables in accordance with validly issued Task
Authorizations which include, but are not limited to:

“Touchless border” target models

Rapid diagnostic and scope/landscape summaries

High-level data integration target operating models

Industry leading practice frameworks and adoption approach roadmaps

Application Programming Interface(s) (API) strategy to deliver connectivity for ArriveCAN
Detailed operational work plans and playbooks

Written and verbal advice;



Issues papers/Briefing Notes;

Presentation decks and materials;

Meeting facilitation and reports (e.g. Monthly Progress Reports);

Management Action Plans;

Work plans for specific initiatives;

Business Cases;

Business Planning, including risk planning and risk analysis, Risk Management Plans, and
Statement of Requirements;

Tracking against plans — including level of effort and resource estimation as part of IM/IT
business planning;

Trend Analyses;

Fit/Gap Analyses;

Guides, manuals, reports to be disseminated to various stakeholders as required;

Meeting agendas, schedules and minutes;

Synthesis report of facilitated meetings;

Activity reports;

Project Management Plans and project documentation such as Project Schedules, Lessons
Learned, Progress Reports, Deficiency Reports, Project Forecasts, Road Maps; and Post Project
Review Reports; and

e Conversation notes, design documentation, change management documentation, site inspection
reports and other Work requested under the Task Authorization.

The level of support versus management services provided by the Contractor’s resources for items listed
above will vary depending on the needs of the Work.

Deliverables to be submitted in hard and soft copies in the appropriate software formats (e.g. MS Project
or MS Office Suite applications as identified by the Technical Authority. All electronic deliverables must
comply with departmental software standards, currently MS Office Suite latest version. Where required,

the project management team will provide the Contractor with the required forms and templates to meet
these standards.

7.0 Client Support

The Client will provide all documentation and information necessary for the Work.

8.0 Work Location

Work locations may vary across the NCR depending on the requirement. The Contractor’s resources
may be required to work onsite at CBSA site offices or project site locations in the NCR or remotely due to
the COVID-19 Pandemic, depending on the Task Authorization issued.

CBSA will provide, in accordance with CBSA security requirements, and only to the specified resource
personnel, access to identified databases or applications resident on CBSA computers or networks for
the sole purpose of executing tasks associated with this Contract. CBSA, at its sole discretion, will
identify the nature and characteristics of such access.

CBSA will provide, in accordance with CBSA security requirements, specified consultants with CBSA
issued laptops. All CBSA information and assets must remain resident within Canada.

9.0 Travel
There are no travel and living related expenses associated with this Contract.

10.0 Language of Work



The Work will be performed in English.
11.0 Accessibility

The Government of Canada strives to ensure that the goods and services it procures are inclusive by
design and accessible by default, in accordance with the Accessible Canada Act, its associated
regulations and standards, and Treasury Board Contracting Policy.

The Work will include development, architecture and integration of CBSA applications including the
ArriveCan web and mobile applications to ensure the removal of barriers and provide ease of access in
compliance with Bill C-65.

In accordance with Bill C-65 - Accessibility Plans — Regulations Under This Act

Link:

https://lop.parl.ca/sites/PublicWebsite/default/en_ CA/ResearchPublications/LegislativeSummaries/421C6
5E#:~:text=Bill%20C%E2%80%9165%2C%20An%20Act%20t0%20amend%20the%20Canada,Hajdu%?2
C%20Minister%200f%20Employment%2C%20Workforce%20Development%20and%20Labour.

Initial accessibility plan

. 65 (1) A regulated entity referred to in subsection 60(1) must, before the expiry of one year after
the day fixed or determined by regulations made under subsection 117(1) that apply to that regulated
entity, prepare and publish, in accordance with this Act and regulations made under subsection 117(1),
an accessibility plan respecting

(a) its policies, programs, practices and services in relation to the identification and removal of barriers,
and the prevention of new barriers, in

(i) the areas referred to in paragraphs 5(a) and (g),

(i) the built environment, other than passenger aircraft, passenger trains, passenger buses,
passenger vessels, aerodrome passenger terminals, railway passenger stations, bus passenger
stations or marine passenger terminals, and

(iii) the area referred to in paragraph 5(c.1) as it relates to the areas referred to in paragraphs 5(a)
and (g) and to the built environment referred to in subparagraph (ii); and

(b) the provisions of regulations made under subsection 117(1) that apply to it.



APPENDIX A TO ANNEX A
TASKING ASSESSMENT PROCEDURE

Where a requirement for a specific task is identified, a draft Task Authorization Form (TA Form)
as attached at Appendix B to Annex A will be provided to the Contractor in accordance with the
allocation methodology stated in the Contract Article titled "Allocation of Task Authorizations".
Once a draft TA Form is received, the Contractor must submit to the Technical Authority a
quotation of rates to supply the requested Resource Categories based on the information
identified in the TA Form, as well as its corresponding proposed resource(s). The quotation must
be signed and submitted to Canada within the time for response identified in the TA Form. The
Contractor will be given a minimum of 2 working days (or any longer time period specified in the
draft TA) turnaround time to submit a quotation.

With each quotation the Contractor must propose the required number of resources and for each
proposed resource the Contractor must supply a résumé, the requested security clearance
information and must complete the Response Tables at Appendix C of Annex A applicable to the
Resource Categories identified in the draft TA. The same individual must not be proposed for
more than one Resource Category. The résumés must demonstrate that each proposed
individual meets the qualification requirements described (including any educational
requirements, work experience requirements, and professional designation or membership
requirements). With respect to the proposed resources:

(i Proposed resources may be employees of the Contractor or employees of a
subcontractor, or these individuals may be independent contractors to whom the
Contractor would subcontract a portion of the Work. (Refer to Appendix D to Annex A,
Certifications).

(ii) For educational requirements for a particular degree, designation or certificate, Canada
will only consider educational programmes that were successfully completed by the
resource before the date the draft TA was first issued to the Contractor.

(iii) For requirements relating to professional designation or membership, the resource must
have the required designation or membership by the time of draft TA issuance and must
continue, where applicable, to be a member in good standing of the profession or
membership throughout the assessment period and Contract Period. Where the
designation or membership must be demonstrated through a certification, diploma or
degree, such document must be current, valid and issued by the entity specified in this
Contract or if the entity is not specified, the issuer must have been an accredited or
otherwise recognized body, institution or entity at the time the document was issued.

(iv) For work experience, Canada will not consider experience gained as part of an
educational programme, except for experience gained through a formal co-operative
programme at a post-secondary institution.

(v) For any requirements that specify a particular time period (e.g., 2 years) of work
experience, Canada will disregard any information about experience if the résumé does
not include the relevant dates (month and year) for the experience claimed (i.e., the start
date and end date). Canada will evaluate only the duration that the resource actually
worked on a project or projects (from his or her start date to end date), instead of the
overall start and end date of a project or a combination of projects in which a resource
has participated.

(vi) A résumé must not simply indicate the title of the individual's position, but must
demonstrate that the resource has the required work experience by explaining the
responsibilities and work performed by the individual while in that position. Only listing
experience without providing any supporting data to describe responsibilities, duties and
relevance to the requirement, or reusing the same wording as the TA Form, will not be
considered "demonstrated" for the purposes of the assessment. The Contractor should
provide complete details as to where, when, month and year, and how, through which



activities/responsibilities, the stated qualifications / experience were obtained. In
situations in which a proposed resource worked at the same time on more than one
project, the duration of any overlapping time period will be counted only once toward any
requirements that relate to the individual's length of experience.

The qualifications and experience of the proposed resources will be assessed against the
requirements set out in Appendix C to Annex A to determine each proposed resource's
compliance with the mandatory and rated criteria. Canada may request proof of successful
completion of formal training, as well as reference information. Canada may conduct reference
checks to verify the accuracy of the information provided. If reference checks are done, they will
be conducted in writing by e-mail (unless the contact at the reference is only available by
telephone). Canada will not assess any points or consider a mandatory criterion met unless the
response is received within 5 working days. On the third working day after sending out the e-
mails, if Canada has not received a response, Canada will notify the Contractor by e-mail, to
allow the Contractor to contact its reference directly to ensure that it responds to Canada within 5
working days. Wherever information provided by a reference differs from the information supplied
by the Contractor, the information supplied by the reference will be the information assessed.
Points will not be allocated or a mandatory criteria considered as met if the reference customer is
not a customer of the Contractor itself (for example, the customer cannot be the customer of an
affiliate of the Contractor). Nor will points be allocated or a mandatory criteria considered as met if
the customer is itself an affiliate or other entity that does not deal at arm's length with the
Contractor Crown references will be accepted.

During the assessment of the resources proposed, should the references for two or more
resources required under that TA either be unavailable or fail to substantiate the required
qualifications of the proposed resources to perform the required services, the Contractor’s
quotation may be found to be non-responsive.

Only quotations that meet all of the mandatory criteria will be considered for assessment of the
point rated criteria. Each resource proposed must attain the required minimum score for the point
rated criteria for the applicable Resource Category. If the minimum score for any proposed
resource is less than what is required, the Contractor's quotation will be found to be non-
responsive.

Once the quotation has been accepted by the Technical Authority, the TA Form will be signed by

Canada and provided to the Contractor for signature. The TA Form must be appropriately signed

by Canada prior to commencement of any work. The Contractor must not commence work until a
validly issued TA Form (the Task Authorization) has been received, and any work performed in its
absence is done at the Contractor's own risk.



APPENDIX B TO ANNEX A
TASK AUTHORIZATION FORM

TASK AUTHORIZATION (TA) FORM

Contractor:

Contract No.

Task Authorization No.: (Amendment #):

Date:

Financial coding:

Commitment #:

1. STATEMENT OF WORK (WORK ACTIVITIES, CERTIFICATIONS AND DELIVERABLES)

BACKGROUND

TASKS

DELIVERABLES

RESOURCE ESSENTIAL TECHNOLOGY REQUIREMENT(S)

( ) (To be identified in TA)
( ) (To be identified in TA)
( ) (To be identified in TA)
( ) (To be identified in TA)
( ) (To be identified in TA)

Technical Authority:

Email:

The Technical Authority is the CBSA Representative (or delegated representative) responsible for the
management of this TA. Any changes to the TA must be authorized in writing by the Technical Authority
and the Contracting Authority when applicable. The Contractor is not to perform work in excess of or
outside the scope of this TA based on verbal or written requests or instructions from any government

personnel other than the aforementioned officer.

PLEASE SEND INVOICES TO:

The Technical\Authority:

Email:

The Technical Authority (or delegated representative) is responsible for all matters concerning the technical
content of the Work under this TA. Any proposed changes to the scope of the Work are to be discussed with
the Technical Authority, but any resulting change is only effective and enforceable if a written TA
amendment is issued by the Technical Authority or the PWGSC Contracting Authority.

2. PERIOD OF
SERVICES:

FrROM (DATE):

To (DATE):

3. WORK LOCATION:




4. TRAVEL
REQUIREMENTS:

5. LANGUAGE
REQUIREMENTS:

6. LEVEL OF SECURITY
CLEARANCE
REQUIRED

7. COST

CATEGORY

NAME OF RESOURCE PER DIEM ESTIMATED #
RATE OF DAYS

TOTAL COST

ESTIMATED COST

APPLICABLE TAX

Sub Total

TOTAL TRAVEL & LIVING COST
(INCLUDING APPLICABLE TAX)

FIRM PRICE OR MAXIMUM TA PRICE

8 SIGNATURES

Technical Authority: Signature: Date:
On File

Contracting Authority: Signature: Date:

Check Either Option

_ The Contractor hereby accepts this task authorization

__ The Contractor does not accept this task authorization

Name of Contractor authorized to Title of Contractor authorized to sign (type | Date:

sign (type or print):

or print):

Signature:




APPENDIX C TO ANNEX A
RESOURCES ASSESSMENT CRITERIA AND RESPONSE TABLE

To facilitate resource assessment, Contractors must prepare and submit a response to a draft Task
Authorization using the tables provided in this Annex. When completing the resource grids, the specific
information which demonstrates the requested criteria and reference to the page number of the résumé
should be incorporated so that Canada can verify this information. The tables should not contain all the
project information from the resume. Only the specific answer should be provided.

Note to Bidders: Attachments 4.1 — Mandatory Technical Criteria and 4.2 — Point-Rated Criteria
will be inserted and will form part of the resulting contract.




APPENDIX D TO ANNEX A
CERTIFICATIONS AT THE TA STAGE

The following Certifications are to be used, as applicable. If they apply, they must be signed and
attached to the Contractor's quotation when it is submitted to Canada.

1. CERTIFICATION OF EDUCATION AND EXPERIENCE

The Contractor certifies that all the information provided in the résumés and supporting material

proposed for completing the subject work, particularly the information pertaining to education,
achievements, experience and work history, has been verified by the Contractor to be true and accurate.
Furthermore, the Contractor warrants that every individual proposed by the Contractor for the requirement
is capable of performing the Work described in the Task Authorization.

Print name of authorized individual & sign above Date

2. CERTIFICATION OF AVAILABILITY OF PERSONNEL

The Contractor certifies that, should it be authorized to provide services under this Task Authorization,
the persons proposed in the quotation will be available to commence performance of the work within a
reasonable time from the date of issuance of the valid Task Authorization, or within the time specified in
the TA Form, and will remain available to perform the work in relation to the fulfillment of the requirement.

Print name of authorized individual & sign above Date

3. CERTIFICATION OF STATUS OF PERSONNEL

If the Contractor has proposed any individual who is not an employee of the Contractor, the Contractor
certifies that it has permission from that individual to propose his/her services in relation to the Work to be
performed under this TA and to submit his/her résumé to Canada. At any time during the Contract Period
the Contractor must, upon request from the Contracting Authority, provide the written confirmation, signed
by the individual, of the permission that was given to the Contractor of his/her availability. Failure to
comply with the request may result in a default under the Contract in accordance with the General
Conditions.

Print name of authorized individual & sign above Date

4, CERTIFICATION OF LANGUAGE - English
The Contractor certifies that the proposed resource(s) in response to this draft Task Authorization is/are

fluent in English. The individual(s) proposed must be able to communicate orally and in writing in English
without any assistance and with minimal errors.

Print name of authorized individual & sign above Date



ANNEX B - BASIS OF PAYMENT

CONTRACT PERIOD:

Date of Contract Award to three years later

Firm Per Diem Rate

Level of
Resource Category .
Expertise Year 1 Year 2 Year 3
A.1 Application/Software Architect Level 3
.5 IM Architect — Cloud Level 3
1.10 Technical Architect
Level 3
1.5 IM Architect — Data/ Al
Level 3
1.10 Technical Architect - Mobile
Level 3
A.16 Web Multi Media Content Consultant
Level 3
A.6 Programmer / Software Developer Level 3
(i0S/Android) eve
A.14 Web Devel
eb Developer Level 3

P.11  Quality Assurance Specialist / Analyst

Level 3




ANNEX C - SECURITY REQUIREMENTS CHECK LIST
COMMON-PS-SRCL#6

I*. Covernment  Gouvemament Contract Number | Numero du contbrat
' of Canada du Canada 1000360268

SECURITY REQUIREMENTS CHECK LIST (SRCL)
LISTE DE VERIFICATION DES EXIGENCES RELATIVES A LA SECURITE (LVERS

PART A - CONTRACT INFORMATION ! PARTIE A - NFORMATION CONTRACTUELLE

- Origenatting Government Department or Organization / 2 Branch or Directorale / Deeclion générale ou Direcbon
Minisiére cu organisme pouvernemental d origine CHSA ISTB
3. a) Subcontract Mumber / Numéno du confrat de scus-raitance 3. b) Name and Address of Subconiracior / Mom el adresse du sous-iraitanl
[, Brief Description of Werk | Brisve descriplion du iraval
IT Pro Sardoes - Covd 19
8] WAl e supgbot foqure BCEets o Lomoled Goode ! [ Yos
Le fourresseur aura-i-d acoés & des marchandees conlriiees? Faar Oui
hJ'Nuh-muqmmwm“mmrymunumnnmmmdhimlmw Huu D'ru
I.o!l:um.l-m4dm:bdn:mlﬂmmﬂmnmm$lmmhlmdmmw
¥
. Indicate the type of access required / Indiquer le type d accés reques
5] Wl e Bappber Bred 1 SMElcyEEs Moqure Sccess 1o PROTEGTED andior CLAGSIF IED infefmaton of assels P 'ru
Le fourrisseur sins que les employés auroni-ils acoés & des renssignements ou & des bens PROTEGES et'ou CLASSIFIES? Nan Oui
{Specily the level of acoess using the chart in Question 7. c)
[Préciser le nhveou d'acchs on ublisan e tablesu gul se rouve & la guestion 7. ¢}
|5 &) Wil the supplier and its emplcyees (6.0, CEaNErs, MANMENANCE PErsonnel) MequIne 00ess I resincied access areas? NO access o M: Yes
PROTECTED andicr CLASSIFIED mformation o assets i permiled. Baor O
Le fourresseur of ses employes (p. ex. neloyeurs, personnel dentretien) auronl-ils scoes & des zones d acoés resieintes? L acoks
& des ou & des biens PROTEGES etiou CLASSIFIES n'est Autoriss.
slorage
S'agit-l d'un confral de messagene ou de vramon commerciale sans entreposage de nut? . Man D&l
. &) inchcate the of niorraten thal the el b red io Bccoms | e [ dinfarmalion o lourmeEseur deva Ivor Boobs
Canada |ﬂ | MATO [ OTAN | Foreign | Etranger [:I
7_b) Relmase resincbons | Resticbons relabves 8 1 dffusion
Mo release restrichons Al NATO countries Mo releass restrictions
Aucune restiction relalive Tous les pays de NOTAN Aucune resincion rolative
& la deffuson a la diffusion
Nod relpasatie D
A ne pas difuser
Restricted to: / Limas & : D Restricted ta: / Limité & : I I Restricted toc / Limilé & : u
Specify country(ies): | Préciser les) pays : Specify countryfies): / Précser le(s) pays Specify countryfies): | Préciser le(s) pays :
7_c) Level of niorratan | Hiveay dnfarmation
HATO UNCLASSIFIED D PROTECTED A D
HATO NON CLASSIFIE PROTEGE A
HATO RESTRICTED PROTECTED B D
HATO DIFFUSION RESTREINTE PROTEGE B
HATO CONFIDENTIAL D PROTECTED C D
HATO CONFIDENTIEL PROTEGE C
CONFIDENTIEL
COSMIC TRES SECRET SECRET
TRES SECRET
TOP SECRET [SIGINT)
TRES SECRET (SIGINT)




Gorernment  Gouvernameent Contract Number | Numéro du contrat
.* af Canada du Canada 1000360966

Secunty Cassiicaton | Classdication oo securte
UNCLASSFIED

PART A (continued) | PARTIE A (sufe)
B. Willl the supplier requere access o PROTECTED andlor CLASSIFIED COMSEC information or assets?

Le fournisseur sura-1+ aoocés 4 des renssignements ou & des biens CDMSEC désignés PROTEGES stiou CLASSIFIEST
¥ Yes, Mcate the lovel of sersitivity:
Dane [affmative, indiguer le niveau de sensbilibe -

|5 Wil the supplier requare access 1o extremedy sensitve INFOSEC information or assots? Eﬂa Yes

Le lourrisseur sura-1-l acchs & des renssignements ou & des biens INFOSEC de natute exirdmament délcale?

Shaort Tithe(s) of malerial / Tlmn#ml}w maidnel
Nu'rﬁm

P'A.FI!I'IE B - PERSOMNEL (FOURMISSEUR)
lﬂmlﬂﬂ“mﬂfwﬂmﬂ“mﬂmrm

RELIABILITY STATUS CONFIDENTIAL SECRET TOP SECRET

COTE DE FIABILITE CONFIDENTIEL SECRET TRES SECRET

TOP SECRET- SIGINT NATO CONFIDENTIAL NATO SECRET COSMIC TOP SECRET
TRES SECRET - SIGINT NATO CONFIDENTIEL MNATO SECRET COSMIC TRES SECRET
SITE ACCESS

ACCES AUX EMPLACEMENTS

Spocial comments:
Commentarnes spéoaus ©

NOTE: Hmultipke levels of screening are ideriified, a Security Classification Guide must be provided.
REMARCHE : Si plusieurs niveaux de conirdle de séourilé sonl requis, un guide de dassification de la sécurilé doit étne fourni.

0. mmymmmﬂmnmmmdnm? o | Tes
Du personned sans autorsation séouritaire peut-il se voir confier des parties du travail 7 . har O

H Yoz, wil unscreoned personnal be esconed? Na Yen
Dans lafirmate, ke personnel en question sera-14 escorlé? Nan O

FART C - SAFEGUARDS (SUPPLIER) ! PARTIE C - MESURES DE PROTECTION (FOURMNISSEUR)
INFORMATION | ASSETS | RENSEIGNEMENTS | BIENS

11. a) Will the suppler be required 10 recaive and siore PROTECTED andior CLASSIFIED informalion or assets on Bs sibe of
prevrises?

Le fournissewr sera-i-l teruw de recevoir ol d'entreposer sur place des rensesgnements ou des biers PROTEGES etiou
CLASSIFIEST

Le fournissewr sera-til lonu de proléger des renseignements ou des biens COMSECT
PRODUCTION

11. b) Wil the supplier be required 1o safeguard COMSEC nformation or assels? .Nu D‘rﬂ
Nan

11. £} 'Will the prodection {manuiaciure, andior repair andior modification) of PROTECTED andfor CLASSIFIED malerial or equipment [ ] Yies
ocar ot the muoplher's ste of promeses? .NnnD

Les installafions du loumsseur servironi-cles & la production (fabrication eblou eparaiion etiou modiication) de malénel PROTEGE
etiou CLASSIFIE?

INFORMATION TECHNOLOGY (IT) MEDIA | SUPPORT RELATIF A LA TECHNOLOGIE DE L'INFORMATION (TT)

1. &) Wil e supplier be required 1o use i IT sysiems o eleckonically process, produce or siore PROTECTED andior CLASSIRED
inforrmation or dala™

Ha (]
NanD;U
Le fournsseur sera-- enu d utlser ses propres sysiémes informatiques powr trater, produne ou siocker Slecironiguement des.
renssignements ou des donndes PROTEGES etiou CLASSIFIES?

11. &) Will Ehere be an slecironic nk between the supplier's [T sysh and e gon it departmient or agency? ."‘t| D'I'B
Mmimmmmummmmnmmmwnmn:w Nan
e

TBSSECT 350- 103 2004/12) Secunty Cassification | Classfication de séourié
LisaC1 ASCIFIED I'"'n ﬁ"lt'le."l'



COMMON-PS-SRCL#G

I* Covarnmant  Gouvamamant Coniract Number | Numéro du cordral

of Canada du Canada 10003E0%ES
Securty Classficabon / Classficaton de sécurté
UMCLASSIFIED

PART C - [continued)] | PARTIE C - [suile)
o users completing the farm manually use the summany chart beiow 1o ndicaie he calegony(es) and level(s) of saleguarding regured al B supolers

sife{s) or premses.
Les utiisateurs qui remplissont e formulsine manueliement doivent uliliser le abloau récapiulmtil ci-dessous pour indiquer, powr chague catégorie, los

reveaux de saurvegande regus aux nstalabons du fournissear.

For users completing the form online (via the Intermel), the summary chan s sutomatically populated by your responses o previous
Dans e cas des ulilisateurs qui remplkssent be formulaire en ligne (par infemet), les réponses aux guestions précédentes sont smdomatiquement sasies

dans le bisau récapitulatil,
SUMMARY CHART | TABLEALU RECAPITULATIF
Calegory PRLTRL TR CLASSIMED MATD COMSEC
Caligors PROTEGE CLASSIFE
= ] ] FATD | comac FRGRELTED Tor
& |8 |c |oowoome |Sicer | Sscemr | Mstmcren | Cosmenmes | Ssosst Tae PRoTiGE Cowmnrde | SEcesT | Smomet
SCCRET
Cerlnis T, Tl RATDH BATD e & '] e (= Y Parx
Sicest | DFFUSION | CommisenTen This SacnET
FEITRENTE SECRET
[roveunc | Assata
i

[

1Z al s #e descriphion of the work contaned within this SRCL PROTECTED andiar CLASSIFIED?
La description du ravail visé par ks présents LVERS est-clle de nature PROTEGEE etiou CLASSIFIEE?

f Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification”.
Dans Faffirmative, classifier lo présent formulaire en indiguant le niveau de sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaine.

12 b)) Wil e docusmeaniation attsched o the SRCL be PROTECTED andior CLASSIFIED? .Nﬂ 'ru
La documentation associée i la présente LVERS sera-l-elle PROTEGEE etiou CLASSIFIEE?

N Yes, classify this form by annotating the top and bottom in the area entitled “Security Classification™ and indicate with

attachments [e.g. SECRET with Attac
Dans Faffirmative, classifier lo présent formulaire en indiguant le niveau de sécurité dans la case intitulée
« Classification de sécurité » au haut et au bas du formulaire et indiquer qu'il ¥ a des pibces jointes (p. ex. SECRET avec

des pigces jointes).




APPENDIX A TO ANNEX C- SECURITY CLASSIFICATION GUIDE

The related Statement of Work (SOW) defines the professional service required to assist CBSA with
Application and Data Services related tasks. The SOW covers aspects related to the provision of
multiple personnel at any given time for the duration of the Contract.

Various categories of professional services will be required.

Applications and Data Services

Resource Category Level Minimum Security Clearance
A.1 Application/Software Architect 3 Reliability
1.5 IM Architect — Cloud 3 Reliability
1.10 Technical Architect 3 Reliability
[.5 IM Architect — Data/ Al 3 Reliability
| .10 Technical Architect - Mobile 3 Reliability
A.16 Web Multi Media Content Consultant 3 Reliability
A.6 Programmer / Software Developer 3 Reliability
(iOS/ Android)

A.14 Web Developer 3 Reliability
P.11 Quality Assurance Specialist / Analyst 3 Reliability

All resources assigned to this Contract without exception must be cleared at a minimum to the
Reliability Level.




	• Cloud applications, services, and data base architecture options within AWS and MS Azure,
	• Implement near-real-time SQL data flows for Data Warehousing, Cloud-to-Cloud data flows, Data Mining, Business Intelligence, analytics, and reporting.
	• OLAP, SSAS / Data Cube storage and retrieval techniques to optimize retrieval and analysis of data spread across multiple SQL databases / disparate tables and files. There is a need to retrieve data based on dynamic criteria such as time-periods, ge...
	• Big Data Analytics algorithms, analysis, and languages/ecosystems for scalable implementation; including migrating existing Matlab analyses to cloud computing scalable languages and ecosystems. For example, R and Python on Spark for scalable multi-t...
	• MS Azure cloud applications, services, data base options, implementing near-real-time data flows, analytics and visualization / reporting.
	• SQL data base development in multiple environments, design for a stable, reliable, high performance environment, and troubleshooting / optimizing legacy cloud data flows.

