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PROGRAM OPERATIONS
OPERATIONS DU PROGRAMME

40,659

Initial applications

received for the week
Demandes initiales
pour la semaine

777,083

Initial applications received
since launch
Demandes initiales recues
depuis le lancement

JULY 27, 2020, UP TO 11:59 PM
AU JOURDU 27 JUILLET 2020 A 23 H 59

$24.18

billion | milliards

Subsidies paid sincelaunch
Subventions payées
depuis le lancement’

770,448

Initial applications approved
since launch

Demandes initiales approuvées
depuis le lancement

Applications received Applications auto-approved
Demandes regues Demandes auto-approuvées
20,000 780,000 18,000 610,000
18,000 775,000 16,000 605,000
16,000 iy 770,000 1 {44 500 600,000
14,000 umulative 765,000 Cumulative
Cumulatif 760,000 14000 ; 595,000
12,000 853 ! Cumulatif
9,068 ! 755,000 10,000 E55 590,000
10000 7,750 777,083 750,000 &
8 000 6,326 € 659 ; 8,000 608,017 585,000
, : 12
= 555 745,000 6,000 5,212 $15.83B 5,570 580,000
' I 740,000 4,000 . I 575,000
4,000 : :
1554 735,000 1280
2,000 767 = 730,000 2,000 623 : 570,000
o I N N — = ., o I = N = - = =
Tue/Mar Wed/Mer Thufleu FrifVen Sat/Sam Sun/Dim Mon/Lun Tue/Mar Wed/Mer Thufleu Fri/Ven Sat/Sam Sun/Dim Mon/Lun
EEENP] NP P3 EEEEP4 e=@==Cumulative/Cumulatif BN P EEENPD P3 NN P4 e=®== Cumulative/Cumulatif
Number of reason codes requiring manual review Applications in inventory (in progress)
Nombre des code de raison nécessitant un examen manuel Demandes en inventaire (en cours)
1,000 4000 mPp4 T P3 mp2 mPl
900
800 Current total number in inventory
700 3000 Nombre total présentement en
600 2 309 inventaire
500 2,089 2,105 » 88 1,990
. 2000 1,692
300
200
1000
100
373 .367
g =t L - 1l L I . II I' - - Mo data available/ -
Tue/Mar Wed/Mer Thufleu  FrifVen  Sat/Sam Sun/Dim Mon/Lun I l l l I pas de données disponibles I _I BE I
ABSE| CPB| CVE ABSE| CPE| CVE ABSE| CPB| CVE ABSE| CPB| CVEB ABSE| CPB| CVE ABSE| CPB| CVE ABSE| CPB| VB
protected wewman | musesn
Applications approved after manual review Applications rejected after manual review
Demandes approuvées aprés examen manuel Demandes rejetéesaprés examen manuel
Hpa P3 Hp2 HPl 100
EP4 "P3 MP2 HP1
Cumulative 90 .
2,000 Cumulatif 80 Gumbative
69 Cumulatif
162,431 70
1,347 $8.71B12 60 53 5 3,629
1,076 1,048 50
38
875 40 34
30 I
449
20
i 10 4 6 * 6
33 22 001 003 25 0 =1 2.0 -ol 0oo00 o000 O
0l53llllll- BER|| , = i .- = =N
ABSE| CPB| CVE ABSE| CPB | CVE AB3E| (PB| LVE ABSE| CPB| CVE ABSE| CPB| CVE ABSE| CPB| VB ABSB| CPB| CVEB ABSB| CPB| CVE ABSE| CPB| CVE ABSE| CPB| CVE ABSB| CPB| CVE ABSE| CPB| CVEB ABSE| CPB| CVEB ABSE| CPB| CVEB
Tuesday Wednesday Thursday Friday Saturd ay Sunday Muonday Tuesday Wednesday Thursday Frid ay Saturd ay Sunday Mo nday
Reason Code for Validations Fail Legend (manual review required)
protected protected rotected
Rl ik pre focicd protected
protecte
protected - protected == protected
1 protectad )
= protected
protected = °

"Waluesrounded to the nearest $10,000,000/ Lesvaleursamondiesau 10 000000 $ prés

“The dallarvalueisforinitia applicationsonly (doesnhot account for reassessments) / La valeur est pourlesdemandesinitiales ssuelement

{ne comprend pasles redresseement)

000002

FORINTERNAL USE ONLY - DATA FOR EXTERNAL AUDIENCES MUST BEATTESTED TO BY CDO

SEULEMENT A L'INTERNE - LES DONNEES DOIVENT ETRE CONFIRMEES PAR LA DPD AVANT AFFICHAGE AU PUBLIC EXTERNE




PROTECTED B

Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Braliatio n,and Risk working paper
Audit, Bvaluation,and Rsk Branch Draft fo rd scussion, subjectto change

Implementationofthe COVID-19 Canada Emeigency

Wage Subsidy - Suspicious Ac tivity Risks

Introduc tion:

The objective ofthisrsk registeristo proactivelyidentify po tential vulne rabilitee s to
suspicio usactivitiesrelated to the Canada Emergency Wage Subsidy (CEWS) and
assess the curent controlsin place. The investigation o fsuspicio usactivityisno t in-
scope forthisriskregister.

Contmwlshave been divided into thiree phases, application(i.e.controlsinplace
related to the application process), pre-payment review and post-payment review, in
orderto help identify any o ppo rtunitie s fo rimpro vement alo ng the co ntinuity o f the
CEWSlifecycle.

Contrwlsmaybe mapped against multiple risks. Contmwlshave beengivenanlID that
reflects the type ofcontmland a number(ie. Appl indicatesanapplicationcontmol).
Each occurence ofthe contmlwillhave the same ID (see Appendix Bforthe fulllist o f
c o ntro Is).

Thisdocument wasprepared incollabo ratio n with ABSR CVR CPB FAR TIBand the
regionsand isconsidered anevergreen document to be updated in response to
changesinthe program and o perating enviro nment.

Should you know ofanycontrolsthat are notidentified in thisriskre gister, please add
them in trackchanges to give a complete picture of the controlsin place foreach
risk.

Risk Assessment Conte xt

The nskassessment wasconducted between May 29, 2020 and June 16, 2020. The
assessment resultsrepresent a point-in-time assessment o fthe risks.
The risk assessment included input from ABSR CVB CPBand regionalrepresentatives.

Asofdune 24, 2020 — T
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Risk woddng paper
Audit, Bvaluation,and Rsk Branch Draft fo rd scussion, subjectto change
Risk information
: Control
ID Name Statement likelihood | Impact .
Hfectiveness
Double

There isa nisk thatindwiduals

Payments : :
A willre ceive paymentsthmough
received - one Very
1 trom For CERB bo th the CFRBand CEWSand High High Moderate

inte ntionally no tre tum the

and one from
CEWS CERBpayment.

Rey riskdiivers

» Applcationsdon tinteractinrealtine
+» CEWSisallowing backdating to March 15, 2020

EKey potential isk events

» PBothbenefits(CFRBand CEWS being paid to the same individual
» Individuakwillfeelthat theywer miled by GC, leading to animpactto CRAreputation
s Employersand individualswilbe co nfused by the 1equire ments.

Key potentialimpacE

s 'The benefit wil have to be reco vered from the citizen.
» Damage to CRAreputation.

EKey controls

Application

e Appl- Onlybankaccountsestablshedbefore March 1, 2020canbe regisered thiough
Financial Institutions (F) fo rdirect deposit.

o App2-TThere isregularco mmunk a to n with the public aswellasa publcalyaccessble
Frequently Asked Questibnspage focussed on the CEWSthatisupdated ona regularbasds.

e App3-Attestationto be completed bythe busnessowner'autho rized repesenta tive

e Appl9-OnlyRP(paymwIaccountsestablshed priorto March 16th canapply

Dre-Paymeni Re view

» Prel-Onlybankaccountsestablished before March 1, 2020 canbe registered fordiect
deposit through FL

protected

s Pre3-Fiiled validatbnspassthmugha manualreview before releasing payment

» Pre7 - Paymentfiessentto PSPC are held forl dayto allow forfurthe ranalysis.

Post- Pay me nt Review

s Postl-Partnership with GSI'Enhanced Registration Review (GERR), CVBand AGP, where
suspicio usclaims, including where the applicantrequeststo cancelthe claim whentheyare
contacted byCRA, are identified and reviewed.

s Post2-Both CPBand CVBwilconductpost-paymentvalidation where claimantsare
contacted to provide supporting do cumentatin to substantiate theirsubmissions(ie. books
and reconds).

» DPost3-Thereisa repotofallCEWSpaymentsgoing to the same bankaccountthatis
reviewed on a regularbasis.

» Posth-Tlreporting requirements have beenidentified forallempbyesin Canada wher
they will identify those wageseamed durnng the C EWSper ds,albwing forma tc hing
betweenwagesreceived bythe empbyerand CIFRBfundsreceived.

s Post9-Apost-paymentcompliance strategyisbeing developed thatincludes:

» Populationidentificatibon and segmentation

Asofdune 24, 2020 —
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Risk a sse ssment

Analyticsand data science

Wo tkload distibution and assgnment
Audit/verficationscope
Proceduresand training
Compliance tmacking

Time repo rting

Communication

Results e po rting
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralatio n,and Rk working paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information

. Control
ID Name Statement Iikelihood Impact .
Hfectiveness
Filse or Ther isa riskthatfale or
emoneousclaimscouldbe
G | SERHEOUNS : low High High
reporting from | made byemployers(ie.they
employer inflate their# ofemployees).
Key riskdrivers

 FEmployerscould intentionallyoraccidentallmake migalkesonapplicatons.

» TkesmaymasktheirlPaddresswhen undertaking suspic b us a ctivity.

» Hilse orermoneouseductov nsinrevenue are nottested aspartofthe pre-paymentvaldation
ofapplications.

Key potential isk events

» Hindsbeing issued to a businessthat hasfalelyclaimed foremployees

Key potentialimpacE

» Recoveryofoverpaymentsand possbl legalaction

» Validationofamountsmaynotbhe possbk forup to 18 monthsuntilemplo yerfiles
Summary, CRAprocessthe summaryand Msand employee Tl retum isfiled and processed

» Hindspaid to incorpomted companksthatare inactive orwithoutassetsmaynotprovide
anavenue forrecoveryofunwarmanted CEWSpayments

EKey controls

Application

s App3-Attestationto be completed bybusine ssowner authorzed representative.

» Appd - Upfrontvaldationsforpoint ofentryin the applcation(lLe. inactive accounts); if
applicationdoesnotmeetcanno tsubmita claim. See Appendix A.

s Appbd- The Agencyhasworked closely with financ ial institutio ns to encourage clients to sign
up fordirect deposit, providing the Agencywiha graterlevel o fassurance asto the
authenti ity o fthe applic ant.

App6-TPaddressto be captured whenfiling to track the submissions
App22-Baspiciouscalsorkadsreceived bythe CalCentersare being forward to the
IeadsProgram

BPre-Payment Re view

s« Prel-Onlybankaccountsestablished before March 1, 2020 canbe registered fordirct
depo sit thro ugh fina nc ia linstitutio ns.

protected

s Pre3-Failed validatb nspassthomugha manualreview before releasing payment

» Pre7 - Paymentfiessentto PSPC are held forl dayto allow forfurthe ranalysis.

Post- Payme nt Review

s Postl - Partne iship with GSI'Enhanced Registration Review (GERR), CVBand AGP, where
suspicio usclaims, including where the applicantrequeststo cancelthe claim whentheyare
contacted byCRA  are identified and reviewed.

» Post2-Both CPBand CVBwillconductpost-paymentvalidation where claimantsare
contacted to provide supporting do cumentatin to substantiate their submissions(ie. payroll
listing ).

Asofdune 24, 2020 5
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s Post8 - Awoiking group hasbeen established with Fls to identify po tentialscheme s/trends
(witha view to adjusting processes/pwtocolsaccordingly).

» Post9-Apost-paymentcompliance strategyisbeing developed that includes:

s Topulatbnidentfication and segmentation

Risk a ssessment

Analyticsand data science

Woikload digiibution and asdgnment

Audit/verficationscope

Proceduresand training

Complance tiacking

Time reporting

Commumnic ation

Results repo 1ting

Asofdune 24, 2020 6
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Rsk woddng paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information

. Control
ID Name Statement Iikelihood Impact .
Hfectiveness
Web Access There isa riskthat suspicbus
Code (WAC) submissb nsand/orchanges
3 |accessto . g low Moderate High
are made via WAC accessto
CEWS
. CEWS
application
Rey riskdiivers

» No IDproofing level we do notknow who is submitting the CEWSapplication
» We do notknow the mle o fuserwithin the o rga niza to n/ e ntity
EKey potential isk events

s Unable to trace the individ ualwho isresponsible forsubmitting the suspiciousclaim
» Hindscould be diverted depriving entityaccessto those funds

EKey potentialimpacts
+ Inabilitvto recoverfunds

protected

| Key controls

Applic ation

s App4- Upfrontvaldationsforpoint ofentryin the applcation(Le.inac tive acc o unts); if
applicationdoesnotmeetcannotsubmita claim. See Appendix A.

» App7-Authentication stepsar requird in orderto obtaina WAC, applicantsare required
to confirm the entity sdate ofregistratbn orbox 22 of the mostrecent original 2018 taxyear.

» App8-0Once the ENand WAC are entered in the classt CEWSapplicatbn,valdatonoccus
between GSle-Servicesand Info Dec to determine ifthe CEWSapplcantcanpmoceed to
the next step ofthe application.

Pre-Payment Review

s Prel-Onlybankaccountsestablished before March 1, 2020canbe registered fordirect
depo sit thio ugh fina ne i linstitutions.

protected

s Pre3-Filed validatbnspasthrougha manualreview before releasing payment

Post- Payment Review

s Post2-Poth CPBand CVBwilconductpost-paymentvalidation where claimantsare
contacted to provide supporting do cumentatin to substantiate their submissions(ie. payroll
listing ).

» Post8 - Aworking group hasbeen established with Hsto identify po tential sche me s/ tre nds
(witha view to adjusting processes/pmwtocolsaccondingly).

Asofdune 24, 2020 7
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Rsk woddng paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information
. Contirol
ID Name Statement Iikelihood Impact .
Hiectiveness
Representa There isa nsk that suspicbus
Client (Ba C) submissio nsand/orchanges
, lew Modemte Hig h
L Accessto are made via RaC accessto
CEWS CEWS
Key riskdriveis
¢« low IDPL

¢ Repscansubmittheirown authonzationrequestsorupgrade authorzation level
¢ Manyclaimswilbe filed byrepresentatives.

Eey potential rickk events

e Amrpappliesonbehalofanentity withouthaving authorizatbn to do so.
s Unable to trace the individualwith certainty who isresponsbk fo rsubmitting the suspic ious ¢ laim
¢ Fundscould be diverted depnving entityaccessto those funds

Eey potential impacis

¢ Iabilityto recoverfunds

protected

EKey controls

Application

» App4d- Upfrontvaldationsforpoint ofentryin the applcation(Le.inactive accounts); if
applicationdoesnotmeetcannotsubmita claim. See Appendix A

s AppYS-BRepresentativescan’tchange a businessownername in MyBA.

¢« ApplO-Tllowing a change to add a Ievel3 representative, orifthere isa representative added
thathasa newlycreated Rep ID, callsare made to the businessownerin the BN system to c o nfim
the change.

o App20-Allrepresentativesare required to registerusing their 8N in o iderto obtain a REPID.

e App21 -Onlylevel2o0rlevel 3representativesare abk to make changes.

Pre-Payme ni Re view

¢ Prel-Onlybankaccountsestablished before March 1, 2020canbe registered fordirctdeposit
thro ug h financ ial institutio ns.

protected

¢ Pre3-Filed validato nspassthomugha manualreview befo e rleasing payment

s Pre4-Ruspiciousauthomzationsofrepresentativeswilbe confimed via callwith the taxpayer.

Tost Paymeni Re view

¢ Post2-Poth CPBand CVBwillconductpost-paymentvalidation where claimantsare contacted
to provide suppo tting documentation to substantiate theirsubmissions (ie. payro lllisting ).

¢ Posth-HBreporting equirementshave beenidentified forallemplbyersin Canada where theywil
identify tho se wageseamed during the CEWSpernods, allowing formate hing between wages
received bythe employerand CERBfundsmeceived.

Asofdune 24, 2020 8
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Post8 — Aworking group hasbeen established with Fls to identify po tential sche me s/ trends(with a
view to adjuding processes’protocokacconrdingly).

Asofdune 24, 2020 9
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Rsk woddng paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information
. Control
ID Name Statement Likelivod | Impact .
Hfectiveness

CEWS recipient | There isa risk that CEWS
impersonation | applicantsare impersonated

(byextemalactomand/orCRA Very

2 employees)inorderto Nerplow High Ligh
nappropmtelydivert
payments.

Rey riskdrivers

¢ 'The CEWShasbeen widelypublicized

¢ Authonzed epresentativesare sometimesadded to accounts witho utremoving the previous
representatives

¢ CRAemployeesinsome caseshave accessto sufficient information to inpersonate a business
owner.

s FEmployeesofa prospective applcantmayhave accessto sufficient information to impe rsonate
a businessowner

¢ InJanuary2020, the Agencydetected neally400segregationofdutyconflictsthathad notheen
validated.

¢« CRAValidatorsforthe CEWSprogmm were provisoned with accessto update addressand diect
depo sit informa tio n.

Eey potential rick events

¢ Paymentsare divetted without p o perautho riza to n.

EKey potentialimpacis

¢ DPrvacybreach

s liability fo rthe CRA

¢ Damage to the CRA seputation

¢ Hmployee, taxpayerorbenefitrecipientinformation could be compmomised

Key confrols

Application

s App4- Wpfrontvaldationsforpoint ofentryin the applcation(Le. inactive accounts); if
applicationdoesnotmeetcanno tsubmita claim. See Appendix A

s App5- The Agencyhasworked clhselywith financial institutio nsto encourage clientsto sign up
fordirect deposit, providing the Agencywitha greaterlevelofassurance asto the authentcation
ofthe applicant.

s Appll-PersonalldentificationNumber(PIN)asan altemate security measire forcalling Income
Th x Enq uire s o r Bene fit Enquine sline s

o Appl2-SegregationofDuties Directive

e Appl3 - Monitorng ofthe National Audit Trail ystem (NATS which logs CRAemplb yee use of
CRA systems.

e Appld - FEnterprise Fiaud Management Sstem (FFMSmonitors CRAemployeesand flags
susp ic io us a ¢ tivity fo r furthe rinve stiga tio n.

s Applb-confidentialtymeasuesin phone communi ation(both incoming and o utgoing )
Appl6-operationsmanuals{e.g. Taxation Operations Manual)
Appl17- Directdepostand change ofaddressflagsforchangesin MyBA (wil be adding for
direct depo sit for financ i linstitutio ns)
App 18 - Authentication management services(ie. credential loc kout, securty questons, etc.)
App23 - System accessislimited to onlywhat isrequired by the user.

» App24-FEmployeesare requited to disclose confletsofinterestonan annual basis

Asofdune 24, 2020 10
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralatio n,and Rk working paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change

App25-Enployeesare required to affirm theirreview ofthe Code of Bhicsand Directive on
ConflictofInterestonan annualbasis.

DPre-Payment Review

Prel-Onlybankaccountsestablished before March 1, 2020 can be regitered fordirectdeposit
thro ug h financ ial institutio ns.

protected

Pre3 - Failed validato nspassthrnugha mamalreview befo e releasing payment
Preb-Forapplicationsin the ABSBbucket,employeeswillbe contacting the owner, partner,
director, corporate officerordelegated authorty liste d in the Business Numbe r System to ¢ o nfirm
the banking info ma tio ndetails

Pre7—Payment filkssentto PC are held forl dayto allow forfurtheranalysis.

Post- Paymenit Review

Po stl - Partne rship with GSTEnhanced Registra tion Review (GEER), C VBand AGP, where
suspicio us c laims, inc luding where the applicantrequeststo cancelthe claim whentheyare
contacted byCRA, are identified and reviewed.
Post2 - Both CPBand CVBwilconductpost-paymentvalidation where claimantsare contacted
to provide sup po ting documentation to substa ntia te the ir submissions (ie. payro lllisting }.
Po sth - e porting requirementshave been identified foralempbyersin Canada where they wil
identify tho se wageseamed durnng the CEWSperods, alowing formatching between wages
received bythe employerand CERBfundsreceived.
Po st8 — Aworking group hasbeen established with Fsto identify po tential sche mes/tre nds (with a
view to adjudting processes’protocokaccordingly).
Post9-Apost-paymentcompliance strategyisbeing developed thatincludes:

+ Topulatbnidentification and segmentation

» Risk assessment

» Analyticsand data science

+ Workload distibution and assgnme nt

Audit/ verfication scope
» Pwoceduresand training
s« Complance tmackng
Tme repo rting

» Communication

s« Resultsrepo rting
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Rsk woddng paper
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Risk information
D Name Statement Likelihood | Impact Cofmd
Hfectiveness
Misa ppropydation | There isa risk that CEWS
of CEWS paymentsate
6 | paymenis misappwopmated and not Modemate High Moderate
used to serve therintended
purpo se.
Key riskdrivess
s Many organizatio ns’ cash flow and busine sshave suffered asa resultofthe COVID-19 pandemic.
¢ Recipientsmayhave debtsmore pressing thanempbyee wages.
¢ Hmployeesofrecipientsmaydivert CEWSpayments.
¢ CRAemployeesmaycollude with extemalactorsto facilitate o rmaskthe misappropration of
payments.
Key potential sk events
¢ Paymentsare used forsomething otherthanemployee wages.
ERey potential impacis

¢ Damage to the CRA seputation
¢ Negative effectonotherpmogram areas(GSFHSD
¢ Need forCRAto payCFRBto those employeesthatneverreceived CEWSthroughemplbyer

EKey controls

Application

s App2-There isregularco mmunk a tio n with the public aswellasa publicalyaccessble
Requently Asked Questbnspage focused onthe CEWSthatisupdated ona regularbasis. The
info rmation c o mmunic ates that the CRA isauthorzed to publish the name ofanyeligbk
employerthatmakesanapplication forthe wage subsidy.

s App4- Wpfrontvaldationsforpoint ofentryin the applcation(Le. inactive accounts); if
applicationdoesnotmeetcannotsubmita claim. &e Appendix A

s App22-Saspiciouscallsorkadsreceived bythe CallCentersare being forward to the leads
Program

o App24-Employeesare required to disclose confletsofinterestonan annualbasis

e App256-Fmployeesarm required to affim theirreview of the Code o fHhicsand Directive on
Conflicto finteresto nan annualbasis.

Ire-Paymeni Review

¢ Prel-Onlybankaccountsestablished before March 1, 2020canbe registered fordiect deposit
thro ug h financ ial institutio ns.

protected

s Pre3-Fiiled validatbnspassthmugha manualreview before rleasing payment

¢ Preb6-ConductPre-Payment iskassessment forduplecate claims within a legalorec o nomic entity

Tost Paymeni Re view

s Postl - Partne rship with GSIEnhanced Registra tion Review (GERR), CVBand AGP, where
suspicio us ¢ laims, inc luding where the applicantrequeststo cancelthe claim whentheyare
contacted byCRA, are identified and reviewed.Post2 - Bo th CPBand CVBwillconductpost
paymentvalidation whemr claimnantsar contacted to provide supporting documentation to
sub sta ntia te their sub missb ns (i.e. payr Il Iisting).
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Post8 — Aworking group hasbeen established with Fls to ide ntify po tential sche me s/ trends(with a
view to adjuding processes’protocokacconrdingly).
Po sth - reporting requirementshave been identified foralempbyersin Canada where they will
identify tho se wageseamed dwing the CENSperiods alowing formatching between wages
received bythe employerand CERBfundsreceived.
Post9- Apo st-paymentcomplance strategyisbeing developed thatincludes:
Populatbnidentification and segmentation
Risk a ssessment
Analyticsand data science
¢ Workload distiibution and asdgnment
s  Audit/veificationscope
¢ Proceduresand training
» Complance tmacking
» Tme reporting
Communication
» Resultseporting
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralation,and Rsk woddng paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information
. Control
ID Name Statement Likelivod | Impact on
Hfectiveness
Inability to detect | There isa riskthat the CRA
suspicious activity | willnotbe able to detect
7 suspicio usactivityrelated to Iow High ilsiclierantie
the CEWS
Key riskdriveis

e There ispublic pressute onthe Agencyto get payments to busine sse s q uic Ky.

¢ Sammerstake advantage ofememencymeasuresastheyknow there ar fewermeasursin
place to detectsuspiciousactivity.

¢ Giventhatthe projectismoving quickly, notalldata requirrments maybe known/met.

ERey potential rickk events

s Suspicioussubmissions’ changesare submitted and processed.

Key potentialimpacik

s liability fo rthe CRA
¢ Damage to the CRA seputation

ERey controls

Application

s App3-Attestationto be completed byhbusine ssowne authorzed repre se ntative

» App4d-— Upfrontvaldationsforpoint ofentryin the applcation(Le.inactive accounts); if
applicationdoesnotmeetcannotsubmita claim. See Appendix A

o AppbH- The Agencyhaswored closely with fina ncialinstitutionsto encouage clientsto sienup
fordirect deposit, providing the Agencywitha greaterlevelofassurance asto the authentcaton
ofthe applicant.

s App6-IPaddressto be capturd whenfiling to track the submissions

Dre-Payme nt Re view

protected

e Pred-Failed validatbnspassthrugha manualreview before releasng payment

s Pre6-Conduct Pre-Paymentrska ssessnent using systemsand previousco mpliance histo ry

¢ Pre7-Paymentfikssentto PSPC are held forl dayto allow forfurtheranalysis.

Fost-Payment Review

s Postl - Partnership with GSI'Enhanced Registration Review (GERR), CVBand AGP, where
suspicio usclaims, including where the applicantrequeststo cancelthe claim whentheyare
contacted by CRA are identified and reviewed.Post2 - Bo th CPBand CVBwillco nduc tpost-
payment validaton where claimantsat contacted to provide supporting documentaton to
sub sta ntia te the irsub missio ns (ie. paym I listing }.
Postd - Weelkly analysiso f BN re gistrations
Po sth - P repo rting requirementshave beenidentified foralempbyesin Canada whete theywil
ide ntify tho se wageseamed during the CEWSperods,alowing formatching betweenwages
received bythe employerand CERBfundsmeceived.

¢ Post6- Conduct Po st-Payment riska ssessmentusing systemsand prviouscompliance history

s Post7-Alldata received wilbe stored to enabk future data analytic s efforts.

s PostB—-Aworking group hasbeen establidhed with Hs to id entify p o tential sche me s/trends (with a
view to adjusting processes/protocolsaccordingly).

» Post9-Apost-paymentcomplance strategyisbeing developed that includes:
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Populatb nidentification and segmentation
Risk a sse ssment

Analyticsand data science

Wo rkload distnbution and asdgnme nt
Audit/verfication scope

Pro ceduresand training

Compliance tmacking

Time repo rting

Communication

Resultsrepo rting
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Canada Fmergency Wage Subsidy — Suspicio us Ac tivity Risks Audit, Bralatio n,and Rk working paper
Audit, Bvaluation,and Rk Branch Draft fo rd scussion, subjectto change
Risk information
: Control
ID Name Statement Likelivod | Impact .
Hifectiveness
System There isa risk that the CEWS
vulnerabililies enabling systemswilbe

accessed inappropmtely
(bya CRAemployee

8 and/orextemalactorand Verylow High High
that suspriouspayments
willbe processed and/or
personalinfomma tionwilbe
compromised.

Key riskdrivers

¢ A weaknessin the system design can exist,o ra weaknessin the implementation ofanoperational
procedure, ora weaknessinhow the software orcode wasdeveloped (forexample, coding
etrors, backdoors vulnerabilitiesincode, ete.)

s 'The design maynothave fully considered intera c tion orinte 1o pe rability with o therexisting CRA o r
extemal systems (ie. EDC’ sKElsyste m).

¢ CRApriviegeduseraccessmaynothe adequatelymonitored.

o 'There isa temporaryworkforce provisioned to eview/approve subsdyclainsthatwoul not
no rma lly perfo m this wotk which co ul resultin c o nflict between theirnew and existing system
accessprofiles.

¢ InJanuary 2020, the Agencydetected neally400segregatbon ofdutyconflctsthathad notbeen
validated.

¢ CRAValidatorsforthe CEWSpmwgmam were provisbned withaccessto update addressand diect
deposit informa tio n.

¢ Some stepsinthe SA&A prwcesshave been skipped fo rurgent change sduring the
implementatono fCOVID-19 emergency measues.

Eey potential sk events

¢ Suspicioussubmissionsare processed.
¢ Personalinformatoniscompromised.

Key potentialimpacik

» Prvacybmreach

» liability forthe CRA

+» Damage to the CRA’sreputation

» Hmployee, taxpayerorbenefitrecipientinformation could be compmomised

EKey controls

Internal'Thre of
s Accesspemissionsto CRAsystemsare mlk-based and granted, modified,and removedbased

ondocumented and appropratelyapproved accessrequests.

» Mo nito 1ing ofthe Na tio nalAudit Ta il System (NATS which logs CRAemployee use o fC RA systems

» FEnterprise Fraud Management System (FFMS monitorsCRAemployeesand flag s suspicious
a c tivity fo r furthe rinve stiga tio n.

» Authenticationmanagementservices(ie. credentiallock-out, secunty questions, etc.)

¢ HEmployeesare required to disclose confletso finterest on an annualbasis.

¢ Employeesare required to affim theirreview ofthe Code of Hhisand Diective onConflicto f
Interest on an annualbasis.

» Accessto develop changesand promote changesto the poductionenvimnmentare
segregated.
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Segregationofdutiescontwlsar inplace and existing mkesand profieshave been mappedby
ABSBto identify segregation o fdutiesconflicts Some exemptonsexist, particuladyforcall centre
agents, to meet the service to Canadiansobjpctive.

External Thie at

s Securty Assessment and Authonzationprocesses

» PlAsand subsequent monito ring

s+ Monitoring and reporting ofcyberthreatsperformed bythe CanadianCentre forCyberSecurnty.
s ITSecuntyCyberProtectionCentre
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Appendix A: Validation Controls

The following isa list o fsystem validationcheckscurentlyin place fo rCEWSa pplic ations any
applicationthatdoesnot meetthe pre-applcationvaldaton criteria below wilnotbe
processed and anemrmessage wilbe generated. Anyapplicatonthatdoesnotmeet the
post-application validationcriteria below wil be flagged asanexceptionand are evewed
manua lly:

Pre- Application Validations:

The numberofeligible empb yees(line A}cannotbe greaterthan $847x4
The Basic Canada EmergencyWage Subsidy(line C)cannotbe greaterthan the total
eligible remunerationpaid (Iine B}

Claim date cannotbe in the future

Aclaim cannothave aleadybeen submitted fo rthe penod

According to CRArecordsthe applcantisnoteligblk

Account numberisinva lid

Accountisno teligible fo rinte met filing perInfoDec

Authenticationfailed and accountislocked afterb faikd attempts

Web AccessCode (WAC)notvald

Invalidaccounttype, operaton type,oreventtype —notelgibk forCEWS
Invalid Busine ss Numbe r(BN) — no teligible fo rCEWS

Must resp o nd to attestation statement

Submission isa duplicate

Busine ss Numberwasnotactive before March 16, 2020
Paymwllaccountwasnotactive before March 16, 2020
Payollaccountwasinpending close status

Post-Application Valida tions:

Included onanyofthe folbwing areas high risk lists;

protected

Included on Intematbnaland [arge Business protected
Included on the Basic Hle's P"OTeCteQ

Included onthe protected

Failed payrollvalidation

protected

Claims where the grosspayro lis protected

Accountswhere the BN orRPweire in existence asof March 15 protected
protected

Claimswhere Line protected

Claimswhere line protected
protected
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Appendix B: Full Iist of Controlsand Control IDs

Application Continls
Apol Onlybankaccountsestablished before March 1, 2020canbe registered through Financial
PP Institutions (F) fo rdirect deposit.
App2 There istegularco mmunication withthe public aswellasa publicallyaccessible
PP Hequently Asked Questbnspage focused onthe CEWSthatisupdated ona regularbass
App3 Attestationto be completed bythe businessowner/authorized re pre senta tive
F— App4- Upfrontvaldatbnsforpoint of entryin the application(Le. inac tive acc o unts); if
PP applicationdoesnotmeetcannotsubmita claim. See Appendix A.
The Agencyhasworked closely with financial institutions to enco urage clientsto signup
Appb fordirectdeposit, providing the Agencywitha greaterlevelofassurance asto the
authenticity o fthe applcant.
App6 IPaddressto be captured when filing to tmackthe submissions
ApoT Authenticationstepsare required inorderto obtain a WAC, applicantsare required to
PP confirm the entity sdate ofregistratbnorbox22 o fthe mostrecent oniginal2018 taxyear.
Once the BN and WAC are entered in the classic CENSapplication, validation occurs
App8 between GSle-Srvicesand Info Dec to determine if the CEWSapplcantcanproceed to
the next step ofthe application.
App9 Representativescan’tchange a businessownername in MyBA.
B llowing a change to add a level3 representative, orifthere isa representative added
Appl0O |thathasa newlycreated Rep ID, callsare made to the businessownerin the BN system to
confirm the change.
o Perso nal Hentification Number(PIN)asan altemate security measure forcalling Income
PP Tax Enq uirie s o r Be ne fit Enquine s line s
Appl2 | SegregationofDuties Directive
App13 | NationalAudit Tia il System (NATS} lo 2sCRA emp b vee use o fC RA systems.
App 14 Enterprise Fraud Management System (EFMSmonitorsCRAempb yeesand suspicious
PP a ¢ tivity fo r furthe r inve stiga tio n.
Appld |confidentihlitymeasuesinphone communication (both incoming and o utgoing)
Appl6 | Operationsmanuals(e.g. Taxaton OperationsManual
App 17 Directdepostand change ofaddressflagsforchangesin MyBA (wilbe adding forDDfor
PP Hna ncialingtitutions)
Appl18 | Authenticationmanagementservices(ie. credentiallock-out, security questions, etc.)
Appl9 | OnlyRP(payml)accountsestablished priorto March 16thcanapply
App20 | Allepresentativesare required to registerusing theirS8Ninorderto obtain a REP ID.
App21 | Onlylevel2orlevel 3 representativesare able to make changes.
App 92 Suspiciouscallsorleadsreceived bythe CallCentresar bemng forward to the leads
PP Program.
App23 | Ystem accessislimited to onlywhatisrequired bythe user.
App24 | Emplyeesare required to disclose conflictsofinterest on an annualba sis.
App25 Employeesarm required to affinm theirreview ofthe Code o fEthesand Directive on

ConflictofInteresto nan annual basis.
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Pre-Payment ReviewContioks

Onlybankaccountsestablished before March 1, 2020canbe registered fordirect deposit

e thro ug h financ ial institutio ns.
protected
Pre 2
Pre3 Failed valdatibnspassthrough a manual review before releasing payment
Pre4 Suspiciousauthonzato nsofrepresentativeswillbe confimed via callwith the taxpayver.
Brapplicationsin the ABBbucket,employeeswillbe contacting the owner, partner
Preb director, comporate officerordelegated authonty listed in the Busine ss Numbe rSyste m to
confirm the banking information detaik
Pre ConductPre-Payment sk assessmentforduplcate claimswithina legaloreconomic
e entity
Pre?7 Paymentfilessentto PSPC are held forl dayto allow fo rfurthe ranalysis.
Post- Payment Review Contiok
Paitnership with GelEnhanced Registta tion Reve w (GIFRR), C VBand AGD, where
Postl suspicio usclaims, inc luding where the applicantrequeststo cancelthe claim whenthey
are contacted byCRA, are identified and reviewed.
Both CPBand CVBwillconductpo g-paymentvaldation where claimantsarmre contacted
Po st2 to pmvide suppo ting documentatibn to substa ntia te their submissions (ie. booksand
records).
Po st3 There isa reportofall CEWSpaymentsgoing to the same bankaccount that isreviewed
28 onaregularbasis.
Po st4 Weeklyanalysiso f BN re g strations
T reporting requirementshave beenidentifed forallemployersin Canada where they will
Po sth id e ntify tho se wageseamed during the CEWSperiods, allowing formate hing between
wagesteceived bythe empbyerand CERBfundsreceived
Po st6 ConductPre-Payment risk a sse ssme ntusing systemsand previousco mpliance history
Po st7 Alldata received wilbe stored to enable future data analyticsefforts.
A working gmoup hasbeen established with Fls to id e ntify p o te ntial sc he me ' tre nd s{with a
Po st8 . . .
view to adjusting processes/'protocokaccondingly).
A post-paymentcompliance strategyisbeing developed thatincludes:
» Populatio nidentificatibn and seg mentation
¢ Riskassessment
Analyticsand data science
Wotkload distibution and assgnment
Po st9 Audit/verfcation scope

Proceduresand training
Compliance tmackng
Tme repo rting

C o mmunic ation
Resultsrepo rting
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COVID-19: CEWS Event Timeline . Cammruricatan Clair Period 1 Opens

Exchange ‘ CEWS
CRA and Pandemic Benefit
MarCh 2020 to J uly 2020 DoF Declaration Announcement
4 _—
3 e
Milestones above the timeline are reserved for business activities; while milestones below the timeline are
reserved for operational, architectural, and infrastructure activities. Draft
2 Draft High Detailed
Level +4 Announcements | Launches . :
Level Business Business
Level +3 Compliance | Program Controls . ]

e iy . Requirements Requirements
Level +1 Project Managemen PHASE 1 PHASE 1
_______________________________________________________ ]

Level - 2 IT Controls | IT Development
- Key Events | Announcements | Communiques 0 ® - - - - -
Mar 07 Mar 11 Mar 15 Mar 28 Apr 01 Apr 03
Key Controls
Product Launches L
-2
-3
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Claim Period 2

Additional CEWS Bill C-14 Received
Details Released Royal Assent

Upfront Validities
Risk Mitigations

PHASE 1
Finalized
High Detailed
Level Business Business Daily Testing
Requirements Requirements ACO Project Plan CEWS Risk Strategy Process Map
; PHASE 1 PHASE 1 Touchpoint PHASE 1 Register PHASE 1 PHASE 1
Finalized Finalized Group Formed  Initiated Created Initiated Initiated
Apr 06 Apr 06 Apr 06 Apr 06 Apr 06 Apr 06 Apr 08 Apr 09 Apr 09 Apr 09 Apr 09 Apr 10 Apr10 Apr 11 Apr12
Architecture Daily Confirmation Design
Recommendation Development ITB Solution Build
PHASE 1 Touchpoint PHASET Unit Test
PHASE 1

Group Formed
Part1 | Part 2
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PAB Briefed
\ GBS Minister
CEWS Internal CEWS
Stakeholder Support Q&A
Engagement Website CEWS Calculator Public
Strategy Launches Launches Launches
User
Acceptance
Testing CRA Agents AERB |
Process Map PHASE 1 Process Map Transition to Suspiciou
Validations Part1 | PHASE 1 CEWS Risk Re
PHASE 1 Part 2 Finalized Call Center Collabe
Apr 13 Apri6 Apr18 Apr 18 Apr 18 Apr 19 Apr 20 Apr 21 Apr 21 Apr 22 Apr 23 Apr 23 Apr 24 Apr 24 Apr
Daily Testing Operability Unit Master Letter of Production
Working Group Testing Testing Release Continuance Migration
Formed PHASE 1 PHASE 1 | Schedule PHASE 1 |
Part 1| Part 1 PHASE 1 | Part 1
Part 2 Completed Part 1
Finalized
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CEWS Portal
PHASE 1 |
Part 1
Upfront Validities fRlnees
Risk Mitigations protected
are Updated Candidates
and Enhanced PHASE 1
| ABSB Business Full
15 Activity Sign Off Complement Project Plan Program Support
agister PHASE 1 | CEWS Agents Finalized Log PHASE 2
sration Part 1 Available PHASE 1 Initiated
25 Apr 26 Apr 27 Apr 27 Apr 27 Apr 27 Apr 27 Apr 28 Apr 29 Apr 29 Apr 30 .
ITB Economic Text Changes Master Release T
Health Check Emergency Validation Representative Filer Schedule Err
Response Verification Implemented PHASE 1 | R¢
Room Effort Part 2
PHASE 1 | A
Part 1
Activated
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CEWS Claims
Processing
PHASE 1 | Update 1
Part2 to CEWS
Launches FAQ Page
User
Acceptance Incident Draft Draft
Detailed Testing Reports High Level Detailed
Business PHASE 1 PHASE 1 | Business Business f
Requirements Part 1 | Part 1| Business Requirements Requirements
PHASE 1 Part 2 Part 2 Sign Off PHASE 2 | PHASE 2 |
Finalized/Closed Completed Closed PHASE 1 | Part 2 Part2 |Part3 Part2|Part3
Apr 30 May 01 May 02 May 02 May 03 May 03 May 03 May 03 May 03 May 03 May 04 May 04 May 04 May 05 May 05
1 Filing Production Sign-on Migration Operability Testing ITB Architecture
nergency Migration Plan Checkout PHASE 1 Part 1 | Health Recommendation
esponse PHASE 1 | PHASE 1 | PHASE 1 Part 2 Check PHASE 2
Room Part 2 Part2 Part 2 Completed PHASE 1 | Part 2
ctivated

Performed
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Claim Period 3 Opens

UNCLASSIFIED

CEWS Suspicious
Activity Working
Group Formed
High Level Detailed
High Level Detailed High Level Detailed Business Business AERB User
Business Business Business Business Requirements Requirements Distributes Acceptance
Requirements Requirements Requirements Requirements PHASE 2 | PHASE 2 | Suspicious Testing
PHASE 2 | PHASE 2 | PHASE 2 | PHASE 2 | Part 3 | Part 3 | Activity PHASE 2 |
Part 1 Part 1 Part 2 Part 2 Part 4 Part 4 Risk Part 1
Finalized Finalized Finalized Finalized Finalized Finalized Register Completed
May 06 May 06 May 06 May 07 May 07 May 08 May 08 May 10 May 11 May 11 May 12 May 12 May 13 May 13 May 13
Confirmation Datamart  Confirmation Confirmation Operability
IT Solution Release IT Solution IT Solution Testing
PHASE 2 | PHASE 1 | PHASE 2 | PHASE 2 | PHASE 2 |
Part 1 Part 1 | Part 2 Part 3 | Part 4 Part 1
Part 2 Completed
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CEWS
Post Issuance
Extension . PHASE 2 | Update 2
CEWS Aggr‘_ess've - Part 2 to CEWS
o Planning Centre
By CEWS Compliance of Expertise kaunches Fests Post Payr
Committee Identifies Performe
Working Group Compliance Issues Reporti
Formed Relating to CEWS Recommen
Internet AERB
Incident Display User Incident Begins
Reports Launch Acceptance Reports Business Assessment of
PHASE 2 | Delayed Testing PHASE 2 | PHASE 2 | Suspicious
Part 1 PHASE 2 | PHASE 2 | Part 2 Part 2 Activity Risk
Closed Part 1 Part 2 Completed  Closed Sign-off Register
May 15 May 15 May 15 May 16 May 18 May 22 May 23 May 23 May 23 May 23 May 24 May 25 May 28 May 29 May 3
ITB Design ITB Design Operability
Build Unit Build Unit Testing
Testing Testing PHASE 2 |
PHASE 2 | PHASE 2 | Part 3 Part 2
Part 2 Completed Completed
Completed
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Claim Period 4 Opens

CEWS
Post Issuance National
PHASE 2 | Leads
Part 3 Program i Bill C-17 Tabled
Collections and The Data
e Launches Launches Complante ience but not Passed
hce Steering Working
ng Committee Group is
dation Launches formed
User
Acceptance Incident
Testing Reports Testing
PHASE 2 | PHASE 2 | Business Strategy
Part 3 Part 3 PHASE 2 | Part 3 PHASE 2
Completed Closed Sign-off Initiated
0 May 30 May 30 May 30 May 31 Jun 01 Jun 01 Jun 04 Jun 04 Jun 05 Jun 06 Jun 07 Jun 08 Jun 09 Jun 10 Jui
Operability ITB Lessons Restricted New gr
Testing Learned Change Rebates Cha
PHASE 2 | Window Validations Imple
Part 3 Closed Implemented
Completed
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Minister's
Office
CEWS
Requests o
ost Issuance
AERB Meeting CEWS The CEWS
. ; Update 3 PHASE 2 | OAG Update 4
Assessment to Discuss Compliance Post Payment
) to CEWS Part 4a Announces . to CEWS
Results of Fraud Committee . Audit
.. . FAQ Page Launches CEWS Audit FAQ Page
Suspicious Issues Establishes Program
Activity Concerning  Project Plan Coordination
Risk Register CEWS | for Pilot working group
is Shared CERB | CESB Audits is established
Internet User
Display Acceptance
Launch Testing Business
PHASE 2 | PHASE 2 | PHASE 2 |
Part 1 Part 4a Part 4a
Delayed Completed Sign-off
n1o Jun 17 Jun 19 Jun 19 Jun 19 Jun 22 Jun 23 Jun 24 Jun 30 Jul 05 Jul 05 Jul 06 Jul 06 Jul 07 Jul 09
'P/EI ITB Design Additional Code 1
nges Build Unit Attestation Freeze E
mented Testing Help PHASE 2 |
PHASE 2 | Text Part 4b F
Part 4a Implemented Implemented
C

Completed
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Proposed CEWS Post
Extension Issuance Bill C-20
and PHASE 2 | Receives
Eligibility ; Part 4b Royal
CEWS Compliance
Legal entities i Strategy presented feitnches Assent
for CEWS to Compliance and
pilot audit Collections Executive
are identified Steering Committee
User
Detailed Acceptance User
Commissioner Business Testing Business Acceptance
briefing on Requirements Project Plan PHASE 2 | PHASE 2 | Testing
the CEWS PHASE 3 PHASE 3 Part 4b Part 4b PHASE 3
extension Released Initiated Completed Sign-off Completed
Jull13 Jul 14 Jul 15 Jul16 Jul 17 Jul 21 Jul 21 Jul 22 Jull 24 Jul 25 Jul 26 Jul 27 Jul 27 Aug 03 Aug 14
TB Design Draft Confirmation ITB Design O
3uild Unit Sign-on IT Solution Build Unit
Testing Plan PHASE 3 Testing
HASE 2 | PHASE 2 | PHASE 3
Part 4b Part 4b Completed
ompleted Released
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Incident Reports
PHASE 3
Closed

Business
PHASE 3
Sign-off

CEWS
PHASE 3

Launches

UNCLASSIFIED

Aug 14 Aug 14

perability Testing
PHASE 3
Completed

Aug 15

Aug 17
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Canada FEnerwency Wage Subsidy (CEWS

e CEWSprotectsjobsbyhelping businesseskeep employeeson the paymwll,
encourmgesemployersto re-hire workerswho were previouslylaid off, and better
positionsCanadian businessesto re sume nomalopemtionsfollowing the c nsis.

As of July 13, 2020 more than 667,400 applicationshavebeen apprwoved, providing
$20.38billion in support.

Perod 4 Update

Applicationsforperod 4 of the CEWS(June 7 to July 4) opened onJuly8, 2020.
e 'The existing eligibility c rite ia continuesto applyforperod 4.
e CEWSPost-paymentCompliance plotunderway
e CEWSRecourse matenalpublished online (FAQ# 36)

Perod 5 Update

On May 15, 2020, the Govemmentannounced thatthe CEWSwould be extended by
anadditional12 weeks, to August 29, 2020.

On July 14, 2020, the Govemment announced thatthe CEWSwould be extended until
October24, 2020 withan improved design, with the intent to provide additbnalsuppost
untilDecember19, 2020.

With the recentannouncementand confimationofdesired option, CRAprogmm
areashave begun to update the CEWSsystem a nd its va lid itie s.

¢ Implementationofsystemchangesisexpected on August 17, 2020.
Conmesponding updateswilbe required forthe following (not all-inc lusive )

e Callagentand validationoflicertraining ma teral- signific ant impac tsforofficers
who willbe relied on to respond to enquinesand complantsaswellaseducate
the public on the new changesand how to detemmine and apply the revenue
dmwops.

e Stakeholderengagementmatenal(e.g. liaison Officerand Outreach) aswellas
published Canada.ca web maternalasneeded.

e Aftestation-need to amend the attestationto include the differentrmatesfor
eachperod whichalso impactsthe online attestation form to be stored in the
booksand reconds

e Adjustment (RAP) Pocess —willrequire revisionsto allow forthe capture ofthe
new fieldsin orderto propedy calculate the eligible amountsbased on the
revenue drops.

e Repors-new data fieldswillbe required to eportonand atwhich frequency.



UNCLASSIFIED

e Calculator—wilrequire significantchangesand needsto match exactly the
amountscaptured on the web form to ensure thatbusinessreceive the comect
sub sidy a mo unts.

e New Questionsand Answerswilbe required in orderto provide b usine sse swith
the vitalinformation to apply forthe CEWS

e Woikforce Inpacts-due to the changesforthe validations, there willbe a
requirementto develop newprmceduresand newmessaging aswellastrain all
the staffon how to respond to the new workload.
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Canada Emergency Wage Subsidy
Assuring Compliance — June 11, 2020

Purpose of the Document

The purpose of this paper is to document the risk mitigation and compliance strategy for the
Canada Emergency Wage Subsidy (CEWS) with objective of protecting the integrity of the
program. This approach aims to address instances of attempted fraud in the pre-payment
environmentwhere recovery post payment may be less successful as well as situations where
errors on the part of the applicant could lead to an incorrect claim. The pre-paymentvalidation
strategy has evolved overtime and the Agency keeps the approach evergreen based on best
practices and observations. Thisdocument will continue to be updated as the post-payment
audit requirements are establishedin the near future. The Governmentof Canada’s approach
to deliveringmeasures tosupport Canadians affected by the pandemic required the Agency to
find the right balance betweena simplified and effective approach that would provide timely
economic support and the need to ensure the accuracy of applications for the wage subsidy.

Background

In the early weeksof 2020 the world was starting to confront the risksand potential impacts of
the COVID-19 virus. The situation moved quickly from a geographically containedillnessto a
global health crisis and by March of 2020 it was labeled as a pandemic. Governments
responded with measures meant to contain the spread of COVID-19 including travel
restrictions, physical distancing, closure of offices and restrictions on business activities. The
impacts on business and economic activity were (and continue to be) significantand the
Government moved to put in place programs aimed at supporting businessesaffected by the
pandemic. Keyto the suite of supports for businesses were wage subsidy programs that
intended to keep people paid and associated with their employerto speed the future recovery
as well as reduce the pressure on an overburdened Employment Insurance program. The CEWS
was planned to be one of the largestsupport programs for businessesand was provided with a
budget of over $70 billion dollars. It was expected that hundreds of thousands of employers
could apply for support to keep millions of employees paid.

The Agency drew on existing fraud prevention measures and systems to put the CEWS
validation process inplace. The validation measures were developed with a clear view of the
integrity trade-offsvs timely payments. The process of engaging many branches in the design
and implementation offered an opportunity to deliver the program quickly while implementing
a comprehensive pre-paymentvalidation approach. The pre-paymentvalidation strategyisa
blend of automated checks and manual reviewsthat could be scaled to respond to the volume
of applications, the desired number of reviews and the availability of a quickly recruited work
force of validators. The Agency benefited from openingthe application process early and being
able to process and review a number of applicationsin order to testthe level of resources
required and the nature of additional validity that could be implemented. The progressive
uptake of the program and the availability of more than ro==¢ employees to review claims has
resultedina strong pre-paymentvalidation that covered more than “of the claims
submitted. As data analysisand investigation functions continue to mature, assessments of risk
and vulnerabilities will continue to be refined, furtherassisting with the prioritization of post-

payment integrity activities.

Canada Emergency Wage Subsidy Overview

Inits current form the CEWS will run for a 24 week period, starting March 15, 2020 and ending
August 29, 2020. During that period, for eligible employers, the CEWS will subsidize 75% of

wages paid to eligible employees, up to a maximum of $847 per week.

Eligible employersinclude:



e A corporation (other than a publicinstitution) thatis not exempt from tax under Part |
of the Income Tax Act (the Act);

e anindividual (includinga trust);

e aregisteredcharity (other than a publicinstitution);

e a personthat isexemptfrom tax under Part | of the Act (otherthan a publicinstitution),

that is:
o anagricultural organization;
o a board of trade or a chamber of commerce;
o a non-profitcorporation for scientificresearch and experimental development;
o alabourorganization or society;
o a benevolentorfraternal benefitsocietyor order; and

o anon-profitorganization;
e a partnership, each memberof which is a person or partnership describedin this list;
¢ a prescribedorganization, including certain Indigenous businesses.

Further, to qualify for the wage subsidy, employers must meetcertain conditionsincluding the
following:

« had an open payroll program account with the CRA on March 15, 2020;

+« experiencedtherequiredreductioninrevenue for one or more claim period when
compared with a previous reference period;

e makes a wage subsidy application for the claim period, ina prescribed form and
manner, before October 2020; and

e the individual who has principal responsibility forthe eligible employer's financial
activities attests that the application mentioned above iscomplete and accurate in all
material respects

An eligible employee, inrespect of a weekin a claim period, means an individual employedin
Canada by the eligible employerinthe claim period, as longas the employee hasnot been
withoutremuneration from the eligible employerin respectof a period of 14 or more
consecutive days in the claim period.

Eligible remunerationofan eligible employee means amounts paid to employee assalary,
wages, and other remuneration, certain taxable benefits (provided such amounts are actually
paid), and fees, commissions or other amounts paid for services. These are amounts for which
an eligible employer would generally be required to make payroll deductions to be remittedto
the CRA. The followingamounts are not considered eligible remuneration:

¢ aretiringallowance;
¢« anamount deemed to have beenreceived by the eligible employeeasan employment
benefitinrespect of a stock option agreement;
¢« any amount received thatcan reasonably be expected to be paid or returned, directly or
indirectly, to the eligible employerorto a person (or a partnership) at the direction of
the eligible employer or with whom the eligible employer does not deal at arm's length;
« any amount thatis paidin respect of a weekin the claim period, if, as part of an
arrangement involvingthe eligible employee and the eligible employer:
o the amountisin excessof the eligible employee's baseline remuneration,
o afterthe claimperiod, the eligible employeeisreasonably expected to be paid a
lowerweekly amount than their baseline remuneration, and
o one of the main purposes for the arrangement is to increase the amount of the
wage subsidy.

For an eligible employer that qualifies forthe wage subsidy, the amount of the wage subsidy for
a claim period is the total of the followingamountsin respect of the claim period (thereisno
overalllimiton the wage subsidy amount that an eligible employer may claim):

I.  Total of all amounts, each of whichis foran eligible employeeinrespectof a weekin
the claim period, equal to the greater of
a. theleastof



i. 75% of eligible remuneration paid tothe eligible employee in respectof
that week,
ii. $847, and
iii. ifthe eligible employee does notdeal at arm's length with the eligible
employerinthe claim period, $0, and
b. theleastof
i. theamount of eligible remuneration paid tothe eligible employeein
respect of that week,
ii.  75% of baseline remunerationinrespect of the eligible employee
determined forthat week, and
ii. $847;

II.  Total of the employercontributions to Employment Insurance, the Canada Pension Plan,
the QuebecPension Plan,and the Quebec Parental Insurance Plan for an eligible
employee foreach weekin the claim period throughout which week that employee ison
leave with pay and for which claim period the employeris eligible forthe wage subsidy
for the employee (Note).

Less:

1.  Total of all amounts claimed or intended to be claimed under the 10% Temporary Wage
Subsidy for Employers, by the eligible employerthatqualifiesforthe Canada Emergency
Wage Subsidy for the claim period; and

IV.  Total of all amounts received by the eligible employee for each weekin the claim period
as a work-sharing benefit underthe Employment Insurance Act.

Assumptions

In designingand implementing the validities forthe program, the Agency has made the
followingkey assumptions:

¢ The objectiveisto maximize paymentsin the short-term (currentlya 12 weekperiod
starting on March 15, 2020} and to flow money as quickly as possible to employers;

¢ Inthe interestofan expedited applicationand payment process, limited information will
be requested from businesses at the outset;

¢ Businessesandtheirrepresentativesmayhave a reduced ability to respond to requests
for additional information as part of an upfront validation process due to impacts of the
COVID 19 pandemic;

¢ The tolerance for denyingaccess to the subsidy or delaying paymentsto businesswill be
low (dependanton measure inlegislation);

¢ The time available to build and test the application from an information technology
perspective islimited so up front validation must address the core eligibility criteria for
the CEWS inthe interest of simplicity;

¢ The tolerance for errors or missed time frames for the implementation of the CEWS
solution will be very low;

¢ The CRA willimplementan post-payment validation process for CEWS payments, as it
does inthe course of normal tax administration;

¢ There will be fraudulentapplications for the CEWS and not all of these will be
intercepted at the time of payment;

¢ Some payments made to businesses that do not respect the program criteria will be
made and will not be recoverable;

¢ Payments will be made to businesses thatwill later become insolventandlittle will be
recoverable insuch cases; and

¢ The Government isprepared to tolerate these risks in the interest of providingsupport
to businesses.

¢ The solution will allow for continued refinementand the introduction of new validations
based on lessonslearned and trends in the application process.

Over the course of time, the program has evolved and changes were announced by the
Government but most of these assumptionsremain relevant and guide decisions on
enhancement to the risk mitigation and validation strategy.



Compliance Risks and Strategies

The objective of validation at the time of applicationis to manage risk associated with fraud
where post-assessment compliance work is not likely to be effective. The government
announced that the CEWS would be premised on an attestation approach and up-front
information provision would be limited. Couple this with an expectation of rapid payment of
the subsidy, and the risk of fraud increases. The CRA employed the followingstrategiesto
reduce therisk with the followingapproaches:

¢ Deterrence - messages from the Minister of Finance stated that there would be severe
penaltiesforthose who take advantage of the CEWS and that the CRA would be
enabled/equipped (authorities and staff) to identify and address cases of abuse. These
messagesare includedin the process of applicationand businesses, by submitting the
application, are stating the information they provide is accurate and acknowledge that if
it is not, they could be subjectto compliance responses that will correct the amount
paid and remove the advantage gainedin some cases through the application of
penalties.

¢ Intervention—fundamental checks are builtinto CEWS application processingto
increase confidence that the applicationis valid (e.g. employeraccount in existence
before a certain date, payrollinformation provided on the applicationis reasonable
based on history, address and direct depositinformation doesnot appear to be
manipulated to facilitate fraud, revenue decline claimsalign to historical information
held in CRA systems). These elements of the validation strategy leverage existing
antifraud indicators to intercept payments such as withT1 and GST refund integrity
activities.

There is also the risk of inaccurate claims such that a business may claim too much or too little.
This could be a function of limited time and information available to both the applicant or the
CRA and is not necessarily an attempt to commit a fraudulent act. In the normal administration
of tax programs by the CRA, 90% of all claims/returns are processed as presented (with some
upfront validation) and errors become the subjectof after the fact verification/audit activities
as well as taxpayer requested changes, should they identify the mistake. The following
approaches have beenusedto limit exposure risks associated with inaccurate claims:

¢ Fducation (upfront)— clear guidance and instructionsat the time of application can
reduce the number of applicationswithinadvertent errors. This is builtinto the portal
and web based application built by Assessment, Benefitsand Services. PublicAffairs has
a role from a plain language perspective as well as ensuringthe instructionsin both
official languages are the same. The Agency implemented an outreach strategy to raise
awarenessand assess any adjustments that could be done to the process before and
after the launch of the program.

¢ Interventions (usuallyinvolving contact with the business post-payment)—the CRA uses
a risk based approach drawing on current risk assessment processes to identify issuesor
errors in the claims and selectthe bestapproach to resolution. Some post-payment
contact will be required and this may be done by dedicated verification and audit
projects or it may be builtinto existingactivities where the CRAhas a regularand
ongoing relationship with the entity (such as what might existin large file) or in cases
where the business has been selected foraudit/verification based on other risk factors.
In certain instances, the CRA will do nothingabout the errors or compliance issues
identified given an assessmentofrisk - protected
protected

The CRA applieda risk management and containment strategy through the use of a dollar
based threshold, with claims exceedinga certain dollaramount beingselected for pre-payment
validation. This approach was deemed appropriate where the CRA did not have other
informationto draw on to determine riskand the case is not assessed to be potentially
fraudulent.



There isalso the possibilitythat businesses will receive supportmore than they are entitled to
under multiple programs when they should have received it only from one or for a certain
maximum. Specifically, Employers are required to reduce the amount claimed under CEWS by
any amounts received under the Temporary Wage Subsidy Program (the 10% program). Actual
information about the employer’s use of the TWS will not be know until later in the 2020
calendar year or perhapsas late as February 2021 whenthe T4 information return and
summary is files. The followingapproaches have been employed to reduce errors of this
nature:

¢ Fducation (upfront)— clear guidance and instructionsat the time of application can
reduce the number of applicationswithinadvertent errors. This is builtinto the portal
and web based application built by Assessment, Benefitsand Services. The Agency has
used a plainlanguage perspective as well as ensuring the instructionsin both official
languages were the same.

¢ Afterthe fact interventions (usually requiring contact with the business post-payment)—
the design of this will follow the application process and payment of claims. It is
anticipated that the comparison of information from a number of sources including T4
informationreturns, T2 tax returns and T1 tax returns would provide indications of
duplicated claims. Changesto T4 slips, T1 and T2 returns/schedules and newslips for
CERB payments are underdevelopment.

Pre-Payment Risk Mitigation Strategy

The CEWS program was premised on the understanding that the Government wished to flow
money quickly to businessesinneed of support. To achieve this, the application approach
wouldrely on the attestation of the businessas a central element to the processing of wage
subsidy claims, combined with a strong deterrence framework (e.g. penalties) aswell as a
combination of upfront validation and post-paymentauditing to reduce fraud and ensure the
validity of the claim.

While pre-payment validation provides some safeguards at the time of application, the CRA also
works to reduce common mistakes through educationand an application process that has
go/no go gates, comprehensive instructions/FAQsand embedded examples with calculation
tools. The pre-paymentvaliditiesidentifiedinitially to be builtinto the CEWS application and
processingwere intwo groups. Many of these validitiesalready existedin programs
administered by the Agency which presented an opportunity for the delivery of CEWS, such as

for example protected orsome indicator and fraud related indicators such as
protected , New ones were builtsuch as the validation of payroll
history.

The first group of validities were go/no-go tests as follows:
¢ Eligible employerby type of entity — type of businessison the qualifiedlistinlegislation;
¢ BN account was in existence before March 15 — as per legislative requirement; and
¢ Payrollaccount open before March 15 for that BN — as per legislative requirement.

The second group of validities were tolerances based on characteristics of the application:

¢ protected — supplied by the Compliance Programs Branch;
+ protected - supplied by the Compliance Programs Branch protected
protected

e Over threshold claimsreview — 100% of claimsove protected dollarsreviewed —
protected

« protected

e Payroll parameters test —refer for reviewif protected
protected as per payroll history: and,
¢ Payroll parameters test — enhanced to refer claim for manual validation protected

protected protected

protected



During the developmentperiod of the IT application for CEWS and further to testing of
applications between theinitial application date and the start of processing, the Agency
identified enhancements to the original pre-payment compliance strategy. Furtherto the
original work of early April 2020, the followingadjustmentsand additions were able to be
included:

e Overthreshold caims review — threshold lowered so that 100% of claims over protected
dollarsare reviewed;

» protected - supplied by the Collectionsand Verification Branch based on
protected
e Tracking of IPaddresses for each application— [Protected
protected
* protected :

¢ Duplicate BN or RP account applications controls — only one application per account
accepted by the CEWS solution—indicator for fraud;

protected

¢ Delay on PSPCpayment issuance — payment instructionssent to PSPC are held for one
day prior to processingto allow for the intercept of payments shouldissues be latein
the process;

¢ Establishmentof a suspicious activitiesworking group — comprised of representatives
from across the CRA — indicator for fraud;

¢ Enhanced T4 reporting for 2020 — additional information will be required on T4s for
2020 to assist in post paymentverification; and

e CPP/Elreasonablenesstest—ensuresthat the CPP and El rebate amounts in the
application for the employer portions for employees on furlough are not overstated.

The design of the pre-payment validation strategy included the ability to turn off certain
validities or change thresholds dynamicallyin order to calibrate the number of cases and
accordingly the level of resources.

The effect of putting these conditions and validitiesin place prior to payment isthat certain
applicationsare pulled out of the automated processing stream and referred for review by an
officer. To deal with the referred cases, the CRA recruited from its ranks, equipped and trained
over pe=ced validators. These validators were drawn from the compliance, service and return
processing organizations in the CRA and were comprised of auditors, payroll examiners,
verification officersand business number services officers. The CRA created this workforce with
the dual intentof ensuringthat needed capacity existed toreview referred CEWS applications
while still processing the referrals within a relatively short period of time so as to not delay
support to legitimate employers. In addition to this workforce located throughout the regions
of Canada and teleworking from their homes, the CRA created dedicated units in Headquarters
to provide technical support to the field officers where cases presented features beyond that
described on the broad procedures.

Further, itisimportant to note that the CRA was able to review a higherpercentage of
applicationsthan was initially anticipated. Typical referral rates for manual review for CEWS
have beeninthe range of protected for the firstperiod. The workingassumption was that
protected % of fileswould be reviewed given the number of officers available to undertake
this work and the goal of a fast turnaround time to support the Canadian economy. However
the slowerstart to the program allowed the CRA to start withand maintain a higherthan
plannedreview rate even as volumesincrease in subsequent periods as there will be
confidence inthe claims of repeat applicants that have passeda previous period review.



In addition to pre-paymentvalidations, the CRA increased its service offerings to businesses
beyond its usual capacity for businessinquiries. Call centre capacity was increased with
dedicatedlines for CEWS questionsandreferral process was put in place to allow more
complicated questionsto be referred to a more experienced businessinquiries agent. The
CEWs applicationincluded comprehensive instructions, examplesand an Excel based calculator
to assist the employerwith theirapplication. The CRA publishedand regularly updated a
comprehensive setof Frequently Asked Questions based on stakeholderfeedback. Outreach
efforts to support voluntary compliance on the part of the employer has beena cooperative
effortacross many branches including Assessment, Benefits and Services, Collections and
Verification, Compliance Programs, Legislative Policy and Regulatory Affairs and Public Affairs.
Many stakeholderengagement sessions have been heldand the recently deployed Chatbot was
also used to respond to the information needs of CEWS applicants. The intended effectof
these measures was to assist the employerin gettingit right from the start so that they would
not find themselvesreferred forreview as a result of avoidable errors.

Betweena robust pre-paymentvalidation process that included a high review rate,
supplemented service capacity on the telephonesandsignificantself helptoolsonlineand
embeddedin the application process the CRA sought to realize a high level of accuracy of claims
on the part of employers. Further, is duediligence onthe part of the CRA to identifyand
correct cases where the application sought to take advantage of the subsidy when the applicant
was not entitled to the support.

Post Payment Audit and Verification

Buildingon the pre-payment strategy for CEWS claims validation, the CRA is now buildinga post
payment auditand verification program. The post payment auditand verification program will
be a coordinated effortacross multiple CRA Branches and will draw on the capacity of auditors,
payroll examiners, verification officers, charities officers and expertsin businessintelligence
and risk assessment. The CEWS post payment audit and verification program will be treated as
one workload, managed on a single case system and risk scored using jointly developed
algorithms. Tips from the public obtained through the CRA’sleads program will alsoserve as a
source of workload. This approach will allow for better coordination of compliance and
verificationactivities.

The design of the post-paymentauditand verification program includes:

¢ Populationidentification and Segmentation;

¢ Risk assessment;

¢ Analyticsand Data Science;

¢ Workload distribution and Assignment;

¢ Audit/Verification Scope, Procedures and Training;
¢ Compliance Tracking;

¢ Time Reporting;

¢ Communication;and

¢ Results Reporting.

Each of these aspects of the post paymentaudit and verification program will be developedin
more detail in a separate document and ultimately will be the basis for detailed proceduresand
instructions for officers and auditors. Further, this more detailed information will inform
businessrequirements forsystem changes and the development of risk assessment algorithms.
Once the CEWS populationisrisk assessed, the files selected foraudit and verification will be
distributed to CRA staff according to case characteristics that may include, complexity, size of
claim, corporate structure and tax filing features, payroll metricand other factors the CRA may
identify in the future.

Itis planned to launch the full CEWS post paymentaudit and verification program in the late
summer or early fall but pilotaudits and verifications will be conductedin the second quarter of
the 2020-2021. These pilotaudits and verifications will serve notice to businesses that the CRA



intents on examiningclaimsmade as well as providingvaluable businessintelligence to assistin
risk scoring, file selectionand file allocation. The CRA will use is existingauditcase
management system, known as Integras, for the CEWS post payment audit and verification
program and will expand its traditional user base beyond the audit group to include officers
from other branches that have a role in the verification and examination of business’ books,
records and tax returns.

The success of the post paymentaudit and verification program will be premised on cross
branch collaboration — a continuation of the unprecedented efforts that have beenseenduring
the COVID-19 pandemic response. Appropriate governance will also be in place which will
include an Assistant Commissioner Steering Committee, Director General Oversight, and
Director led working groups. While there will be program specificoversight, execution of the
program will occur through the existingmanagement structures of the CRA in both
Headquarters and the Regions.



Appendix A - Canada Emergency Wage Subsidy Validations

The content in the followingtable isintended to documents, on an ongoing basis, the CEWS
validitiesin place at the time of application.

Process flow Comments

Initial Pre-Payment Validities — April 6, 2020

Eligible employer by type of s The type of businessis on the qualified listinlegislation
entity
A BN account existsand was e As perlegislative requirement
established prior to March 15
A payroll account exists and e Asperlegislative requirement
was established prior to
March 15
e Supplied by Compliance Programs protected
protected PP Y P g £
protected
e Supplied by Compliance Programs - protected
protected °P Y P & P
protected
Use of an upper threshold — ¢ All paymentsover proteciedreferredforreview by CPB
claims overa certain amount before payment.
to be reviewed manually ¢ This thresholdis recommended by CPB and
subsequently reduced tc protecied based on referral
rates and resource availability.
Use of a lower threshold — e All paymentsunder a certain threshold to be released
claims undera certain withoutreview base on low dollar risk and materiality
amount processed without e This thresholdis recommended by CVB and aligns with
review risk driven businessrulesin collections and verification
protected

Verification of payroll metrics
— historical payroll check protected




Verification of payroll metrics

— historical payroll check

protected

Verification of the requested
amount —amount of claim is

calculated by the employer

Calculation tool is built into the application process, to
avoid math errors and to ensure that both the CRA and
the employer know the amount of the paymentto be
issued.

Additional Validities —Implemented prior to initial CEWS applications

Over threshold claimsreview

reduction

protected

Gathering/Tracking of IP
address

protected

protected

Threshold lowered so that 100% of claims over

protected dollars are reviewed

IP address from source of application captured/tracked

protected

Duplicate BN or RP account
application

Validity toallow only one application per BN and 15
digit RP account

Second and/or subsequentapplications for the same
period on the same account rejected

protected

Direct Depositsign up via
financial institutions

Direct Depositsign up confidence enhanced whendone
through a trusted third party

Delay on PSPC payment
issuance

Paymentsent to PSPC are held one day prior to
processingto allow for the intercept of payments
should there be a late identified compliance issue

Suspicious Activities Group

Suspicious activities working group with member from
multiple branches and programs established toshare
information on indicators of possible fraud attempts or
patterns of fraudulent activities

Enhanced T4 reporting

Additional information will be required from employers
on T4s for 2020

Four additionalincome codes will be added for periods
that cover both CEWS and CERB




While largelyaimed at CERB compliance, these codes
may also provide information for CEWS post payment
verification and audit activities

Post Payment Audit and
Verification

A post payment compliance program is under
development

Implementation will be the responsibility of CVB and
CPB

Risk assessmentand file selection will be informed by a
pilot audit project to be undertakenin the summer and
early fall of 2020




COVID-19 EIMERGENCY SUPPO RTMFEASURES

BACKGROUND
The Canada Revenue Agency(CRAYhasworked rapidlyoverthe pag monthsto administerthe pro grams
related to COVID-19 to deliveremergencypaymentsquicklyto Canadianswho needed it mo <.

There isconsiderable amb g uity in the waysin which extemalstalkehoHdersapply the wond fraud and thisis
particuladyapplicable to the Canada Energency Response Benefit (CERB), the Canada EmergencyStudent
Benefit (CESB), and the Canada Fmergency Wage Subsdy (CEWS).

Inpartticular,asthese proogramsare new, were launched quic kly, and the pro gram parameterswere adjusted
throughthe mlloutperod,the range of noncompliance isbmad and nuanced.

PREVENTION AND DEIHCTION
The CRAhassafeguardsinplace to preventhigh mskorpotentially suspiciousapplicationsfrom being made in

relationto the recentemegencymeasures, such asthe CERB CESB and the CEWS,

In certain situations where the CRA deteminesthatthe applicantmaynotbe eligible to receive the benefit,
the CRAmayaskCanadiansadditional questionsbefore a paymentcanbe issued. Forexample:

protected

Aswithotherbenefitsadministered by the CRA, we wilundetake verific ation activities. The CRA hasrecordsof
tho se who received the CERBand the CESBforalapplication periods. These willbe used, along with tax slips
received from employersand o therrelevantinformationavailabk to the CRA, to validate eligibility next tax
filing season. Any paymentsfound to have been made to anindividualdeemed ineligible wilneed to be
repaid. Incaseswhere claimantsare found to be ineligible, theywilbe contacted to make arrangementsto
repayanyapplicable amounts.

CEFRBdaia
As o fJune 17th, 2020 the CRA has:

e Processed 14,062,353 applications; and
e Paid $28.12 billion in benefis.

CESBdata:
AsofJune 17th, 2020 the CRAhas:

¢ Processed 923,787 applications;and
e Paid $1.27bilionin benefits

As o fJune 16th) 2020 Canadianshave made 320,000 epaymentsforpaymentsthatwere deemed ineligbk to
receive the benefit.

The following isColkectio nsand Verfication Banch’s(CVB CERECEBScondaryValidaton Data asofJune
14, 2020:

e T4156applicationshave beenstopped asa result ofourvaldations.
e 3283 unique telephone calshave been received in egandsto these valida tio ns.



COVID-19 EIMERGENCY SUPPO RTMFEASURES

UP-FRONTVAIIDATIONS AND CONTROILS
There are currentlytwo typesofvalditesin phce forCERB CESBa p plic a tio ns:

1. Prmmary Valdations - Assessment, Benefit, and Serwice Banch (ABSB)isresponsbk forpimary
validatons The CERECEBapplicationprocesscontainscertain valditesthatwere parto fthe initial
build (8N, Date o f Hrth, etc.).

2. &condaryValidatons- to sup pkment primary validities, CVBhaswo ke d with the Info ma tion
TchnologyBanch (ITB and ABBto introduce additional va liditie s.

On May 11, 2020, CVBimplkmented controlsto preventapplicationswhere there are known casesofidentity
theft and suspriousactivitesfrom being made. Secifcally, CERECFKBapplicatonsare intemupted where

there are knownbad actors,addmresses, and directdepositinformation. We alko putin phce validationsto
reduce occumenceswhere benefitsmaybe issued to those who are notentited to itand where postpayment
compliance actionsmaynotresultindebtrecovery.

In these instances,Canadiansame redirected to callthe CRA to pw cesstheirapplic a tions, p e mitting up-front
verficatbn o fidentiy and eligbility iequirementsbefo e future paymentscanbe issued. CVBha sestablished a
dedicated centre of expertise (COR to facilitate resolutbn onthese cases. ThisCOEislocated in the Sudbury
T and iscomposedofAgencysubjgct matterexpertsin the refund exam, identify theft,and benefit
compliance wotklb ads. The COEiscurentlybeing extended nationally. Giventhe numberofcalkreceived, we
find oursecondaryvalidationsto be relevantand efficient. We continue to assessnew valdatbnsbased onthe
intelligence we are gathernng.

IDENTFYING CASES FORSHCONDARY VAIIDATIONS
CVBisleveraging variousso urces to identifycandidatesforsecondaryvalidations. Oursourcesinclude:

Busine ssintelligence driven from CVBindividualtaxcomplance programs.
CRAIeadsProgmm and CRAGeneralEnquines CallCentes.

Data Analyticsfo cused oncurenttrends(conduc ted in-house through THD o rthio ug h ITB).
Exte malpartners, inc luding OGDsand financial institutio ns.

INVESTIIGATING FRAUD CASES AND RE: ISSUING BENFFITPAYMENE

The CVBCOEinvesticatesallreported casesofsuspected identify the ft and works with the ind widualto e nsure
that theyget the benefitsto whichtheyame entitled. The processincludes:

1. sto pping unwamanted paymentsupondetection;

2. providing support to identity the ft vic tims to help them dealwith the situation;

3. flagging the account forfuture monito1ing ;

4. re-issuing benefit paymentsto the victinswhere applicable (effective June 22, 2020); and

5. wo rking with the RoyalCanadian Mo unted Police, the Canadin AntiFaud Centre, and the

localpolice service to investigcate and addresscertain fraud cases
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In summarty, ifan individualhasbeenthe victim o fidentitytheftand a payment wasmisdirected, safeguards
willbe inplemented on theiraccountto prevent futherunauthorzed paymentsfrom being issued. A
mechanism to reissue the paymentto the individualiscurentlybeing developed in co labomation with Pub lic
Serwvicesand Procurement Canada. The Agencyisalso developing a mechanism to ensure thatthese
individualswilnotbe impacted durng next tax filng season asa resulto ffraudulkntapplicationsor
unwamanted paymentsisued on theirbehalf.

CANADA EIMERGENCY WAGESUBSIDY (CEWS)
Forthe CEWS the CRAusesbothan automated valdation processand manuallyvernfescertainelementso f

the claimswhen necessary. Manualverficationcaninchide contacting applicantsdirectlyto confim detaikof
theirapplcation protected

protected protected

protected .'The CRAwilbegin conducting pibt post-payment audits in July. Based o n the results
ofthispilot, more audits willbe conducted inthe fall CEWSclaimsthatare detemined to be fraudulkntmay
also be subject to a criminalinve stization.

Itisimporant to note thatthee isno thing in the CENSlegislaton thatwould specificallyenable the CRA to
denyclaimsbased ontaxevasionortaxavoidance unrelated to the C EWSeligibility c ritetia , therefore, no
claimshave been rejected on thatbasds.

CEWS data:
CRA’sdata forthe CEWSapplicationsisupdated daily, however,aso fdJune 17t 2020 the CRAhas

¢ Received 488,414 applications;
s Approved 481,926 applications
s Rejected over222l applcations;

s 4510applications are pending and,
e  $14.21billion paid in sub ddies.

In addition, there hasbeen over70,000 filksreviewed to confion recent addressand directdepositchanges
withbusmnessesm aneflfortto detect fraud.

NOTEFRAUD - NEEDING O RFPAY

There are manytaxpayerswho would have been nreceipto fEorCFRBand entitled to receive these benefits
fiom the CRA, onlyto subsequentlybe placed in a repayment po stionwhen theiremployersrecalked them to
workand paid theirsabhmesretmoactively.

There are othercitizenswho applied forthese benefisusing more than one mechanisn orwho were
legitima tely co nfused overtheireligbilty who mayhave received the payments, butwere notentiled to them.

Complic ating this, we are aware of promised changesthatwould make curentlyinvalid CEWS vald ifa new
legislaton isinto duced and passed.

NOTFRAUD - NEEDING O REPAY CEWS WITH PENALIES
Penaltiesfornotrepaying anyineligbl paymentswould be applied inthe folbwing scenano s:
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Where the CEWSanti-avoidance rule applies, the employerwilbe liabk to a penaltyequalto 25% ofthe

amountofwage subsdythatisclaimed initsapplication,and wilhave to paybackanywage subsdythatit
received.

FFan employerknowingly, o rundercirc umstancesamo unting to grossnegligence, genemallymakes, oris
invo lved in the making o fa false statementoromissionin its wage subsidyapplcatonfora claim period, the
employerisliabk to a penalty(commonlyreferred to asthe “grossnegligence penaly”)ofup to 50% o fthe
difference between the amountofwage subsdythatitclaimed nitsapplcationand the amountofwage
subsidyto whichitisactuallyentitkd.

Penaltiesmayvapplyin casesoffraudulent claims. The penalties mayinclude fineso reven imprisonme nt.
Knally, ifa person(suchasanaccountantortaxpreparenfilesorpreparesthe wage subsidvapplcatonon
behalfofthe employer,theycouldbe subpctto a thid-party penaltyunderthe Act, if theyknow, o rwould
reasonablybe expected to know,thatthe application containsfalse statements, inc luding ano mission o f

information. Thid-patypenaliesare exphined indetailin the CRA's Information Circ ularKC01-1, Thid-Party Civi
Penalties.

While, asnoted above, we have not yetcommenced post-paymentaudits we have ona smallnumberof
filesdetected issueswith eligib lity from a revenue testperspective at the pre-paymentstage. These include
misrepresentato nsofrevenue situaton(e.g. CEWSapplcation indi ates$5 milion permo nth o freve nue, whike
GSTretum indic ates $10 milion of salesforthe same month)aswellassimationswhere the revenue decline and
the employeraccountnumberar mismatched butproposed legshtionwo uld accommodate the situation.

FRAUD

Crminalsanctionsmaybe pursued in scenaroswhere individualso rbusinesse shave been found to have
wilfully claimed COVID-19benefitsthatthey were knowingly no tentiled to. Although the CEWScontains
criminalenfocementoffence provisb nsthatalbwsthe Ciminal hvestizatibns Pro gram (CIP) to inve stig ate, the
CERBdoesnot Forthisreason, CFRBrelated fraud can onlybe investigated bythe police who maylay C nminal
Code charges.

hregardsto CEWSclaims, the CRA’sCIPisable to pumsue an investigation where ithas g undsto believe that
anoffence hasbeen committed. Criminalsancto nsmaybe pursed in the CEWSc o ntext where fra udste 1s
divert the paymentsmade to aneligible benefciarytowardsa differentbankaccountinorderto
misappwprate the funds orwhen there hasbeena clearfalse statement ofrevenue inthe CENSclaimn. An
example ofthe laterwould be when a stillprwofitabk businessknowingly misre presentsitsrevenue aslow with a

view to fraudulently o btaining the CEWS

The CERBisexpected to be targeted forabuse in the form o fbenefitclains made byineligible claimants, and,
insome cases, largermore sophisticated schemes. So me ofthese largerschemesusually entailide ntity the ft
where taxpayers mformationisstolen, and then used without the vic tims knowlkdge.

kisimportant to note thatcriminal sanc tbnsorsentencesare within the purview ofa criminalcourtand not for
CRA to determine. The CRA can refercasesforcrminalprosecution,butsanctionsare imposed bythe Cowt
onlyaftera finding of g uilt.
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