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Follow-up Responses to the House of Commons Standing Committee on 
Government Operations and Estimates (OGGO) 

Procurement Practices within Shared Services Canada  
April 28, 2021 

 
 
1. Additional Information on Cabinet confidences and security related to data 

centres? – (Julie Vignola (BQ) and Matthew Green (NDP)) 
 

Response: 
 
The purpose of “Cabinet Confidence” privilege is to protect the disclosure of discussions 
and deliberations of federal Cabinet Ministers on matters that are, or have been, the 
subject of discussion at Cabinet meetings or between Cabinet Ministers. Cabinet 
Confidence privilege exists to ensure the privacy of these deliberations so that Ministers 
can have open and frank discussions and not be concerned with public perception of 
their deliberations, which are essential to good government. 
 
Following the April 28, 2021 appearance, Shared Services Canada (SSC) sought 
additional advice on all the redactions made to the Gartner report. This advice resulted 
in the Department recognizing that an error was made by departmental officials during 
the original review of the report. More specifically, this involved a misinterpretation of 
the definition of a Cabinet Confidence, which occurred based on the uniqueness of the 
circumstance, namely that a third party, in this case Gartner rather than the 
Government, was speculating on a possible Cabinet process. In short, the additional 
advice received by the Department confirmed the information on page 78 of the report is 
not a Cabinet Confidence, and should not have been redacted by officials on the 
grounds of Cabinet confidentiality. Notably, the original redaction on page 78 was the 
only redaction based on a perceived Cabinet Confidence (e.g., other redactions were 
based on security, personal information). A revised report which un-redacts that section 
on page 78 is being attached to this response.  
 
Further, on the matter of security related to data centres, the additional advice sought 
has reconfirmed the fact that for security reasons the combination of information is what 
creates the security risk – for example the nature of the work performed, the equipment 
in need of upgrade or replacement, configuration details, and future plans are all 
examples of pieces of information, which when connected create a security risk. The 
redaction of the data centre name in the Gartner report mitigates this risk, and allows 
the department to provide the greatest possible release of information related to the 
Committee’s undertaking of reviewing SSC procurement practices. 
 

  



 

Page 2 of 5 

2. Additional Information for why the Gartner contact information was removed 
at the end of the document? – (Kelly McCauley (CPC)) 

 

Response: 
 
With regards to the redaction of the contact information for Gartner employees, 
revealing that information would constitute a breach under the Privacy Act. The 
government is required to protect personal information, including that of third parties, 
from disclosure to the public. This includes the names and contact information of 
Gartner’s employees who worked on the report. Releasing this information would also 
damage the bond of trust that exists between the government and third parties, such as 
Gartner, which constitutes a valid explanation for these redactions. Gartner has further 
confirmed that this information should not be released as it is not shared publicly on 
Gartner’s website. 

 
  



 

Page 3 of 5 

3. Additional Information on the access to documentation within SSC? – 
(Caroline Desbiens (BQ)) 

 

Response: 
 
The information a public servant will have access to is determined by one’s level of 
security clearance and by one’s function. Access to such information must be necessary 
to conduct one’s official duties and to accomplish established objectives. 
 
Those who currently have or once had access to the unredacted version of the Gartner 
report have the proper security clearance and had access to it on a need-to-know basis 
to do their work.  
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4. Additional Information on Gartner’s access/security clearance? – (Matthew 
Green (CPC) and Caroline Desbiens (BQ)) 
 

 

Response: 
 
The procurement vehicle used to contract with Gartner is a broad professional services 
vehicle put in place by Public Services and Procurement Canada (PSPC). Since this 
vehicle is used throughout government, and for a variety of work, the security 
requirement in the procurement vehicle is at a level of Reliability. Some companies as a 
whole have different levels of clearance. For example, Gartner as a company is cleared 
to do Secret-level work. 
 
The following security requirements were applied as part of the Standing Offer for 
benchmarking services: 
 
a) The Contractor/Offeror must, at all times during the performance of the 

Contract/Standing Offer, hold a valid Designated Organization Screening (DOS), 
issued by PSPC’s Contract Security Program (CSP)  

b) The Contractor\Offeror personnel requiring access to protected information, assets 
or sensitive site(s) must each hold a valid reliability status, granted or approved by 
the CSP. 

c) The Contractor/Offeror must not remove any protected information or assets from 
the identified site(s), and the Contractor/Offeror must ensure that its personnel are 
made aware of and comply with this restriction. 

d) Sub-contracts that contain security requirements are not to be awarded without the 
prior written permission of the CSP. 

e) The Contractor/Offeror must comply with the provisions of the: 1) Security 
Requirements Check List and security guide (if applicable, attached at Annex C), 
and 2) Industrial Security Manual (latest edition). 
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5. Clarify as to why a Request for Information on Buy and Sell provided data 

centres addresses, yet the information was redacted in the report? - (Rachel 
Harder (CPC)) 

 

Response: 
 
SSC appreciates the Committee identifying this. It appears at the time of posting the 
Request for Information, the location details were erroneously provided on the Buy and 
Sell website. A request to Public Services and Procurement Canada was made to have 
it removed, and this inadvertent disclosure has since been rectified.  
 
As a regular practice, information of this nature is not disclosed for security reasons. 
While the city location of a data centre in itself is not of concern, the combination of 
location, with details on what data is stored at the site, or specific information 
technology infrastructure or systems can provide enough information to pose a security 
risk. These redactions are required to protect both the security of the data centre and 
the security of the data and information contained within it, as well as any upgrades or 
upcoming renovations to these centres. 
 
As a result of this being identified, Shared Service Canada has determined there are 
inconsistencies in the application of this practice across the department. SSC has 
launched an internal review of departmental practices to ensure that such disclosure 
does not happen in the future.  
 


















































































































































































































