CANADIAN AMERICAN BUSINESS COUNCIL

May 27, 2026

The Honourable Gary Anandasangaree, P.C., M.P.
Minister of Public Safety

Public Safety Canada

269 Laurier Avenue West

Ottawa ON K1A 0P8

RE: Canada’s Proposed C-22 Legislation
Dear Minister Anandasangaree,

On behalf of the Canadian American Business Council (CABC), | write this letter to express concerns
regarding Bill C-22, An Act Respecting Lawful Access.

By way of background, the CABC is the leading nonprofit, nonpartisan, issues-oriented organization
dedicated to fostering and strengthening the relationship between Canada and the United States. The CABC
is a member-based organization, representing small and medium-sized enterprises as well as some of the
largest Fortune 500 and 100 companies across sectors.

The CABC is guided by four key principles: common ground, shared prosperity, shared security, and forward
leaning. Taken together, these principles underline a commitment to advocating for policies and regulations
that enhance our shared bilateral competitiveness, security, and innovation.

Our members include some of Canada’s largest companies who are entrusted by their users to keep data
safe, secure, and private. This work has never been more important, as the threats Canadians face in the
modern digital world grows in complexity and frequency every day.

We believe Bill C-22 raises fundamental privacy concerns, weakens encryption at a time when Canadians
need it more than ever, and threatens our bilateral partnership on data security. In particular, Bill C-22
raises five core concerns.

l. Electronic Service Provider (ESP) Definition: The bill defines "electronic service provider" as any
person who provides services by means of telecommunications facilities. As currently drafted,
this definition extends far beyond traditional telecommunications carriers or messaging
providers and could capture a wide range of businesses that rely on the internet to deliver
services.

The breadth of this definition creates significant uncertainty for businesses regarding the scope
of their obligations and potential exposure to secret ministerial orders. It also risks imposing
compliance burdens on companies that are not meaningfully connected to the transmission of
communications or national security concerns that the legislation is intended to address.

. Encryption & Cyber Security Weakened: One of the most important security features available
to protect personal information is encryption. Encryption ensures that only users, and not the
companies who provide cloud services or any other third party, can access a user’s personal
data. This technology provides an essential layer of additional security because it ensures that
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malicious actors cannot obtain access to the data. It is therefore critical to shielding everyday
citizens from unlawful surveillance, identity theft, fraud and data breaches. The value of
encryption is a key reason for the technology community’s broad consensus in support of this
technology.

We believe Bill C-22 weakens encryption and would leave Canadians more vulnerable as
security threats continue to grow in complexity and frequency every day.

M. Secrecy: Under Section 7, the bill gives the Minister of Public Safety broad power to issue orders
to any ESP. Additionally, the orders are secret: the existence of the order, its terms, and all
related communications are confidential. The bill lacks robust oversight and accountability
mechanisms, raising concerns on due process, transparency, and potential impact on privacy.

V. Costs for Business: The bill requires core providers to retain metadata for up to one year.
Furthermore, under Section 7, the Minister could extend this obligation to any ESP. For
businesses that have no commercial reason to store this data, the cost of building and
maintaining retention infrastructure is a concrete, quantifiable burden. Moreover, it undermines
the principle of personal data privacy as it requires companies to retain personal information
that may not be necessary.

V. Cross-Border Compliance & the Bilateral Relationship: For Canadian companies operating
abroad, compliance with a secret surveillance or data retention order could directly conflict with
the General Data Protection Regulation and equivalent privacy regimes. Transferring personal
data to Canadian law enforcement authorities not recognized as operating under an equivalent
privacy framework would constitute an unauthorized cross-border data transfer. This places
Canadian companies in the position of being compelled by domestic law to violate the laws of
jurisdictions where they also operate.

For U.S. companies operating in Canada, they are faced with a difficult choice between
compromising their user base’s security or risking exclusion from the Canadian market. It’s
worth noting that U.S. companies have specific obligations under the Federal Trade Commission
(FTC). In August 2025, FTC Chairman Ferguson sent letters to prominent technology companies
regarding their obligations to protect consumer privacy and data security.

Thus, the bill undermines not only risks reducing U.S. companies’ investment in the Canadian
market but also our two nations’ cooperation in matters of security, intelligence cooperation,
and more.

This is further reflected in the letter recently sent by the Chairs of the House Committees on the
Judiciary and Foreign Affairs who pointed out that C-22 “would drastically expand Canada’s
surveillance and data access powers in ways that create significant cross-border risks to the
security and data privacy” and “sets a dangerous precedent that could erode the mutual
benefits of strong encryption standards.”
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https://www.ftc.gov/system/files/ftc_gov/pdf/ftc-unfair-security-letter-ferguson.pdf
https://judiciary.house.gov/media/in-the-news/house-gop-warns-canada-its-new-cybersecurity-bill-could-pose-privacy-risks
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At a time when the Canada—U.S. relationship requires careful stewardship and the reduction of unnecessary
irritants, Bill C-22 risks introducing a new source of uncertainty into the bilateral relationship. As it stands,
the bill creates compliance concerns for businesses operating across borders and undermines consumers’
data privacy and security.

While strengthening Canada’s national security and cybersecurity framework is an important and legitimate
objective, Bill C-22 does not appropriately fulfill this objective. We encourage collaboration with cyber and
data privacy experts, the private sector and stakeholders (including electronic service providers, business
associations and chambers of commerce), and U.S. counterparts to find common ground solutions that
indeed safeguard privacy and encourage strong cyber security across the 49t parallel.

Yours sincerely,

Q-

Beth Burke
CEOQ, Canadian American Business Council

CC: Standing Committee on Public Safety and National Security, House of Commons, Ottawa ON K1A 0A6
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