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Google welcomes the opportunity to present this submission to the Standing Committee on 
Public Safety and National Security as a part of its study on Bill C-22, the Lawful Access Act, 
2026.  
 
Google appreciates that law enforcement and intelligence agencies face significant challenges 
in protecting the public against crime and terrorism, and we are committed to supporting their 
efforts. Our work to increase the cybersecurity protections of our users, while supporting law 
enforcement agencies’ mandate to investigate and solve crimes, demonstrates that the goals 
of public safety and user security are compatible. As a global leader in building safe and secure 
products, including for government and public sector enterprise customers, we believe it is 
critical to find ways to support law enforcement’s important work without engineering 
vulnerabilities into products and services that weaken security for all users. 
 
We take the privacy and security of our users very seriously. Our business is built on users’ trust 
that we will keep their data safe and secure, and respect their privacy. Google products are 
private and secure by design and protected by one of the world’s most advanced security 
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infrastructures. We protect data with multiple layers of security, including leading encryption 
technologies like end-to-end encryption (E2EE), hypertext transfer protocol secure (HTTPS)  
and Transport Layer Security (TLS), where appropriate and technologically feasible. Google has 
never built a backdoor or other mechanism to circumvent end-to-end encryption in our 
products. If we say a product is end-to-end encrypted, it is end-to-end encrypted. 
 
Within this context, Google has significant concerns with some elements of Part 2 of Bill C-22 
as currently drafted. We have included our concerns, recommendations, and suggested 
amendment language below.  

1.​ Potential obligations on providers are unduly broad and should be 
constrained 

●​ Part 2 of Bill C-22 enables the government to issue regulations or make “ministerial 
orders” regarding “the development, implementation, assessment, testing and 
maintenance of operational and technical capabilities, including capabilities related to 
extracting and organizing information that is authorized to be accessed and to 
providing access to such information to authorized persons” and “the installation, use, 
operation, management, assessment, testing and maintenance of any device, 
equipment or other thing that may enable an authorized person to access information” 
(ss. 5 and 7).  

●​ The scope of these potential obligations is largely boundless, and, as written, could 
enable the government to require providers to change their products to create 
surveillance capabilities. Creating new surveillance infrastructure would give rise to  
additional security vulnerabilities for users, would undermine user trust, and would pose 
potential conflict of laws issues. 

●​ The extensive obligations on providers would also undermine companies’ ability to 
innovate and could force companies to continue supporting services that they would 
otherwise deprecate in favor of more innovative, useful, or pro-privacy offerings. This 
could, in turn, cause a significant fragmentation of the product experience globally. 

Recommendation: Bill C-22 should be amended to clarify that regulations and ministerial 
orders should not be permitted to  dictate changes to products or services, including 
changes affecting existing functionality or mandating additional functionality.  

Proposed Amendments:  

Core providers — obligations 

2 



 

5(2) The Governor in Council may make regulations respecting the obligations of 
core providers, including regulations respecting 

(a) the development, implementation, assessment, testing and maintenance 
of operational and technical capabilities, including capabilities related to 
extracting and organizing information that is authorized to be accessed and to 
providing access to such information to authorized persons.; 

(b) the installation, use, operation, management, assessment, testing and 
maintenance of any device, equipment or other thing that may enable an 
authorized person to access information; 

(c) notices to be given to the Minister or other persons, including with respect 
to any capability referred to in paragraph (a) and any device, equipment or 
other thing referred to in paragraph (b); and 

(d) the retention of categories of metadata — including transmission data, as 
defined in section 487.‍011 of the Criminal Code — for reasonable periods of 
time not exceeding one year. 

(3) In making a regulation under subsection (2), the Governor in Council must take 
into account the following factors: 

(a) the benefits of the regulation to the administration of justice, in particular 
to investigations under the Criminal Code, and to the exercise of powers and 
the performance of duties and functions under the Canadian Security 
Intelligence Service Act; 

(b) the feasibility of compliance with the regulation for the core providers; 

(c) the costs to be incurred by the core providers to ensure compliance with 
the regulation; 

(d) the potential impact of the regulation on the persons to whom the core 
providers provide services; 

(e) the potential impact of the regulation on privacy protection and 
cybersecurity; and 

(f) international law and comity; and 

(f) (g) any other factor that the Governor in Council considers relevant. 

Restrictions 
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(4) Paragraph (2)‍(d) Subsection (2) does not authorize the making of regulations that 
require core providers to retain information that would reveal 

(a) make changes to products or services that the electronic service provider 
provides;  

(b) collect and retain any data beyond what the electronic service provider ​
​ requires for its own purposes; or  

(c) make any changes that would affect the functionality or security or require 
additional functionality for any products or services offered by the electronic 
service provider. 

(a) the content — that is to say the substance, meaning or purpose — of 
information transmitted in the course of an electronic service; 

(b) a person’s web browsing history; or 

(c) a person’s social media activities. 

 

2.​ Ministerial Orders are unnecessary, and undermine transparency and 
accountability​
 

●​ Part 2 of Bill C-22 also gives the Minister of Public Safety sweeping powers to issue 
secret orders mandating providers to create or maintain the technical capacity to 
facilitate data interception and retrieval (“Ministerial Orders”) (ss. 7-13).  Providers are 
permanently prohibited from disclosing the contents of Ministerial Orders, the fact that 
they are subject to one, or any information related to vulnerabilities created by a 
Ministerial Order. 

●​ The Ministerial Order framework is unnecessary. In Canada, authorized law 
enforcement may already apply to the courts for an order to provide reasonable 
assistance in giving effect to a warrant, which may in turn be accompanied by 
non-disclosure provisions, if appropriate. Critically, the existing framework is subject to 
judicial oversight. As written, C-22 would replace this effective, balanced and 
transparent regime with broad executive powers, in the absence of a compelling basis 
or rationale for such a fundamental overhaul.  

●​ Moreover, the non-disclosure provisions in the Ministerial Order framework immunize 
these Orders from appropriate scrutiny and accountability. Secret Ministerial Orders 
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would severely restrict companies’ ability to engage transparently with users, 
undermining the users’ trust and ability to hold companies accountable. Further, the 
framework  exposes companies to severe legal risks. If a mandated product change 
contradicts past privacy representations, a company would be prevented from 
disclosing the existence of the order to defend themselves in civil or regulatory 
investigations, exposing them to significant financial and reputational risks.  

●​ The scope of entities that may be subject to a Ministerial Order is also unduly broad. 
While regulations issued pursuant to s. 5 of Bill C-22 apply to “core providers”, a 
Ministerial Order may be directed to any  "electronic service provider”, which includes 
anyone involved in the “creation, recording, storage, processing, transmission, 
reception, emission or making available of information in electronic, digital or any other 
intangible form by an electronic, digital, magnetic, optical, biometric, acoustic or other 
technological means, or a combination of any such means.‍” Based on the breadth of 
this definition, it appears that secret Ministerial Orders may be directed to almost any 
entity operating in Canada. 

Recommendation: Bill C-22 should be amended to eliminate ministerial orders.  

Proposed amendments:   

Remove sections 7-13 of Part 2. 

3.​ Definition of “systemic vulnerabilities” should include explicit protection 
of encryption 

●​ Under Part 2 of Bill C-22, a  provider is not obligated to comply with regulations and 
orders relating to implementing capabilities or enabling access to information if 
compliance would require the provider to introduce a “systemic vulnerability” or prevent 
the provider from “rectifying” such a vulnerability (s. 5(5)). A “systemic vulnerability” is 
defined as “a vulnerability in the electronic protections of an electronic service that 
creates a substantial risk that secure information could be accessed by a person who 
does not have any right or authority to do so” (s. 2(1)) (emphasis added). 

●​ The definition of “systemic vulnerability” is unduly narrow, creating significant security 
risks. It sets a high bar - referencing “substantial risk” when even moderate risks to 
cybersecurity create a real potential for devastating cyberbreaches or attacks. The 
current definition only considers unauthorized access as a vulnerability, ignoring severe 
risks to data integrity and availability. Further, the definition applies only to “services”, 
potentially failing to protect against vulnerabilities forced into hardware or 
infrastructure.  
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●​ Without a stronger definition of “systemic vulnerability”, the law could be used to 

decrease overall user security, by creating backdoors that would break end-to-end 
encryption and create significant cybersecurity risks, facilitating foreign interference 
and weakening global user privacy.   

●​ The lack of explicit protection for end-to-end encryption may also undermine the ability 
of companies to deliver best-in-practice security controls and technologies to 
enterprises, including governments, small businesses, and critical infrastructure. It could 
also force companies to continue delivering products determined to have security or 
privacy flaws/bugs and undermine efforts by companies to adopt privacy-enhancing 
technologies. 

Recommendation: The definition of “systemic vulnerabilities” in section 2(1) of Part 2 
should be amended to clarify that it includes protection of encryption.  

Proposed Amendments: 

Remove the definition of "electronic protection” in s. 2(1) of Part 2. 

Replace the definition of “systemic vulnerability” in s. 2(1) of Part 2 as follows: 

systemic vulnerability means a vulnerability in the electronic protections of an 
electronic service that creates a substantial risk to the confidentiality, integrity, 
authenticity, security or availability of data, information, services, devices or systems.  
that secure information could be accessed by a person who does not have any right 
or authority to do so. For greater certainty, a systemic vulnerability includes, but is not 
limited to, any requirement on a core provider or electronic service provider to 
remove, circumvent or undermine the encryption of information including, but not 
limited to, end-to-end encryption. (vulnérabilité systémique) 

 

4.​ Overbroad metadata retention requirements 

●​ Part 2 of Bill C-22 enables regulations or ministerial orders requiring providers to retain   
“categories of metadata — including transmission data, as defined in section 487.‍011 of 
the Criminal Code — for reasonable periods of time not exceeding one year” (ss. 
5(2)(d), 7).  

●​ This provision could be used to mandate the retention of sensitive user data for longer 
than would be necessary for business/operational needs. It may also result in the 
extensive retention of metadata about users who are not reasonably believed to be 
associated with criminal activity. 
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●​ This requirement undermines user privacy, conflicts with user data retention 

requirements in other jurisdictions, and amplifies the consequences of potential 
security breaches created by ministerial orders made under Part 2 of Bill C-22. 

●​ This metadata retention power is overbroad and unnecessary given the existing 
possibility of targeted preservation demands and preservation orders for computer 
data provided for in the Criminal Code, which sufficiently address preservation 
concerns while respecting user privacy and Charter rights. 

Recommendation: Bill C-22 should be amended to remove the metadata preservation 
provisions.  

Proposed Amendment:  

Remove the requirements contained in section 5(2)(d) of Part 2 of C-22. 

5(2) The Governor in Council may make regulations respecting the obligations of 
core providers, including regulations respecting 

... 

(d) the retention of categories of metadata  including transmission data, as defined in 
section 487.‍011 of the Criminal Code for reasonable periods of time not exceeding 
one year. 

 

Thank you for the opportunity to contribute to this process, and your consideration of our 
perspective and proposed amendments. 
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