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Part 1.  Introduction and Summary

1. | am a lawyer and senior research associate at the Citizen Lab, Munk School of Global Affairs & Public
Policy at the University of Toronto. My research explores the intersection of law, policy, and technology,
and focuses on transparency and accountability mechanisms relevant to the relationship between
corporations and state agencies regarding personal data and other surveillance activities. | draw on
former experience as a law clerk of the Supreme Court of Canada, and subsequently, as a lawyer in
Canada’s criminal justice system, working with both federal and provincial prosecution authorities and
as defence counsel.

2. For many years, researchers at the University of Toronto’s Citizen Lab have been producing research
reports concerning a spectrum of information and communication technologies (ICTs) and tech
ecosystems that are known for, or at risk of, negatively impacting human rights and freedoms. This
research has identified the need to modernize privacy legislation in Canada (including commercial
privacy legislation) as a priority area of law reform to mitigate against known human rights risks and
harms. This submission summarizes recommendations that were generated in the course of that
research, which are applicable to commercial privacy legislation under the Personal Information
Protection and Electronic Documents Act (PIPEDA), or the now proposed Consumer Privacy Protection Act
(CPPA) under Part Il of Bill C-27.*

3. By way of overview, the submission addresses the following areas of Citizen Lab research that have
yielded recommendations for commercial privacy law reform in Canada:

e Part 2: Socially beneficial and legitimate interest exemptions in Bill C-27. This part contains
recommendations to improve the governance of identified and de-identified information by
setting out an expanded definition of “de-identified data”; restraining exceptions to knowledge
and consent; fostering public trust and accountability principles by ensuring that individuals
are generally knowledgeable about the ways in which their data is collected, used, or
disclosed; and empowering the OPC with greater capacity to audit privacy practices, make
orders, and issue administrative penalties.

e Part 3: The Commercial Ecosystem Surrounding Algorithmic Policing Technology. This part
details a recommendation for the federal government to comprehensively regulate the
relationship between the commercial and law enforcement actors in respect of algorithmic
policing technologies (APTs), including recommendations for interim moratoriums in respect of
APTs to account for ongoing gaps in the legislative landscape.

e Part 4: Data Exploitation by Foreign Platforms. Part 4 uses a case study drawn from Citizen
Lab research regarding data exploitation by a foreign platform for controversial or

! This submission draws upon and reiterates positions taken in the Submission of the Citizen Lab to the Ministry of
Government and Consumer Services (MGCS) Consultation: Strengthening Privacy Protections in Ontario, authored by Lex
Gill, Cynthia Khoo, Jeffrey Knockel, Christopher Parsons, and Kate Robertson, dated October 1, 2020. However, the positions
taken in this submission should not be attributed to them unless they have explicitly indicated so elsewhere.
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inappropriate purposes. Part 4 sets out recommendations to enhance the administrative
penalty regime to address inappropriate uses of personal information and breaches of data
access rights, and to enhance the obligation to require meaningful consent to secondary uses
of personal information.

e Part 5: Consumer Spyware and Stalkerware Apps in Canada. Lastly, Part 5 sets out Citizen
Lab research regarding the proliferation of stalkerware apps in Canada, and identifies
recommendations to amend the CPPA to better protect individuals whose information is
affected by a product or service, and to close a number of potential loopholes in PIPEDA (and
now the CPPA) which may otherwise be relied upon by stalkerware companies to exempt
themselves from commercial privacy law obligations, or to offload liability to the operator of
the stalkerware app.

Part 2.  Socially beneficial and legitimate interest exemptions in Bill
C-2]

4. In November 2022, Citizen Lab ish nalysis and recommendations focusing on commercial
privacy legislation and the CPPA, including 19 proposed amendments to the legislation. The report,
titled Minding Your Business: A Critical Analysis of the Collection of De-identified Mobility Data and Its Use
Under the Socially Beneficial and Legitimate Interest Exemptions in Canadian Privacy Law (Citizen Lab
Research Report No. 161, University of Toronto) (“Minding Your Business”). Minding Your Business was
authored by former Citizen Lab researchers, Amanda Cutinha and Dr. Christopher Parsons.

A.  Drawing Lessons from the Government’s Collection and Use of De-ldentified
Mobility Data

5. In Minding Your Business, examination of the federal government’s collection and use of de-identified
mobility data during the COVID-19 pandemic became a case study illustrating the need for privacy
reform in Canada. Minding Your Business reviewed how the governments’ collection and use of mobility
data raises human rights and civil liberties concerns because of the data’s sensitivity and because the
data might be used in excess of equitable and proportional responses to a given policy issue, such as
responding to the COVID-19 pandemic. Research shows that even when personal information like
mobility data has been de-identified or aggregated, it can be possible to re-identify individuals by way
of drawing inferences or correlations from the data or by overlaying it with known personal

2 Ms. Cutinha and Dr. Parsons were researchers at the Citizen Lab at the time of the report’s publication. While the report’s
findings will be the subject of comments and recommendations in this brief, those comments do not necessarily reflect those
of their current employers.
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information.? In the hands of governments, the collection and use of mobility data generates unique
concerns. Governments have powers to coercively use information it collects, or develop policies or
programs using mobility information that compel changes in how individuals or communities are
treated by the state.

6. Parliamentary meetings into the government’s collection of mobility data occurred shortly after the
practice became public. A key finding of the committee’s review was that Canada’s existing privacy
legislation is largely ineffective in managing the collection, use, and disclosure of data in a manner that
recognizes the privacy rights of individuals. ETHI published their “Collection and Use of Mobility Data by
the Government of Canada and Related Issues” report on April 28, 2022.* The report discussed the
collection of mobility data by PHAC and Health Canada, made 22 recommendations for the collection of
mobility data specifically and privacy law reform generally, and raised a series of concerns associated
with the collection of mobility data. The following concerns were included:

the lack of governance over de-identified data

the use of data for socially beneficial purposes

adapting legislation to the digital age

the potential social impacts of mass data collection and surveillance

B. Recommendations in relation to Bill C-27’s Consumer Privacy
Protection Act

7. Building upon its examination of the federal government’s collection and use of de-identified mobility
data and ETHI’s findings, the Minding Your Business report analyzes privacy legislation in Canada. The
report identified six thematic deficiencies in Canada’s commercial privacy legislation: it fails to
adequately govern de-identified information, it contains inappropriate exceptions to knowledge and
consent, it threatens to undercut Indigenous data practices, it fails to include enforcement
mechanisms, and, broadly, it does not compel private organizations to explain their activities clearly to
individuals.® The report further analyzed the proposed privacy laws in Bill C-27, and found that a
number of those challenges persist. Under new exceptions, data could be used in ways that individuals
or their communities may oppose. This problem would be magnified by present failures to establish
comprehensive, meaningful consent requirements concerning the collection, use, and disclosure of
personal information, as well as for personal information that has been processed into de-identified

* Richard Harris. (2018). “Your Apps Know What You Did Last Night and They’re Not Keeping It to Themselves.” New York
Times. Available at: https://www.nytimes.com/interactive/2018/12/10/business/ location-data-privacy-apps.html. Ali
Farzanehfar, Florimond Houssiau, and Yves-Alexandre de Montjoye. (2021). “The Risk of Re-identification Remains High Even
in Country-Scale Location Datasets.” Patterns. Available at: https://
www.sciencedirect.com/science/article/pii/S2666389921000143; Yves-Alexandre de Montjoye, Cesar A. Hidalgo, Michel
Verleysen and Vincent D Blondel. (2013). “Unique in the Crowd: The Privacy Bounds of Human Mobility.” Scientific Reports.
Available at: https://www.nature.com/articles/srep01376; Yang Xu, Alexander Belyi, Iva Bojic and Carlo Ratti. (2018). “Human
Mobility and Socioeconomic Status: Analysis of Singapore and Boston.” Computers, Environment and Urban Systems.
Available at: https:// www.sciencedirect.com/science/article/pii/S0198971517304179.

* Standing Committee on Access to Information, Privacy and Ethics. (2022). “Collection and Use of Mobility Data by the
Government of Canada and Related Issues.” House of Commons.

® Minding Your Business, supra at p. 40.
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data. All of those issues would be compounded when cast through the lenses of non-consensual
collections, uses, or disclosures of information collected from Indigenous persons and their
communities.®

8. Ultimately, Minding Your Business proposes 19 amendments to Part Il of Bill C-27, the Consumer Privacy
Protection Act (CPPA). These recommendations are made in the spirit of addressing the gaps in this new
legislation that are laid bare when assessing how it intersects with PHAC’s historical use of locational
information. They are, however, only a start toward the necessary amendments for this legislation.

9. Given its detailed and direct relevance to the Committee’s study, Part 5 of the report (including the
highlighted textual changes recommended in relation to Bill C-27), is appended to this brief under
Appendix A for ease of reference. The following is a summary of those recommendations.

10. To more appropriately safeguard de-identified information, Minding Your Business makes the following

three recommendations:

a. Recommendation 1: Adopt the Prior Definition for De-lIdentified Data under C-11. Adopting
the prior definition of de-identified information outlined in C-11 would allow private sector
privacy law to govern de-identified data by way of removing either direct or indirect identifiers.

b. Recommendation 2: Remove Exemptions under Section 2(3). Exemptions under s. 2(3),
which would authorize private organizations to treat de-identified data as equivalent to
anonymous data in some situations, should be removed in order to allow for better
transparency and accountability standards.

c. Recommendation 3: Enable the Privacy Commissioner to Establish Regulations to Ensure
Appropriate De-ldentification. This would assist in ensuring that information is appropriately
de-identified, to the extent possible.

11. In light of the potentially problematic uses of de-identified data for socially beneficial purposes and the
potential for socially beneficial uses to expand, unconstrained, over time, Minding Your Business makes

the following recommendations:

a. Recommendation 4: Inform Individuals and the Privacy Commissioner of the Disclosure,
Recipient, Purpose, and Rights to Opt-Out of Socially Beneficial Purposes. Informing
individuals of the ways in which their information is disclosed and, subsequently, providing
them with the option to opt-out recognizes their right to information and empowers
individuals to decide whether the articulated beneficial purposes warrant the collection of
their data.

b. Recommendation 5: Require that the Socially Beneficial Purpose Be Publicly Disclosed
and Approved by the Privacy Commissioner and that an Adverse Effect Assessment Be
Conducted.

® Minding Your Business, supra at p. 64-65.
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c. Recommendation 6: Institute Auditing of Information Sharing Under Section 39. Auditing
measures would allow the Privacy Commissioner to ensure that the practices conducted by the
parties collecting and disclosing information meet the required de-identification standard(s).

d. Recommendation 7: Empower the Privacy Commissioner to Prevent or Halt Data Sharing
for Socially Beneficial Purposes.

12. Bill C-27 includes an exception to knowledge and consent requirements where an organization has a

legitimate interest that outweighs adverse effects. In light of potentially problematic uses of personal
information under the legitimate interests exemption of the CPPA, and no clear mechanism of
accountability for practices under the provision, Minding Your Business makes the following
recommendations:

a. Recommendation 8: Enhance the adverse effect assessments. Given the potentially
problematic collections and uses of personal information that this exemption could foster,
adverse effect assessments should be robustly regulated and clearly defined. Left undefined, it
is unclear what adverse effects will be considered by commercial organizations unsupervised
in this assessment. As a result, prior to collection or use, the adverse effect assessment should
be reviewed by the Privacy Commissioner, who ought to be empowered to prevent data
collection or use if they are dissatisfied that the proposed benefit is proportionate to the
adverse effect.

b. Recommendation 9: Inform Individuals and the Privacy Commissioner of the Collection,
Use, Retention Period, and Rights to Opt-Out of Legitimate Interests. Creating rights-based
privacy legislation necessarily requires providing individuals with some control over their
information.

c. Recommendation 10: Institute Mandatory Auditing of Information Collection and Use
Under Section 18. Auditing measures would allow the Privacy Commissioner to ensure that
the practices conducted by the parties collecting and using information are up to the required
standards associated with the management of the collected or used data.

d. Recommendation 11: Empower the Privacy Commissioner to Prevent or Halt Data
Collection or Use for Legitimate Interests.

13. Recommendation 12 would amend subsections 12(2), (3), and (4) of the appropriate purposes

provision to ensure that the legislation requires meaningful consent for secondary uses of
personal information. The intended purposes for data collection, use, or disclosure must be
appropriate in the circumstances to avoid function creep. These purposes must be sufficiently specific
that data cannot be used for extraneous reasons. Where organizations do conceive of secondary
purposes for the data, knowledge and consent requirements must be renewed.

. Recommendation 13 recommends meaningful and substantive consultation with Indigenous groups in
the amendment of privacy legislation, including the CPPA, so as to ensure that the federal government
meets its commitment to ensure data sovereignty for Indigenous groups.

OF GLOBAL AFFAIRS & PUBLIC POLICY
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15. With respect to enforcement mechanisms, Recommendation 14 and 15 recommends changes to the
enforcement mechanisms under the legislation to enable timelier access to justice by enabling
matters to be brought to courts of competent jurisdiction at earlier stages.

16. With regards to accessibility and corporate transparency:
a. Recommendation 16: Amend the Plain Language Provision to Require Accessibility.

b. Recommendation 17: Amend to subsections 62(2)(a), (b), (c), (e), and (h) to require
greater specificity around privacy practices and policies.

c. Recommendation 18: Amend Section 63, 64, and add Section 70 to Empower Individuals
to Request Access, Challenge Decision-Making Processes, and Secure Information.

d. Recommendation 19: Require Private Organizations to Disclose Information Sharing with
Public Entities. Though data flows between public and private entities are becoming more
commonplace, individuals should understand how their data is being used by governing
bodies, especially since government agencies often make policies and laws that can exacerbate
harm to specific groups of people. Understanding which government agencies have access to
personal information can allow individuals to make more informed decisions about their
personal information.

Part2. The Commercial Ecosystem Surrounding Algorithmic
Policing Technology

A. Introduction to Algorithmic Policing Technology

17. Algorithmic policing technologies (APTs) include a wide range of algorithm-driven or artificial
intelligence-driven technologies that are used in the course of carrying out policing and law
enforcement functions. They may be divided into two broad categories. The first is what is generally
known as ‘predictive policing’ technology, which includes (a) location-focused predictive policing
tools, which algorithmically process historical police data to purportedly predict when and where crime
will next occur, before it occurs; and (b) person-focused predictive policing tools, which rely on
algorithmic data analysis in an attempt to identify people who are allegedly more likely to be involved
in potential criminal activity or to assess an identified person for their purported risk of engaging in
criminal activity in the future. The second broad category is algorithmic surveillance technologies,
which include facial recognition technology, automated license plate readers, social media surveillance,
and social network analysis. These kinds of technologies do not necessarily include a predictive
component, but are used for general monitoring and surveillance on a level far beyond traditional
policing methods.
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18. APTs—whether predictive policing software or algorithmic surveillance tools—raise complex questions
for both constitutional and private sector privacy law that Canadian legislation and jurisprudence have
yet to comprehensively or directly address. This deficit must be addressed with urgency in light of the
rise of APTs used, under development, or being considered by commercial organizations or law
enforcement agencies at the municipal, provincial, and federal levels across Canada.

19. The design or use of APTs implicate the right to data privacy during the collection of data, use (or
processing) of data, and disclosure of data (or data sharing). Data accuracy is an additional key issue of
concern where algorithmic decision-making is involved, and one that runs throughout the collection,
use, and disclosure stages. APTs pose particular problems for data protection law and the right to
privacy, for at least two reasons in particular. First, such tools’ advanced technological capabilities
enable an unprecedented degree of invasive and far-reaching data collection as compared to traditional
policing methods and non-algorithmic policing technologies. Second, APTs introduce a high risk of
algorithmic discrimination caused by biased data that is derived from practices reflecting systemic
discrimination against particular groups by the Canadian criminal justice system. These groups include
racialized and Indigenous individuals and communities; the LGBTQ+ community; those who live with
mental illnesses or disability; and those who live in poverty, rely on social welfare, or are unhoused.

20. It must also be noted that APTs have the high potential to infringe an array of fundamental human
rights and freedoms in addition to privacy rights. These human rights dangers inform the significance of
the privacy interests that are at stake when legislating in respect of APTs. Those impacts include adverse
effects upon the rights to freedom of expression, peaceful assembly, and association; the right to
equality and freedom from discrimination; the right to liberty and to be free from arbitrary detention;
the right to due process; and the right to a remedy.

B. Commercial Organizations and Algorithmic Policing Technology

21. Commercial vendors of APTs have an increasing role in Canadian law enforcement systems, particularly
in circumstances where agencies procure: APTs from private sector vendors, data sets, or data
processing services from commercial organizations that are used in conjunction with algorithmic
tools. Much of the data that are collected and processed through APTs are made possible by way of
datasets or technologies that are developed and sold by commercial vendors, and which may remain
involved in updating, running, or otherwise facilitating surveillance even after selling the technology.
Law enforcement actors may seek to obtain access to smart city data, social media data, mobile device
information (including location); private sector consumer data (such as surveillance cameras built into
“smart home” devices); and personal information collected through facial recognition technology,
automated license plate readers, social network analysis, and social media surveillance tools—all
commercial technologies sold by private sector entities.

22. Current Canadian privacy and data protection laws do not suffice to safeguard the right to privacy, in
the face of APTs’ formidable reach and capabilities. Furthermore, in dividing privacy law reform into
private and public stages, there is an overarching risk that neither source of legislative control will
adequately, or effectively, control the complex ecosystem of APTs. A comprehensive approach is critical.



23. Ineffective controls governing the commercial sector will cause knock-on adverse impacts on the
effectiveness of constitutional and human rights safeguards that must surround any use of APTs by law
enforcement authorities. In particular, when focusing on APTs obtained from, managed by, or operated
in conjunction with commercial vendors, governments in Canada must be cognizant to avoid the
following key dangers:

a. Without effective controls, existing and/or future constitutional protections against
unreasonable search and seizure (including the effectiveness of police oversight mechanisms
and remedial mechanisms) will be corroded by the privatization of policing and surveillance by
companies who seek to profitably develop, advertise, and sell data sets and technologies to
law enforcement actors;

b. Without clear limits and appropriate controls, the experimentation with, or uses of,
commercially-sourced data and technologies by law enforcement will breach constitutional
protections under the Canadian Charter of Rights and Freedoms; and,

c. Excessively permissive or ambiguous provisions in commercial-sector privacy legislation will
cause costly and prolonged litigation, and potential findings of constitutional invalidity.

24. These overarching dangers inform the role of privacy legislation in Canada. Moreover, particularly given
its status as quasi-constitutional legislation, privacy legislation is also critical in the context of
constitutional and human rights law governing data sharing relationships between commercial and
police actors. Inappropriate data collection and sharing relationships between commercial and police
actors engage the Charter, extending the government’s search and seizure obligations to the actions of
private companies and employees. For example, in 2017, the Court of Appeal for Ontario found that the
data sharing practices between an energy company in Ontario and a police service were such that the
two agencies were acting in tandem. As a result, the police investigation—and corresponding Charter
obligations—commenced through the actions of an employee of a private sector entity.” Governments
and law enforcement authorities must exercise extreme caution to avoid unconstitutional data-sharing
relationships between private sector and police agencies.

C. Bill C-27’s Problematic Place in Canada’s Legislative Landscape

25. In 2020, the Citizen Lab and the International Human Rights Program jointly published To Surveil and
Predict: A Human Rights Analysis of Algorithmic Policing Technology in Canada.? The report revealed

significant policy, practice, and legal deficits related to the use of APTs in Canada. The research findings
in Part 4 of the report described how multiple law enforcement agencies across the country are using or
developing various forms of APTs. Accompanying legal analysis (Part 5) discussed how such

"R v Orlandis-Habsburgo, 2017 ONCA 649.

# Kate Robertson, Cynthia Khoo, and Yolanda Song, “To Surveil and Predict: A Human Rights Analysis of Algorithmic Policing
in Canada” (September 2020), Citizen Lab and International Human Rights Program, University of Toronto. | note this
submission was prepared entirely by myself, building on the research of myself and other colleagues at the Citizen Lab. The
positions provided in this submission may not wholly reflect those of the International Human Rights Program and, as such,
should not be attributed to them unless they have explicitly indicated so elsewhere.
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technologies have the high potential to infringe fundamental human rights and freedoms that are
protected under the constitution and international human rights law, including privacy rights.

26. The report published twenty recommendations to ensure that law enforcement agencies and
governments uphold constitutional and human rights whenever they consider developing or adopting
APTs. A subset of priority recommendations were identified that governments and police agencies must
act upon with particular urgency. An overarching recommendation is that governments in Canada must
make reliability, necessity, and proportionality prerequisite conditions for the use of APTs, and
moratoriums should be placed on APTs that do not meet these established prerequisites.

27. In To Surveil and Predict, several recommendations stem from the absence of legislation that
comprehensively regulates the use of APTs in Canada. In 2022, the ETHI Committee studied facial
recognition technology and the growing power of Al, and also published several recommendations to
improve the federal legislative framework applicable to FRT and Al technologies. This included a
recommended moratorium on the use of FRT in Canada. The ETHI Committee’s recommendations,
similar to those outlined in To Surveil and Predict, identify the need for comprehensive legislative and
regulatory reform in several arenas concerning the development, sale, and use of APTs in Canada.

28. As a result, Bill C-27 has been tabled at a time where legislative gaps persist in the arena of APTs. Bill
C-27 is problematic because it leaves these gaps unfilled, while simultaneously paving more ways for
commercial organizations to engage in the development and sale of APTs (or data sharing for the
purposes of APTs). The Bill also does not introduce the strict controls that must, at minimum,
accompany any development or use of APTs. The following sections of Bill C-27 are reflective of how the
bill worsens the legislative arena applicable to APTs:

a) Section 44 of the CPPA would largely re-enact a provision in PIPEDA that authorizes the
non-consensual and non-transparent disclosure of personal information to government
institutions for law enforcement purposes. It refers to governmental “requests” for personal
information, accompanied by identified “lawful authority.” At present, there is a risk that
section 44 of the CPPA will continue to enable overbroad, non-transparent, and
non-consensual disclosure of personal information to law enforcement authorities for use in
conjunction with APTs. Meanwhile, permissive public sector privacy controls were, for the most
part, drafted at a time when more traditional policing activities were contemplated. The same
permissions could, troublingly, now be repurposed to exempt contemporary APTs from much
needed privacy controls, including clear limits defined by necessity and proportionality.
Moreover, section 44 of the CPPA is unaccompanied by clear oversight mechanisms and fosters
too much secrecy about how the provision is used in practice.

b) New consent-exceptions, such as the “legitimate interest” exception under section 18(3) of the
CPPA, appear to be creating new pathways for commercial organizations to seek to collect and
use personal information for profit-making activities surrounding APTs in Canada.

c) Furthermore, particularly to the extent that the Algorithmic Intelligence and Data Act may be
construed by commercial organizations as applying to commercially-developed APTs that are
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designed for law enforcement purposes, the legislation is far too permissive, and must be
substantially overhauled to address numerous and serious deficiencies in the legislation.
Unlike alternative approaches, such as regulation moving forward in the European Union, that
would ban some of the worst excesses of APTs, the AIDA appears to operate as a green, or
yellow light at best, to all forms of commercially-developed APTs. A comprehensive, human
rights-centric approach would impose a red-light moratorium on all APTs until it can be
comprehensively, and adequately, brought into legislative controls in Canada strictly defined
by necessity, proportionality, and reliability.

29. Ultimately, without a comprehensive approach to regulating artificial intelligence systems that may
come into the hands of law enforcement authorities, and without interim moratoriums in light of the
absence of comprehensive regulation, read together, the CPPA and the AIDA will tend to foster or even
increase the non-transparent, unaccountable proliferation of APTs in Canada from the commercial
sector. Deployment in such a manner would continue the historical predisposition of treating
vulnerable and marginalized communities as societal laboratories, wherein they disproportionately or
exclusively suffer the consequences of working out the “glitches” before a given technology is either
more widely implemented or is abandoned.

30. The remainder of this part identifies specific recommendations for legislative reform and/or
amendments in Bill C-27, that focus on APT vendors:

a) All levels of government with authority in respect of police services in Canada (including the
federal government), should place moratoriums on: a) law enforcement agencies’ use of
technology that relies on algorithmic processing of historic mass police data sets, pending
completion of a comprehensive review through a judicial inquiry; and, b) on the use of APTs
that do not meet prerequisite conditions of reliability, necessity, and proportionality.
(Recommendation 20)

b) In reviewing the CPPA and AIDA, we recommend that the federal government engage external
expertise, including expertise from historically marginalized communities that are
disproportionately impacted by the criminal justice system, in the development of regulation
and oversight mechanisms for both commercial-sector data collection/processing for policing
purposes, and commercially-developed APTs. When personal information is collected and
shared by commercial organizations for the purposes of designing or selling APTs or data sets
to law enforcement institutions in Canada, it poses serious privacy and human rights risks.
These risks are born disproportionately by historically marginalized communities that are
subjected to systemic discrimination in the criminal justice system. External expertise is
integral to any processes to develop, implement, or monitor APTs, including associated
regulation and oversight mechanisms. (Recommendation 21)

c) | reiterate the importance of Recommendation 19 in Minding Your Business, that would impose
an obligation on organizations to publish annual transparency reports to make detailed
disclosure about information sharing with public entities, including law enforcement.
Contravention of obligations to publish annual transparency reports must be the subject of

10
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enforceable Administrative Monetary Penalties (Recommendation 22). Robust transparency
practices are critical to enable effective democratic, accountability, and remedy mechanisms.

| reiterate the importance of Recommendation 12 and Recommendation 18 (set out above),
which focus on the need for meaningful consent to secondary uses of personal information.

| recommend that the federal government adopt ETHI’s 2022 recommendation to amend
PIPEDA to expressly prohibit the practice of capturing images of residents of Canada from the
internet or public spaces for the purpose of populating facial recognition technology databases
or artificial intelligence algorithms.’ (Recommendation 23)

| recommend that the federal government maintain the tightly drawn boundaries around
“publicly available” information under PIPEDA’s Regulations Specifying Publicly Available
Information, and to expressly incorporate the definition under new legislation, including the
exclusion social media websites from the definition of “publicly available” under the CPPA. To
the extent that ISED Canada has expressed an interest in examining the definition of “publicly
available” under PIPEDA, | recommend that it do so openly, rather than relegating
consideration of any dramatic reduction in privacy protection to the regulatory arena. For
example, including social media websites in the definition of publicly available would make it
“open-season” for the collection, use and disclosure of social media profiles of people in
Canada.’ Changes to such a critical scope of privacy protection should be democratically
protected by the legislative amendment process. (Recommendation 24)

The CPPA should expressly confirm that the proposed new “legitimate interest” exception
(section 18 of the CPPA) to consent and knowledge is not applicable to personal information
collected or used for the development or use of APTs. In the absence of such amendments,
commercial organizations would foreseeably consider that they have been delegated the
authority to decide, in their sole discretion, whether their economic interest in the sale of APTs
outweighs any potential adverse effects caused by the collection or use of personal
information for the development of such technologies. This is an assessment that commercial
organizations are inherently not equipped or entitled to conduct. (Recommendation 25)

The CPPA should expressly clarify that the socially beneficial purposes exemption set out in
section 39 of the CPPA is not applicable to law enforcement or national security investigations,
which are already regulated under sections 43-50 of the CPPA. (Recommendation 26)

| recommend that the consent exception under section 44 of the CPPA for law enforcement
purposes be the subject of review, consultation, stricter controls, and published guidance by
the Commissioner. (Recommendation 27) The provision should codify the principle that the

° Report of the Standing Committee on Access to Information, Privacy and Ethics, “Facial Recogition and the Growing Power
of Artificial Intelligence,” October 2022, Recommendation 17.
1% Professor Teresa Scassa, “Open Season on Social Media Data”, July 25, 2018.
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collection of personal information is limited to circumstances defined by necessity and
proportionality. (Recommendation 28)

j) 1 also recommend that section 44 of the CPPA be narrowed to strictly curtail the existing
exception in PIPEDA that permits disclosure of personal information for law enforcement
purposes without the individual’'s knowledge. Where information has been disclosed to
government agencies, organizations should be required to notify individuals of such
disclosures. Only pressing public interest reasons could militate against such notification. For
example, even during a live police investigation, section 487.0191 of the Criminal Code sets out
only narrow circumstances in which the recipient of a production order may be the subject of a
non-disclosure order. The provision requires “reasonable grounds to believe that the
disclosure during that period would jeopardize the conduct of the investigation of the offence
to which the preservation demand or the preservation or production order relates.” As this
provision illustrates, a provision that authorizes secrecy by default is neither necessary nor
proportionate, given the privacy rights at stake. (Recommendation 29)

k) | recommend that public interest legal standards and public sector control, including privacy
and criminal disclosure obligations, be expressly applied to commercial vendors that enter into
contracts with government or law enforcement for APTs. Software from APTs is typically
proprietary, and procured on the basis of behind-the-scenes lobbying. This results in secretive
public-private surveillance partnerships that strip criminal defendants of their due process
rights and subject all of us to inscrutable layers of mass surveillance. The law should not
permit police agencies “to do indirectly what the constitution bars them from doing directly.”"*
(Recommendation 30)

I) | recommend that the federal government adopt the Office of the Privacy Commissioner’s
recommendations in its brief to this committee (under the OPC’s Recommendation 8), relating
to automated decision making, profiling, and the removal of the “significant impacts” qualifier.
| would add that the “significant impacts” language should be removed from both 63(3) and
62(2)(c) of the CPPA. (Recommendation 31) These amendments would be in line with the
approach taken by the European Union’s General Data Protection Regulation (GDPR). Articles
13 and 14 of the GDPR state that whenever an individual’s personal data is obtained, and to
“ensure fair and transparent processing in respect of the data subject”, that individual is
entitled to be informed of the existence of automated decision-making, including profiling.™

1 Cynthia Khoo, “Appearance before the House of Commons Standing Committee on Access to Information, Privacy and
Ethics: Use and impact of facial recognition technology,” March 21, 2022 <
https://citizenlab.ca/2022/11/cynthia-khoo-testimony-committee-access-to-information-privacy-and-ethics/>.

2 Articles 13(2)(f) and 14(2)(g), General Data Protection Regulation (GDPR) (EU) 2016/679 <https://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=uriserv:0J.L_.2016.119.01.0001.01.ENG>.
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Part 4.  Data Exploitation by Foreign Platforms

A. Foreign Company Surveillance and Repurposing of Canadian
Users’ Chat Data

31. In a May 2020 report,” “We Chat, They Watch: How International Users Unwittingly Build up WeChat’s
Chinese Censorship Apparatus,” the Citizen Lab performed technical experiments that revealed that
WeChat communications conducted entirely among non-Chinese accounts—such as between residents

of Canada—are subject to pervasive political surveillance that was previously thought to be exclusively
reserved for Chinese accounts. WeChat is a communications platform that is incredibly popular in
China, and which is used by Chinese citizens who travel abroad, as well as by non-Chinese citizens to
communicate with one another and with Chinese citizens. The Citizen Lab’s research found that
documents and images that were transmitted entirely among non-Chinese accounts undergo content
analysis wherein these files are analyzed for content that is politically sensitive in China. Moreover,
upon analysis, any files deemed politically sensitive from these accounts are then used to train and
build up WeChat’s Chinese political censorship system, which is then applied to Chinese accounts.*

32. To confirm the findings of my colleagues’ technical research and to additionally determine whether
non-Chinese WeChat users’ chat texts (as opposed to documents and images alone) were under
surveillance, Citizen Lab’s researchers analyzed the terms of service and privacy policy documents
provided to Canadian users. Additionally, they made PIPEDA-based data access requests to WeChat’s
operator, Tencent. However, they found that there was no indication in WeChat’s terms of service or
privacy policy documents that non-Chinese users’ communications were being used to more efficiently
politically censor Chinese users. Moreover, the PIPEDA-based data access requests failed to even
confirm the existence of the political content surveillance that the researchers had already discovered.
Their initial requests received generic responses that did not answer specific questions my colleagues
posed regarding political content surveillance, and follow-up requests received no response.

33. | bring up the research my colleagues conducted into WeChat’s business practices to draw attention to
the existing limitations of federal commercial privacy legislation. One of the objectives of PIPEDA is to
enable users to understand how their personal information is being used by companies. In order to
choose which Internet platforms to use, users must have the capability to learn how their personal
information is being used by each Internet platform. For instance, users, upon understanding that an
Internet platform is using the content of their communications to enable the political censorship of

B Jeffrey Knockel, Christopher Parsons, Lotus Ruan, Ruohan Xiong, Jedidiah Crandall, & Ron Deibert, “We Chat, They Watch:
How International Users Unwittingly Build up WeChat’s Chinese Censorship Apparatus” (May 2020), The Citizen Lab, at
<https://tspace.library.utoronto.ca/bitstream/1807/101395/1/Report%23127—wechattheywatch-web.pdf>.

" These findings were notable because communications surveillance is generally difficult to measure. In our case, my
colleagues were able to measure it because of its immediately measurable effects on WeChat’s ability to censor images and
documents sent to Chinese users. However, when its results may not be immediately measurable, communications
surveillance is difficult to impossible to measure. For instance, our methods were unable to test whether the texts of chat
messages (as opposed to documents and images) sent among non-Chinese users were similarly analyzed for political
sensitivity or whether they were similarly used to improve censorship of Chinese users.
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another demographic of people, may choose to stop using that Internet platform. From an informed
consent perspective, it should not require substantive and long-term technical research to establish the
existence of systematic surveillance of users’ chat contents by a digital platform company, let alone
discovering the existence of new surveillance and a new use of their chat data. However, it was only
through such laborious and specialized research that Citizen Lab learned of those surveillance and
censorship training systems; such information was not contained in either WeChat’s or Tencent’s terms
of service or privacy policies provided to users outside of China (including those living in Canada), or
provided through making PIPEDA-based data access requests.

B. Recommendations

34. In light of the above, | recommend that the government expand powers to levy Administrative
Monetary Penalties (AMPs). At present Bill C-27 does not authorize the Commission to levy AMPs in the
event that an organization contravenes the appropriate purposes obligation (section 12 of the CPPA), or
section 63 of the CPPA (data access rights). Where organizations refuse to respond to, or comply with, a
data access request, the Commissioner should be empowered to seek AMPs. (Recommendation 32)

35. | also reiterate the importance of Recommendation 12 and Recommendation 18 (set out above),
which focus on the need for meaningful consent to secondary uses of personal information. In
establishing more extensive data access rights, the CPPA should compel both Canadian and
non-Canadian organizations to disclose to individuals, upon request, information concerning both the
specific and actual primary and secondary uses of their personal data. As noted, Recommendation 12
would require greater specificity when recording the purposes for which personal information is to be
collected, used and disclosed (section 12 of the CPPA). Further, Recommendation 18 also requires that
organizations provide greater specificity when describing uses of personal information in response to
access requests (section 63 of the CPPA). The focus on secondary uses would ensure that Canadian
residents have the opportunity to understand how their information may be used or repurposed.

36. The research Citizen Lab conducted into WeChat’s business practices also emphasizes the importance
of Recommendations 4-11 (above) in Minding Your Business, which would provide greater
accountability and disclosure obligations in relation to the CPPA’s socially beneficial and legitimate
interest exceptions. Canadian residents should have the opportunity to understand how their
information—even in a de-identified format—is being used to engage in business operations, including
contentious activities (e.g., using Canadian residents’ personal information, including private
communications data, to facilitate censorship practices by repressive governments in other countries).

Part 5.  Consumer Spyware and Stalkerware Apps

A. Introduction

37. Stalkerware is a term applicable to mobile applications (“apps”) that are deliberately designed to
facilitate surreptitious real-time and remote access to digital devices, and which can be and often are
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used to enable intimate partner violence, harassment, or abuse. These are mobile apps that an
individual may easily and affordably purchase online and install on an unsuspecting target’s phone.
Stalkerware apps can enable ongoing monitoring of and access to text messages, call and messaging
histories, emails, photos, videos, incoming and outgoing phone calls, GPS location, banking or other
account passwords, social media accounts, and more. This technology is closely associated with
technology-facilitated gender-based violence, abuse, and harassment.

38. In addition to stalkerware apps created and sold for the purposes of intimate partner violence and
related gender-based abuse, there are a range of spyware apps with similar intrusive capabilities, but
whose companies claim are intended for a legitimate or lawful purpose, such as child monitoring or
legal employee monitoring. (It bears mentioning, however, that children and employees also possess
privacy rights and thus the legitimacy of such surveillance may also be questionable.) These purported
‘dual-use’ vendors should be compelled to develop their apps to make it impossible—on a technical
and practical basis—to use them surreptitiously on an unsuspecting individual.

39. Spyware apps designed as stalkerware, however, or which share identical features as stalkerware even
if they are not marketed as such, should not be permitted to operate at all, and may in fact be subjected
to criminal prosecution by way of enabling interception of private communications. The discussion and
recommendations in this section of the submission which pertain to consumer spyware and
stalkerware apps are mostly concerned with ostensibly legitimate spyware apps. We focus on the
so-called ‘legitimate’ apps on the basis that intentionally designed and marketed stalkerware apps, by
definition, cannot and ought not be ‘rehabilitated’ by bringing them superficially into compliance with
commercial privacy law, given their inherently malicious nature and the ways in which they cause
harms and rights violations that go far beyond the purview of data protection law, with respect to
gender-based violence.

40. The Citizen Lab report, “Installing Fear: A Canadian Legal and Policy Analysis of Using, Developing, and
Selling Smartphone Spyware and Stalkerware Applications,”® contains a full analysis of stalkerware

apps under the federal Personal Information Protection and Electronic Documents Act (PIPEDA), and
briefly analyzes such apps under the European Union’s General Data Protection Regulation (GDPR). Its

partner report, “The Predator in Your Pocket: A Multidisciplinary Assessment of the Stalkerware
916

Application Industry,”* contains a holistic assessment of stalkerware apps—including technical analysis
of such apps’ security vulnerabilities and examining specific companies’ privacy policies and search
engine optimization (SEO) marketing practices. This holistic analysis illuminates our recommendations

for privacy reform to address this class of harmful technology.

41. Stalkerware apps violate several fundamental aspects of privacy and data protection laws, such as
PIPEDA, on their face, due to how they operate and the purpose they serve, either by explicit

5 Cynthia Khoo, Kate Robertson, and Ronald Deibert. “Installing Fear: A Canadian Legal and Policy Analysis of Using,
Developing, and Selling Smartphone Spyware and Stalkerware Applications,” Citizen Lab Research Report No. 120, University
of Toronto, June 2019.

16 Christopher Parsons, Adam Molnar, Jakub Dalek, Jeffrey Knockel, Miles Kenyon, Bennett Haselton, Cynthia Khoo, Ron
Deibert. “The Predator in Your Pocket: A Multidisciplinary Assessment of the Stalkerware Application Industry,” Citizen Lab
Research Report No. 119, University of Toronto, June 2019.
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advertisement or implicit design. While the problems of stalkerware and technology-facilitated
gender-based violence cannot be solved through the regulation of privacy or technology alone, and
reflect a much broader sociopolitical issue, a number of steps can still be taken that may mitigate or
prevent harm in some cases. The Citizen Lab analysis identifies potential loopholes in PIPEDA that
private developers or sellers of stalkerware might exploit to argue for exemption from privacy
obligations, in contravention of the spirit and objectives of privacy legislation.

42. Below | provide three specific recommendations for privacy law reform to target harms associated with
stalkerware.

B. Protection Must Follow the Individual

43. Companies that deliberately or knowingly produce software which is designed to enable digital
stalking, or which they are aware is used for this purpose, violate the consent provisions in Schedule 1,
section 4.3 (“Principle 3 - Consent”) and section 6.1 of PIPEDA, by foreclosing on the targeted
individual’s ability to give, refuse to give, or withdraw consent to being monitored, tracked and
surveilled through a stalkerware app on their phone. Stalkerware is not designed to seek—and often is
intentionally designed to bypass—consent from the targeted individual. Many stalkerware apps are
designed to explicitly conceal their presence on the targeted person’s smartphone. At the same time,
these apps regularly collect sensitive or highly sensitive information and disclose the collected data to a
third party, the perpetrator of the abusive surveillance.

44, In research undertaken by the Citizen Lab, we found that many stalkerware companies claim to adhere
to privacy laws and have privacy policies which make reference to respecting their users’ privacy and
data protection rights. Similarly, major app stores such as Google Play and the Apple App Store
(through which some stalkerware apps are distributed, despite repeated efforts to ban the most
egregious forms of such apps), have explicit policies against apps collecting or disclosing personal data
without clear and informed consent from users.

45. The problem in both cases—stalkerware apps and app stores—is that one could interpret “user” to refer
to the person who bought and is using the stalkerware app: the stalkerware operator who is
perpetrating abusive monitoring. The policies do not make clear that they are meant to apply to the
targeted individuals whose data is being wrongfully exfiltrated by the app’s user, because the targeted
individuals are not themselves, technically, the “user” of the app. This gap leaves vulnerable and
unprotected the individuals who are most in need of protective measures regarding consent, privacy,
and malicious behaviour.

46. Under PIPEDA, privacy protective obligations are, in all cases, meant to apply to any individual whose
personal information is being collected, used, or disclosed by a company’s activities. Guidance from the
Office of the Privacy Commissioner of Canada (OPC) clearly establishes that organizations must obtain
informed consent from “the individual whose personal information is collected, used or disclosed.” As
such, consent and knowledge requirements must be tied to the individual whose personal information
is affected and, as a result, does not allow for confusion or loopholes depending on who is formally or
technically considered the “user” of an app. App stores, online platforms, and third-party download
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sites should be required to specify that their data protection, privacy, consent, malicious behaviour, and
related policies and terms of developers’ agreements meant to protect users apply to any individual
whose data, device, or activity is being tracked, monitored, collected, or disclosed by the app, even if
they are not the app purchaser, the primary app “user,” or the owner of the device where the app is
installed.

47. In light of the above, | recommend that the legislation be re-framed to shift away from its focus on
“consumer” privacy, and the federal government should amend section 15 of the CPPA to confirm that
the individual from whom consent is required, in all cases, is the individual whose personal information
is being collected, used, or disclosed, whether or not they are the “user”, “consumer”, or “customer” of a
particular app. To comply with this requirement, companies’ privacy policies must explicitly protect and
apply to individuals whose data is being collected, used, or disclosed by their product or
service—whether or not that individual is considered the official “user”, “consumer”, or “customer.” In
other words, the privacy protection must apply to the personal information, regardless of app or device
ownership, or whether or not the individual is the one who paid for or is controlling the surveillance

software in question. (Recommendation 33)

C. “Personal or Domestic Purpose” Should Not Apply to

Commercial Entities

48. Child and employee monitoring software (which is routinely repurposed as stalkerware), and apps
designed to facilitate intimate partner surveillance, typically include features to hide their presence on
someone’s phone. Such features result in these app vendors inherently violating section 5(3) of PIPEDA,
which requires that any collection, use or disclosure of personal information is done only “for purposes
that a reasonable person would consider are appropriate in the circumstances.” Where a stalkerware
application is purpose-built to enable paying customers to covertly, or without consent, monitor and
track the digital activities of those they are in personal relationships with—possibly as part of a broader
situation of intimate partner abuse or gender-based violence or harassment—this cannot by any
measure be considered a reasonably appropriate purpose.

49. While section 5(3) of PIPEDA (now section 12(1) of the CPPA) seemingly prohibits stalkerware vendor
activities (in addition to other provisions concerning consent and safeguards), section 4(2)(b) (now
section 6(4)(b) of the CPPA) opens a potential loophole that may undermine this prohibition. Section
4(2)(b) states that the Act does not apply where an individual collects, uses, or discloses personal
information for their own “personal or domestic purposes”. This provision has been used to exempt
commercial services that collect and disclose personal information without consent, where such
services are hired by a private individual for a “personal or domestic purpose”, based on the agency
principle. An example is hiring a private investigator to surreptitiously gather personal information
about an individual for the purpose of a legal proceeding, which courts have deemed a “personal”
purpose.

50. Following the “agency” line of reasoning, one interpretation of section 4(2)(b) (section 6(4)(b) of the
CPPA) is that only the stalkerware operator (i.e., the perpetrator) is engaged in monitoring and tracking
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the targeted person, and they are doing so for a “personal or domestic” purpose—i.e., using the
technology to intimidate, harass, or abuse an individual for non-commercial purposes and outside the
course of commercial activities. To the extent the app vendor is involved, they are only collecting and
disclosing data on the operator’s behalf. As a result, a spyware app vendor may argue that they do not
fall under the proposed CPPA, and are not subject to its requirements. This is despite the fact that
collecting and disclosing personal data occurs in the course of their commercial activities—indeed, such
illicit collection and disclosure is what the surveillance technology is designed to do and the central
service for which the company is paid to provide, often on a subscription fee basis.

51. As the Alberta Information and Privacy Commissioner has pointed out, however, regarding the
equivalent provision of PIPEDA section 4(2)(b) in AB PIPA, section 4(3)(a),

[R]eading section 4(3)(a) in this way [to exempt commercial activity conducted “on behalf of”
paying individuals pursuing a “personal or domestic” purpose] would result in the position that
not only organizations that act for the purpose of legal proceedings and related investigations
would have no responsibilities under the legislation; the same would be true of any
organizations that act on behalf of an individual for a personal or domestic purpose, [sic] This
would be a significant result and one which, had the legislature intended it, might have been
expressed specifically, rather than by way of the somewhat ambiguously-worded section
4(3)(a).”

52. Interpreting the “personal or domestic purpose” provision to exempt the commercial activities of
organizations retained by private individuals for their own personal purposes would exculpate entire
businesses and sectors that set themselves up specifically, or ostensibly, to serve private individuals for
a variety of personal purposes (e.g., retail DNA analysis services, which collect sensitive personal data as
part of their business model, yet whose services are used for the personal purpose of discovering one’s
own genetic information). Moreover, such an exemption would be particularly troubling in the case of
apps that are designed or repurposed to facilitate intimate partner surveillance, abuse, violence, or
harassment, due to the specific wording of “personal or domestic purposes”. Such wording evokes and
would cast a shadow rooted in the historical context of family law and gender equality issues, in which
intimate partner violence has historically been hidden or downplayed as a “family matter” or merely
constituting “domestic” problems within the private home, in contrast to being recognized as a serious
and important matter of public concern.

53. To close the potential loophole described above, | recommend that the federal government follow the
reasoning of the Alberta IPC in Re Engel Brubaker above, and include in new privacy legislation explicit
affirmation that companies that sell software which can be (re)purposed as stalkerware are subject to
PIPEDA, to an equivalent set of obligations, or to any substantially similar legislation. The law must
make clear that commercial organizations writ large cannot be exempt from PIPEDA, or from any
substantially similar federal legislation, for reasons of being used for “personal or domestic
purposes”’—an exception meant to exclude private individuals, in their capacity of private individuals,
alone. (Recommendation 34)

" Engel Brubaker (Re), 2010 CanLlIl 98669 (AB OIPC), at para 105 [emphasis added].
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54. For the same reasons, | further recommend that section 18 (concerning “Business Activities” and
“Legitimate Interests”) be amended to close the additional loopholes created through those provisions
which spyware and stalkerware companies may seek to exploit to continue their business of selling
spyware tools. (Recommendation 35)

D. Spyware Companies Must Not be Permitted to Offload Liability
to Customers

55. In the course of the Citizen Lab’s examination of stalkerware, we found that their terms of service and

end user license agreements (EULAs) tend to convey an unrealistic disconnect. Harmful practices
associated with stalkerware as a tool of technology-facilitated gender-based abuse are well known.
However, companies still attempt to shift the burden of legal liability away from the companies
themselves, to their individual customers. Businesses are sometimes seemingly permitted to meet their
PIPEDA obligations by including compliance and safeguard provisions in contract agreements with third
parties, such as when data transfer or third-party data processing occurs in the course of their
commercial activities. However, such liability-offloading provisions do not, and ought not, apply in the
case of an app vendor whose products can be (re)purposed as stalkerware, and the product is used to
disclose a targeted individual’s personal information without consent to their abuser (i.e., the
stalkerware operator).

56. Stalkerware companies have, or can obtain, evidence of potential or actual abuse in the form of
customer support requests for assistance in engaging in intimate partner surveillance, public reviews of
their apps used or attempted to be used for such purposes, and high-profile media coverage of their
software used for intimate partner violence, abuse, and harassment. It is incumbent on those
companies to ensure their customers are obtaining consent, respecting targeted persons’ privacy and
human rights, and adhering to the law in practice.

57. To address spyware companies that sell products that can be repurposed to facilitate intimate partner
surveillance, abuse, violence, or harassment, | recommend that federal privacy law explicitly prohibit
spyware companies from disclaiming or offloading their liability and obligations to individual
customers (e.g., stalkerware operators) through terms of use or EULAs. (Recommendation 36)

Part 6.  Organizational Information

58. | submit this brief in an individual capacity as a Citizen Lab researcher. The views | have presented are
representative of my research and the research conducted by the Citizen Lab. Citizen Lab is an
interdisciplinary laboratory which focuses on research, development, and high-level strategic policy
and legal engagement at the intersection of information and communication technologies, human
rights, and global security.

59. Our work relies on a “mixed methods” approach to research combining practices from political science,
law, computer science, and area studies. Citizen Lab research has included, among other work:
investigating digital espionage against civil society; documenting Internet filtering and other
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technologies and practices that impact freedom of expression online; analyzing privacy, security, and
information controls of popular applications, and examining transparency and accountability
mechanisms relevant to the relationship between corporations and state agencies regarding personal
data and other surveillance activities.

Part /.  Conclusion

60. Parts 2-5 above review the recent body of Citizen Lab research that has generated recommendations
concerning the need for modernization and reform to existing privacy legislation in Canada, including
that applicable to commercial organizations. It is notable that the proposed privacy reforms in Bill C-27
would largely codify and expand existing commercial practices, as opposed to addressing existing and
potential harms under PIPEDA. It is commendable that the proposed privacy legislation incorporates
more robust enforcement mechanisms to accompany the legislation. Nevertheless, findings from
Citizen Lab research highlight the need for substantive and meaningful amendments to PIPEDA that are
not addressed through the expansion of enforcement powers.

61. On the whole, as my previous colleagues concluded in Minding Your Business, | also urge the Committee
to substantially amend or redraft the CPPA to adopt a rights-forward perspective, instead of primarily
orienting the legislation around the interests of businesses and government agencies. In so doing, | also
urge the federal government to comprehensively regulate the relationship between the commercial
organizations and law enforcement authorities in respect of APTs, as set out in Recommendations 20-31
above, including the recommendations for interim moratoriums in respect of APTs to account for
ongoing gaps in the legislative landscape.

62. To work towards the goal of passing privacy law that respects the rights and dignity of Canadian
residents, the federal government should consider re-drafting and re-introducing legislation that
orients instead towards human rights and ensures that collections, uses, and disclosures of personal
information, including de-identified information, following detailed equity and gender-based policy
assessment process.

63. Thank you for this opportunity to comment.

Signed:

Kate Robertson, Senior Research Associate at the Citizen Lab
kate@citizenlab.ca

Encl. Part 5 of Amanda Cutinha and Christopher Parsons, Minding Your Business: A Critical Analysis of the
Collection of De-identified Mobility Data and Its Use Under the Socially Beneficial and Legitimate Interest
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Exemptions in Canadian Privacy Law, Citizen Lab Research Report No. 161, University of Toronto, November 22,
2022.
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5. The Consumer Privacy Protection Act =

The federal government has twice introduced legislation to replace the federal commer-
cial privacy law, PIPEDA. The first, Bill C-11: Digital Charter Implementation Act, 2020
(C-11),died on the order paper when an election was called on August 15,2021. A revised
version of the legislation, Bill C-27: An Act to enact the Consumer Privacy Protection Act,
the Personal Information and Data Protection Tribunal Act and the Artificial Intelligence
and Data Act and to make consequential and related amendments to other Acts (C-27),
was introduced on June 16, 2022.

We refer principally to elements of Part Il of C-27, the Consumer Privacy Protection Act
(CPPA), though sometimes also reference similar language that appeared in C-11. As
previously argued in Part 4, the federal commercial privacy legislation that is in force at
time of writing is deficient because it fails to adequately govern de-identified informa-
tion, contains inappropriate exceptions to knowledge and consent, threatens to undercut
Indigenous data practices, fails to include enforcement mechanisms, and, broadly, does
not compel private organizations to explain their activities clearly to individuals. As C-27
is meant to replace the private sector privacy legislation, PIPEDA, we focus on the extent
to which C-27 ameliorates these deficiencies.

5.1. Governing De-ldentified Data

As discussed in Part 4.1, PIPEDA does not adequately govern de-identified data. C-11
would have governed de-identified data, which it defined as personal information that
was created or modified “by using technical processes to ensure that the information
does not identify an individual or could not be used in reasonably foreseeable circum-
stances, alone or in combination with other information to identify an individual.”*** This
definition, adopted in C-11, was inclusive in that it would have governed de-identified
information that removed both direct (e.g., names, phone numbers, social insurance
numbers, etc.) and indirect (e.g., place of birth, race, religion, weight, unusual occupa-
tion, etc.) identifiers.

In contrast, C-27 introduced the concepts of de-identified as well as anonymous informa-
tion. The former refers to data where direct identifiers have been removed such that an
individual cannot be directly identified, but where there is still a possibility to re-identify
information.'* Anonymous information, in contrast, would have to be irreversibly and

150 Bill C-11, “Digital Charter Implementation Act, 2020.” LegisInfo. Available at: https://www.parl.ca/
LegisInfo/en/bill/43-2/c-11, s 2.

151 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27,s.2(1): “de-identify means to modify personal information so that an individual cannot



permanently modified “in accordance with generally accepted best practices, to ensure
that no individual can be identified from the information, whether directly or indirectly,
by any means.”**2 Where information has been anonymized, it is considered to fall out of
scope of the legislation, though s. 2(3) of the CPPA includes a number of situations where
de-identified data can be used or treated as though it were anonymous.

In the case of mobility data, if a private organization removed direct and indirect identi-
fiers, C-27 would not govern such information. This would include situations where
private organizations disclosed such information to government agencies such as PHAC,
the Royal Canadian Mounted Police , or the Canada Border Services Agency, among
others. C-27, then, would not necessarily remedy the governance issues that presently
exist within PIPEDA.

While C-27 attempts to safeguard de-identified data by imposing prohibitions on re-iden-
tifying it, it also empowers the Privacy Commissioner to permit re-identification of
information where it is clearly in the interests of the individual.’>® The very presence of
re-identification exemptions suggests that data may not be irreversibly de-identified.
While organizations may be administratively expected to not re-identify information,
the information may, nonetheless, be re-identified. Should private organizations suffer
data breaches, it is possible that their own information repositories may be sufficient
to re-identify individuals. These risks mean that de-identified data should always enjoy
strong privacy regulations and, as such, exemptions under s. 2(3) that would authorize
private organizations to treat de-identified data as equivalent to anonymous data are
ill-conceived.

To more appropriately safeguard de-identified information, we make the following three
recommendations.

be directly identified from it, though a risk of the individual being identified remains.”

152 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27,s. 2(1).

153 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, s 75, s116.



Recommendation 1: Adopt the Prior Definition for De-ldentified Data underC-11

Adopting the prior definition of de-identified information outlined in C-11 would allow
private sector privacy law to govern de-identified data by way of removing either direct
orindirect identifiers.

Original C-27 Text Proposed Legislative Amendment
2(1) de-identify means to modify 2(1) de-identify means to modify
personal information so that an personal information so-thatan-
individual cannot be directly individuatcannot be directty
identified from it, though a risk identified from-it; though-arisk
of the individual being identified of theindividuat being identified-
remains. (dépersonnaliser) remains: — or create information

from personal information—by
using technical processes to ensure
that the information does not
identify an individual or could not
be used in reasonably foreseeable
circumstances, alone orin combi-
nation with other information, to
identify an individual. (déperson-
naliser)

Recommendation 2: Remove Exemptions under Section 2(3)

Exemptions under s. 2(3), which would authorize private organizations to treat
de-identified data as equivalent to anonymous data in some situations, should be
removed in order to allow for better transparency and accountability standards.

Original C-27 Text Proposed Legislative Amendment
2(3) For the purposes of this Act, 2(3) For the purposes of this Act,
other than sections 20 and 21, sub- otherthansections26-and-21;-
sections 22(1) and 39(1), sections subsections-22{1)-and-39(1);sec-
55 and 56, subsection 63(1) and tions-55-and-56; subsection-63{1})-
sections 71, 72, 74, 75 and 116, and-sections71;72;74; 75-and-
personal information that has been 116, personal information that has
de-identified is considered to be been de-identified is considered to

personal information. be personal information.



Recommendation 3: Enable the Privacy Commissioner to Establish Regulations to
Ensure Appropriate De-ldentification

The Privacy Commissioner should be empowered to establish regulations to ensure that
information is appropriately de-identified. Doing so would reduce the risk that data may
be re-identified. This ability would extend beyond the discretion presently offered to
private organizations to adopt technical and administrative measures.'**

5.2. Knowledge and Consent

Private organizations can use exemptions to knowledge or consent requirements under
PIPEDA where the collection, use, or disclosure is clearly in the interests of the individual
and consent cannot be obtained in a timely way, or when there are concerns that consent
would impact the accuracy of the information, among others.** These exemptions, along
with new exemptions, are presentin C-27. In particular, the exemptionsin the CPPA under
s.39 about socially beneficial purposes and s. 18 about legitimate interest would broadly
maintain and expand the ability of private organizations to disclose information to federal
bodies, or to collect and use personal information for the private organization’s purposes,
without first seeking consent or explaining the organization’s practices. The effect of these
exemptions may be to let private organizations replicate activities that could broaden
trust deficits in how private and public organizations handle personal (or de-identified
or anonymous) information.

In the remainder of section 5.2, we assess the deficiencies associated with the socially
beneficial purposes and the legitimate purpose exemptions. We ultimately conclude that,
in their present form, they would not appropriately govern how private organizations
could collect, use, or disclose information associated with, or derived from, individuals..
Specifically, individuals would continue to be unaware of data disclosures, such as of
de-identified and aggregated mobility information from private organizations to govern-
ment agencies, nor would individuals be in a position to oppose such data handling
because they would not have provided meaningful consent to such private organiza-
tions’ activities or because they had not been made aware that the disclosures of their
information were occurring.

5.2.1. Socially Beneficial Purpose Exception
The collection, use, and disclosure of de-identified information between private organi-
zations and government agencies would fall under the socially beneficial purposes

154 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential and
related amendments to other Acts.” Legisinfo. Available at: https://wrecoww.parl.ca/legisinfo/en/
bill/44-1/c-27, 5. 74.

155 Personal Information Protection and Electronic Documents Act, SC 2000, ¢ 5,s 7.



exemptions under C-27. The language is the same in both C-11 and C-27 and is repro-
duced in Information Box 4.

Information Box 4: Section 39 (1) - (2) of the CPPA

39 (1) Anorganization may disclose an individual’s personalinformation without
their knowledge or consent if

(a) the personalinformation is de-identified before the disclosure is made;
(b) the disclosure is made to
(i) agovernmentinstitution or part of a governmentinstitutionin Canada,

(ii) ahealth careinstitution, post-secondary educational institution or public
library in Canada,

(iii) any organization that is mandated, under a federal or provincial law or
by contract with a government institution or part of a government institution
in Canada, to carry out a socially beneficial purpose, or

(iv) any other prescribed entity; and
(c) thedisclosure is made for a socially beneficial purpose.

(2) For the purpose of this section, socially beneficial purpose means a purpose
related to health, the provision orimprovement of public amenities or infrastructure,
the protection of the environment or any other prescribed purpose.>®

When we turn to the example of Telus and BlueDot disclosing de-identified and aggre-
gated mobility information to government agencies, it is apparent that s. 39 would
authorize such behavior. The information in question was de-identified by Telus and
BlueDot before the disclosure was made (s. 39(1)(a)), made to a government institu-
tion (s. 39(1)(b)), and would likely be found to have been made for a socially beneficial
purpose (s.39(1)(c)), namely a purpose related to health (s. 39(2)) or any other prescribed
purpose given that the intended use of mobility data was to survey and track disease.
Consequently, under C-27, knowledge and consent need not be sought prior to disclosing
de-identified mobility or geolocation information for socially beneficial purposes to
government agencies.

Professor Teresa Scassa’s assessment of the socially beneficial purpose exception found
that it might have the effect of authorizing some research purposes and not others.*’

156 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, s 39. Emphasis not in original.

157  Teresa Scassa. (2020). “Data for Good?: An Assessment of the Proposed Exception in Canada’s Private
Sector Data Protection Law Reform Bill.” Teresa Scassa. Available at: https://www.teresascassa.ca/
index.php?option=com_k2&view=item&id=335:data-for-good?-an-assessment-of-the-proposed-



Notably, socially beneficial purposes only extend to research about health, the provision
or improvement of public amenities or infrastructure, or the protection of the environ-
ment.?® While true that some socially beneficial research could be stymied by the current
drafting language in C-27, the same language could authorize some problematic uses of
the data.

While socially beneficial activities can have positive characteristics,™ determining what
constitutes a beneficial activity can be as much a political decision as a bureaucratic one
that is ideally grounded in community consultation or public feedback. As an example,
through one political lens, a health agency might assess the distance that people must
travel to receive abortion care as a way of determining that there are an insufficient
number of funded care facilities insofar as this is essential care that people have a right
to obtain. Through a very different political lens, however, access to such services might
be regarded as deleterious to fetal life, and mobility information could used to develop
campaigns to promote anti-abortion policies that are regarded by governments as
socially beneficial at the time. In the absence of stiff normative discipling functions in
the legislation, such as rights-based tests, there is a risk that what is socially beneficial
for some is not for others.*®®

Further, de-identified information may be used for “other prescribed purposes” in the
future. While outside the scope of this report, the potential to expand what constitutes
socially beneficial purposes means that there is no clear delineation of the conditions
wherein the exemption might apply. Future governments could extend what constitutes
socially beneficial purposes to include new policy objectives. Such objectives could
change, expand, or contract with successive governments. Consider, as an example, that
a future purpose might include the modernization of the border and thus that could
entail tracking the movement of people close to federal borders or specifically monitoring
regions where (often racialized) newcomers to Canada live. In such a situation, individ-
uals and communities may be unable to resist data collection, such as when it is carried

exception-in-canada%E2%80%99s-private-sector-data-protection-law-reform-bill&ltemid=80.

158  Teresa Scassa. (2020). “Data for Good?: An Assessment of the Proposed Exception in Canada’s Private
Sector Data Protection Law Reform Bill.” Teresa Scassa. Available at: https://www.teresascassa.ca/
index.php?option=com_k2&view=item&id=335:data-for-good?-an-assessment-of-the-proposed-
exception-in-canada%E2%80%99s-private-sector-data-protection-law-reform-bill&Itemid=80.

159 See for example: Masataka Harada, Gaku Ito, and Daniel M. Smith. (2022). “Using Cell-Phone Mobility
Data to Study Voter Turnout.” SSRN. Available at: https://papers.ssrn.com/sol3/papers.cfm?abstract_
id=4205273.

160  See: Lindsay Clark. (2022). “Decisions on Health Data Sharing Should Not be Taken by Politicians,
Citizen Juries Find.” The Register. Available at: https://www.theregister.com/2022/08/31/uk_health_
data_share/. “A report by England’s National Data Guardian (NDG), an independent watchdog for
health data appointed by the Secretary of State for Health and Social Care, found that in citizen juries
consulted on health data, “very few jurors wanted decisions about the future of these initiatives to
be taken by the minister or organization accountable for them. Most believed that an independent
body of experts and lay people should assess the data sharing initiatives.”



out by telecommunications providers or data brokers, nor restrict subsequent sharing of

individuals’ and communities’ de-identified data with the federal government.

In light of the potentially problematic uses of de-identified data for socially beneficial

purposes and the potential for socially beneficial uses to expand, unconstrained, over

time, we make the following recommendations.

Recommendation 4: Inform Individuals and the Privacy Commissioner of the
Disclosure, Recipient, Purpose, and Rights to Opt-Out of Socially Beneficial

Purposes

Creating rights-respecting privacy legislation necessarily requires individuals to have
some sense of control over theirinformation. Informing individuals of the ways in which
their information is disclosed and, subsequently, providing them with the option to
opt-out recognizes their right to information and empowers individuals to decide
whether the articulated beneficial purposes warrant the collection of their data.

Original C-27 Text

39 (1) Anorganization may disclose
an individual’s personal information
without their knowledge or consent if

(a) the personal information is
de-identified before the disclosure
is made;

(b) hedisclosure is made to

(i) agovernment institution or
part of a government institu-
tion in Canada,

(ii) ahealth care institution,
post-secondary educational
institution or public library in
Canada,

(iii) any organization thatis
mandated, under a federal or
provincial law or by contract
with a government institution
or part of a government insti-
tution in Canada, to carry out a
socially beneficial purpose, or

(iv) any other prescribed
entity; and

(c) thedisclosureis made fora
socially beneficial purpose.

Proposed Legislative Amendment

39 (1) Anorganization may disclose an
individual’s personal information without their

knowtedge-or explicit consent if

(a) the personalinformation is de-identi-
fied before the disclosure is made;

(b) the disclosure is made to

() agovernmentinstitution or part ofa
government institution in Canada,

(ii) a health careinstitution, post-second-
ary educational institution or public library
in Canada,

(i) any organization that is mandated,
under a federal or provincial law or by con-
tract with a government institution or part
of a government institution in Canada, to
carry out a socially beneficial purpose, or

(iv) anyother prescribed entity; and

(c) thedisclosure is made for a socially
beneficial purpose:;

(d) the individual is informed of the dis-
closure, the recipient of information, the
articulated socially beneficial purpose, the
disclosure and retention period, the opt-
out process prior to the disclosure, and the
adverse effect assessment in (3);2*

(e) the receiver of the de-identified informa-
tion confirms consent obligations have been
complied with by the organization; and,

(f) the Privacy Commissioner is consulted
and approves of the disclosure.

161 39 (3) is defined in Recommendation 5.



Recommendation 5: Require that the Socially Beneficial Purpose Be Publicly
Disclosed and Approved by the Privacy Commissioner and that an Adverse Effect
Assessment Be Conducted

Ensuring that the proposed purpose is genuinely socially beneficial is important to
establish public trust. Publicly disclosing the purpose will let individuals understand
why their data is being collected and help them make more informed choices as to
their opt-out rights outlined in Recommendation 4. As well, requiring the Privacy
Commissioner to sign off on these purposes provides an accountability measure to
mitigate purposes that are vague or overly broad.

Additionally, requiring organizations to conduct assessments to determine the nature
of these impacts prior to data collection, use, or disclosure would help to mitigate the
negative social impacts of data sharing even where it is perceived to be of benefit. Prior
to data sharing, the assessment should be reviewed by the Privacy Commissioner,
who ought to be empowered to prevent data collection, use, or disclosure if they are
unsatisfied that the proposed benefit is proportionate to the adverse effect.

Original C-27 Text Proposed Legislative Amendment
39(2) Forthe purpose of this section, 39(2) Forthe purpose of this section,
socially beneficial purpose means socially beneficial purpose means a
a purpose related to health, the purpose related to health, the provi-
provision or improvement of pub- sion orimprovement of public ame-
lic amenities orinfrastructure, the nities or infrastructure, the protection
protection of the environment or any of the environment or any other pre-
other prescribed purpose. scribed purpose that has been publicly

promulgated, disclosed, and approved
by the Privacy Commissioner.

39 (3) Prior to collecting or using per-
sonal information under subsection
(1), the organization must

(a) identify any potential adverse
effect on the individual that is likely
to result from the collection or use
through a review of the sensitivity of
N/A the data and an equity assessment;

(b) identify and take reasonable
measures to reduce the likelihood
that the effects will occur or to miti-
gate or eliminate them;

(c) record its assessment of (a) and
(b) and provide a copy of the assess-
ment to the Commissioner within
areasonable time period before
collection or use under subsection
(3);and,

(d) comply with any prescribed
requirements.



Recommendation 6: Institute Auditing of Information Sharing Under Section 39

Auditing measures would allow the Privacy Commissioner to ensure that the practices
conducted by the parties collecting and disclosing information meet the required
de-identification standard(s). In particular, the Commissioner could ensure that
de-identification practices carry a low risk of re-identification, that the data has been
used foronly approved and well-defined purposes, and that data has been disposed of
appropriately. Should the Commissioner find that the parties have acted inappropriately,
they should be empowered to impose orders and penalties accordingly. This ability
would create the necessary checks and balances to ensure public trust in data sharing
for the social good.

Proposed Legislative Amendment

Auditing Practices

39 (4) After the noted disclosure period in subsection (1)(d),** the
Commissioner may conduct an audit of whether consent was adequate,
best practices for de-identification were followed, re-identification never
occurred, information was used only for the disclosed purposes, and

that information past the retention period was disposed of.

Recommendation 7: Empower the Privacy Commissioner to Prevent or Halt Data
Sharing for Socially Beneficial Purposes

Prior to data sharing, the adverse effect assessment should be reviewed by the Privacy
Commissioner, who ought to be empowered to prevent data collection, use, or disclosure
if they are unsatisfied that the proposed benefit is proportionate to the adverse effect. In
addition, it may be helpful to require the Commissioner to engage with every government
body where the socially beneficial purpose exemption is claimed. This engagement
process would include organizations proving to the OPC that, where required, meaningful
consent has been obtained and, where not required, it was not possible to obtain consent
prior to the disclosure of information. Where such evidence has not been provided to
the Commissioner, the legislation should empower the Commissioner to require the
data be immediately disposed of and individuals be notified of the unlawful collection
of information if doing so is possible.

Proposed Legislative Amendment

39 (5) Where the Privacy Commissioner is not satisfied that the social
benefit outweighs the potential adverse effect on a review of the
adverse effect assessment in (3), they can prevent or terminate the
disclosure of information.

39 (6) If at any point the Privacy Commissioner learns that consent was
not adequately obtained, the Commissioner may order that the data
be immediately disposed of and individuals shall be notified of the
unlawful collection of information to the extent that this is possible.
The Privacy Commissioner may also impose penalties and make orders
asjust.

162 39(1)(d) is defined in Recommendation 4.



5.2.2. Legitimate Interest Exception

Bill C-27 includes an exception to knowledge and consent where an organization has
a legitimate interest that outweighs adverse effects. This exception may let organiza-
tions collect or use personal information without the knowledge or explicit consent of
an individual, even when collecting, using, or disclosing the personal information for
non-socially beneficial purposes. Information Box 5 reproduces the relevant parts of s.
18 of the CPPA.

Information Box 5: Section 18 (3) - (5) of the CPPA

18(3) Anorganization may collect oruse an individual’s personal information without
their knowledge or consent if the collection or use is made for the purpose of an activity
in which the organization has a legitimate interest that outweighs any potential adverse
effect on the individual resulting from that collection or use and

(a) areasonable personwould expect the collection or use for such an activity; and

(b) the personalinformation is not collected or used for the purpose of influencing
the individual’s behaviour or decisions.

18 (4) Prior to collecting or using personal information under subsection (3), the
organization must

(a) identify any potential adverse effect on the individual that is likely to result
from the collection or use;

(b) identify and take reasonable measures to reduce the likelihood that the effects
will occur or to mitigate or eliminate them; and

(c) comply with any prescribed requirements.

18 (5) The organization must record its assessment of how it meets the conditions set
out in subsection (4) and must, on request, provide a copy of the assessment to the
Commissioner.1

Organizations regularly find novel uses for personal information. Some current uses,
such as monitoring web activities and store visits'® or the purchase of goods to assess
the efficacy of targeted advertising165 or persistently monitoring online activities to
generate business intelligence166 would have been largely unthinkable a few decades
ago. Today, however, they are regular business activities and, in some cases, may be
considered reasonable by many companies and some members of the public.

163 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, s 18.

164  Owen Ray. (2022). “How to Track Online and Offline Conversations in Google Ads.” Invoca. Available
at: https://www.invoca.com/blog/how-to-track-online-and-offline-conversions-in-google-ads.

165  Maya Kosoff. (2017). “Google is Secretly Monitoring Your Real-World Purchases, Too.” Vanity Fair.
Available at: https://www.vanityfair.com/news/2017/05/google-tracking-credit-card-data-advertisers.

166  Steve Dent. (2022). “Facebook and Instagram Apps can Track Users via Their In-App Browsers.”
Engadget. Available at: https://www.engadget.com/meta-can-track-facebook-and-instagram-users-on-
ios-with-its-in-app-browsers-071834703.html; Karissa Bell. (2018). “‘Highly Confidential’ Documents
Reveal Facebook Used VPN App to Track Competitors.” Mashable. Available at: https://mashable.com/
article/facebook-used-onavo-vpn-data-to-watch-snapchat-and-whatsapp.



The interpretation of the reasonableness provision in s. 18(3)(a) will have significant
and ongoing implications for how private organizations handle personal information.
Would the collection of information by Telus for the purpose of creating the Data for Good
program constitute a “legitimate interest” given the unique ability of telecommunica-
tion companies to collect and use mobility data? Could such an interpretation pave the
way for other private entities tracking location to establish data trusts of mobility data?

In effect, while the socially beneficial purposes clause opens the door to sharing de-iden-
tified information with third-parties, such as government agencies, the legitimate interest
exception enables private organizations to determine whether the collection or use of
personal information outweighs the adverse effects of doing so. While the information
cannot be used for marketing purposes, which would be meant to influence an individ-
ual’s behavior or decisions, it could be used to create datasets that facilitate business
or policy developments. Moreover, the Privacy Commissioner would need to know that
organizations were collecting or using information under this exception and then make
a request for the organization’s records about using the exception instead of organiza-
tions being required to notify the Commissioner. The effect is that unless the Privacy
Commissioner is zealously engaged in asking private organizations about whether they
are collecting or using personal information under the legitimate interest exception, it
will be private organizations that will principally be the judges and juries of whether their
collection falls under the legitimate interest exception.

Recommendation 8: Enhance Adverse Effect Assessments

Collecting and using data for even legitimate business interests may carry adverse
effects for vulnerable and marginalized groups. Requiring organizations to carry out
enhanced adverse effects assessments to determine the nature of these impacts prior
to data collection or use can better mitigate the negative social impacts of data handling
even where it is perceived to be of benefit to individuals or the private organization.
Prior to collection or use, the adverse effect assessment should be reviewed by the
Privacy Commissioner, who ought to be empowered to prevent data collection or use
if they are dissatisfied that the proposed benefit is proportionate to the adverse effect.

Original C-27 Text Proposed Legislative Amendment

Conditions precedent

18 (4) Priorto collecting or using per-
sonal information under subsection (3),
the organization must

(a) identify any potential adverse effect
on the individual that is likely to result
from the collection or use;

(b) identify and take reasonable
measures to reduce the likelihood that
the effects will occur or to mitigate or
eliminate them; and

(c) comply with any prescribed require-
ments.

Conditions precedent

18 (4) Priorto collecting or using person-
al information under subsection (3), the
organization must

(a) identify any potential adverse effect on
the individual that is likely to result from
the collection or use through a review of the
sensitivity of the data and an equity analysis
of such adverse effects;

(b) identify and take reasonable measures
to reduce the likelihood that the effects will
occur or to mitigate or eliminate them; and

(c) comply with any prescribed require-
ments.



Recommendation 9: Inform Individuals and the Privacy Commissioner of the
Collection, Use, Retention Period, and Rights to Opt-Out of Legitimate Interests

Creating rights-based privacy legislation necessarily requires providing individuals with
some control over their information. Informing individuals of how their information is
collected or used and providing them with the option to opt-out recognizes their right
to information and empowers individuals to determine whether they consent to any

use of their information for legitimate interests.

Original C-27 Text

18 (3) An organization may collect or
use an individual’s personal infor-
mation without their knowledge or
explicit consent if the collection or
use is made for the purpose of an
activity in which the organization has
a legitimate interest that outweighs
any potential adverse effect on the in-
dividual resulting from that collection
oruse and

(a) areasonable person would
expect the collection or use for
such an activity; and

(b) the personal information is not
collected or used for the purpose
of influencing the individual’s
behaviour or decisions.

Record of assessment

(5) The organization must record its
assessment of how it meets the con-
ditions set out in subsection (4) and
must, on request, provide a copy of
the assessment to the Commissioner.

N/A

Proposed Legislative Amendment

18 (3) An organization may collect or
use an individual’s personal information
without their knowtedge-or explicit
consent if the collection or use is made
for the purpose of an activity in which
the organization has a legitimate
interest that outweighs any potential
adverse effect on the individual result-
ing from that collection or use and

(a) areasonable person would
expect the collection or use for such
an activity; and

(b) the personal information is not
collected or used for the purpose of
influencing the individual’s behaviour
ordecisions.;

(c) the individual is informed of the
collection or use, the legitimate inter-
est at stake, the timeline for collection
or use, the retention period, the opt-
out process as outlined in (6) and the
adverse effect assessment.

Record of assessment

(5) The organization must record

its assessment of how it meets the
conditions set out in subsection (4) and
must;enreqtest; provide a copy of
the assessment to the Commissioner
within a reasonable time period before
collection or use under subsection (3).

Opt-Out

(6) After the individual is informed in accor-
dance with subsection (3), the individual
must be informed of the ability to opt-out
and have a reasonable time to do so.

(7) All individuals whose information is
collected or used must be able to opt-out of
future collection and use of their data asso-
ciated with a legitimate interest purpose.



Recommendation 10: Institute Mandatory Auditing of Information Collection and
Use Under Section 18

Auditing measures would allow the Privacy Commissioner to ensure that the practices
conducted by the parties collecting and using information are up to the required
standards associated with the management of the collected or used data. In particular,
the Commissioner could ensure that any de-identification practices which are adopted
carry a low risk of re-identification, that the data has been used only for a legitimate
interest that is well-defined, and that data has been disposed of appropriately. Should
the Commissioner find that the parties have acted inappropriately in any manner, the
Commissioner should be empowered to impose orders and penalties accordingly as
discussed in Recommendations 14 and 15 as well as in Part 5.5 generally. This ability
would create the necessary checks and balances to ensure public trust in data sharing
for legitimate interest purposes.

Proposed Legislative Amendment

Auditing Practices

(7) After the noted disclosure period in subsection (3)(c),*®" the Com-

missioner may conduct an audit of data handling practices, including
de-identification practices, the purposes for collection or use, and that

information past the retention period has been disposed of.

Recommendation 11: Empower the Privacy Commissioner to Prevent or Halt Data
Collection or Use for Legitimate Interests

Prior to data collection or use, the adverse effect assessment may be reviewed by the
Privacy Commissioner, who ought to be empowered to prevent data collection or use
if not satisfied that the proposed benefit is proportionate to the adverse effect.

Proposed Legislative Amendment

(8) Where the Privacy Commissioner is not satisfied that the legitimate
interest outweighs the potential adverse effect on a review of the ad-
verse effect assessment in (5), they can prevent the collection or use of
information.

(9) If at any point the Privacy Commissioner learns that sufficient infor-
mation was not provided to enable opt-out, the Commissioner may
order that the data be immediately disposed of and individuals shall be
notified of the collection of information. The Privacy Commissioner may
also impose penalties and make orders as just.

167

18(3)(c) is defined in Recommendation 9.



5.3. Meaningful Consent for Secondary Uses

The intended purposes for data collection, use, or disclosure must be appropriate in
the circumstances to avoid function creep. These purposes must be sufficiently specific
that data cannot be used for extraneous reasons. In addition to recommendations made
pertaining to socially beneficial purposes (Part 5.2.1) and legitimate purposes exceptions
(Part 5.2.3), we suggest the following recommendation pertaining to the appropriate
purposes provision.

Recommendation 12: Amend the Appropriate Purposes Provision

For purposes to be appropriate, the social impacts of data sharing must be
well-understood. Including an assessment of the nature of privacy interests and equity
interests associated with specific forms of personal information can clarify whether data
collection is holistically appropriate. Moreover, appropriate purposes must be clearly
defined and measured as opposed to being vague or overly broad so as to avoid the use
of data for secondary purposes. Where organizations do conceive of secondary purposes
for the data, knowledge and consent requirements must be renewed.

Original C-27 Text Proposed Legislative Amendment

Appropriate purposes Appropriate purposes

12 (1) Anorganization may collect, use
or disclose personal information only

in a manner and for purposes that a
reasonable person would consider ap-
propriate in the circumstances, whether

or not consent is required under this Act.

Factors to consider

(2) The following factors must be taken
into account in determining whether
the manner and purposes referred to in
subsection (1) are appropriate:

(@) the sensitivity of the personal
information;

(b) whetherthe purposes represent
legitimate business needs of the
organization;

(c) the effectiveness of the collection,
use or disclosure in meeting the
organization’s legitimate business
needs;

12 (1) Anorganization may collect, use
or disclose personal information only in
amanner and for purposes that a reason-
able person would consider appropriate
in the circumstances, whether or not
consent is required under this Act.

Factors to consider

(2) Thefollowing factors must be taken
into account in determining whether the
manner and purposes referred to in sub-
section (1) are appropriate:

(a) the sensitivity of the personal infor-
mation, based on:

(i) an analysis of the sensitivity of
the privacy interest in the informa-
tion; and

(ii) the sensitivity of quality-impact-
ing inferences that could be derived
from or associated with the personal
information.

(b) whetherthe purposes represent
legitimate business needs of the orga-
nization;

(c) the effectiveness of the collection,
use or disclosure in meeting the organi-
zation’s legitimate business needs;



(d) whether there are less intrusive
means of achieving those purposes at
a comparable cost and with compara-
ble benefits; and

(d) whetherthere are less intrusive
means of achieving those purposes at
a comparable cost and with compara-
ble benefits; and

(e) whetherthe individual’s loss of
privacy is proportionate to the bene-
fitsin light of the measures, technical
or otherwise, implemented by the
organization to mitigate the impacts
of the loss of privacy on the individual.

(e) whetherthe individual’s loss of
privacy is proportionate to the benefits
in light of the measures, technical or
otherwise, implemented by the orga-
nization to mitigate the impacts of the
loss of privacy on the individual.

Purposes Purposes

(3) An organization must determine at
or before the time of the collection of
any personal information each of the
purposes for which the information is
to be collected, used or disclosed and
record those purposes.

(3) An organization must determine at-
or before the time of the collection of any
personal information each of the pur-
poses for which the information is to be
collected, used or disclosed and record
those purposes with sufficient specific-
ity, as set out in guidance by the Privacy
Commissioner.

New purpose New purpose

(4) Ifthe organization determines that the
personal information it has collected is to
be used or disclosed for a new purpose, the
organization must record that new purpose

(4) If the organization determines
that the personal information it has
collected is to be used or disclosed for
anew purpose, the organization must
record that new purpose before using or and renew its knowledge and consent
disclosing that information for the new obligations before using or disclosing that
purpose. information for the new purpose.

5.4. Indigenous Sovereignty

C-27 does not engage on the principles we raise in Part 4.5. An amended version of the
legislation should explicitly include language that demonstrates Canada's commitment
to truth and reconciliation. Recognizing Indigenous sovereignty includes recognizing
data sovereignty perhaps by way of providing Indigenous groups with rights over their
information and ensuring that free, prior, and informed consent is obtained prior to
collecting, using, and disclosing information concerning Indigenous peoples.

Recommendation 13: Consult with Indigenous Groups in the Amendment of Privacy
Legislation

Amend the legislation in light of and following meaningful and substantive consultations
with Indigenous communities, so as to ensure that the federal government meets its
commitment to ensure data sovereignty for Indigenous groups.
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5.5. Enforcement Mechanisms

Bill C-27 would enhance the ability of the Office of the Privacy Commissioner to provide
guidance on or to recommend corrective measures pertaining to a regulated organiza-
tion’s privacy management program. It would also give the Commissioner order-making
authority to direct an organization to:

* take measures to comply with the CPPA
* stop doing something that is in contravention of the CPPA
* comply with the terms of a compliance agreement entered into by the organization

* make public any measures taken or proposed to be taken to correct the policies,
practices, or procedures that the organization has putin place to fulfillits obligations
under the CPPA®®

It also introduces a private right of action against organizations for damages for loss or
injury where the Commissioner or Tribunal has found that an organization has contra-
vened the CPPA.'®° The private right of action would let individuals seek financial relief
from the Federal Court or a provincial superior court for various violations of the CPPA.
As well, Bill C-27 establishes a Personal Information and Data Protection Tribunal, a new
administrative tribunal to hear appeals of decisions made by the Privacy Commissioner
under the CPPA.*® The Tribunal would be governed by the Personal Information and Data
Protection Tribunal Act, outlined in Part Il of C-27.

C-27 also introduces Administrative Monetary Penalties that the Commissioner may recom-
mend to the Tribunal.}™ These penalties could be levied to a maximum of the higher of $10
million or 3% of the organization’s gross global revenue in its financial year.!"

168 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, s 93.

169 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27,s 107.

170 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, Part 2, s 4.

171 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, Part 2, s 94.

172 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, Part 2, s 95(4).
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On their face, these are positive steps in ensuring more effective data governance.
However, more needs to be done. In particular, the Office of the Privacy Commissioner of
Canada has raised concerns regarding these changes. The private right of action was said
to be too restrictive in that the right would apply only in cases where the OPC has made
a final finding of a contravention of the CPPA, which could take many years.” As well,
the creation of an administrative appeal tribunal would not allow for quick and effec-
tive remedies, and the Commissioner has argued that such a tribunal is unnecessary to
achieve accountability and fairness.'™ We agree with the Commissioner’s assessments.

Recommendation 14: Expand the Private Right of Action

The operation of the private right of action should be expanded to instances where
the OPC has yet to make a final finding under the CPPA to allow for greater access to
timely justice.

Recommendation 15: Do Not Establish the Personal Information and Data
Protection Tribunal

The Privacy Commissioner should be independently empowered to investigate
complaints, make orders, and impose administrative monetary penalties. Appeals of
the Commissioner’s decisions should be made to courts of competent jurisdiction.

While the issues of so many exemptions to informed and meaningful consent and
deficiencies in the definition of de-identified data remain, expanding the Commissioner’s
ambit could alleviate some of the worse potential outcomes of the current framing and
drafting of the legislation.

9.6. Accessibility and Corporate Transparency

C-27 includes requirements that organizations use plain language such that “an
individual to whom the organization’s activities are directed would reasonably be
expected to understand.”*” Information about organizational activities, then, would
need to be plainly communicated prior to organizations obtaining consent to collect, use,
ordisclose personal information. However, it is a well-studied and reported phenomenon

173 Office of the Privacy Commissioner of Canada. (2021). “Submission of the Office of the Privacy
Commissioner of Canada on Bill C-11, the Digital Charter Implementation Act, 2020.” Office of the
Privacy Commissioner of Canada. Available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/
submissions-to-consultations/sub_ethi_c11_2105/.

174 Office of the Privacy Commissioner of Canada. (2021). “Submission of the Office of the Privacy
Commissioner of Canada on Bill C-11, the Digital Charter Implementation Act, 2020.” Office of the
Privacy Commissioner of Canada. Available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/
submissions-to-consultations/sub_ethi_c11_2105/.

175 Bill C-27, “An Act to enact the Consumer Privacy Protection Act, the Personal Information and
Data Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential
and related amendments to other Acts.” Legisinfo. Available at: https://www.parl.ca/legisinfo/en/
bill/44-1/c-27, s 15.



CITIZEN LAB RESEARCH REPORT NO. 161 57

that individuals often cannot find or understand privacy policies or terms of service
documents that private organizations present to individuals.!” Organizations should be
required to offer their policy or legal information in formats that the public is more likely
to understand and that complies with the Accessible Canada Act. Presentation formats
might include FAQs,*"" videos, or other formats to present information.*’®

. @ . Recommendation 16: Amend the Plain Language Provision to Require Accessibility

In addition to using plain language, privacy policies ought to be made accessible for
consumers through accessible formatting.

Original C-27 Text Proposed Legislative Amendment

Plain language Plain language and Public Accessibility
(4) The organization must provide the (4) The organization must provide the
information referred to in subsection information referred to in subsection (3)
(3) in plain language that an individual in plain language that an individual to

to whom the organization’s activities whom the organization’s activities are

are directed would reasonably be directed would reasonably be expected to
expected to understand. understand, in formats that comply with

the Accessible Canada Act and that may
rely on written or audio-visual formats.

As we have written about Bill C-11, which C-27 is modeled after:

...drafting does not require organizations to adopt public facing language that will improve
upon the current state of affairs. Instead, the legislation would require organizations to
provide descriptions of the “type of personalinformation under the organization’s control”
and for “general” accounts of how organizations make use of personal information or

176 See:Andrew Hilts, Christopher Parsons, and Masashi Crete-Nishihata. (2018). “Approaching Access: A
Look at Consumer Personal Data Requests in Canada.” The Citizen Lab. Available at: https://citizenlab.
ca/2018/02/approaching-access-look-consumer-personal-data-requests-canada/; Jeffrey Knockel,
Christopher Parsons, Lotus Ruan, Ruohan Xiong, Jedidiah Crandall and Ron Deibert. (2020). “We Chat,
They Watch: How International Users Unwittingly Build Up WeChat’s Chinese Censorship Apparatus.”
The Citizen Lab. Available at: https://citizenlab.ca/2020/05/we-chat-they-watch/; Andrew Clement and
Johnathan A. Obar. (2016). “Keeping Internet Users in the Know or in the Dark: An Analysis of the Data
Privacy Transparency of Canadian Internet Carriers.” Penn State University Press. Available at: https://
www.jstor.org/stable/pdf/10.5325/jinfopoli.6.2016.0294.pdf; Aleecia M. McDonald and Lorrie Faith
Cranor. (2008). “The Cost of Reading Privacy Policies.” A Journal of Law and Policy for the Information
Society. Available at: https://kb.osu.edu/bitstream/handle/1811/72839/1/ISJLP_V4N3_543.pdf;
Manuel Rudolph, Denis Feth and Svenja Polst. (2018). “Why Users Ignore Privacy Policies - A Survey
and Intention Model for Explaining User Privacy Behavior.” Springer. Available at: https://link.springer.
com/chapter/10.1007/978-3-319-91238-7_45; Anca Micheti, Jacquelyn Burkell and Valerie Steeves.
(2010). “Fixing Broken Doors: Strategies for Drafting Privacy Policies Young People Can Understand.”
SAGE Journals. Available at: https://journals.sagepub.com/doi/abs/10.1177/0270467610365355.

177  Office of the Privacy Commissioner of Canada. (2018). “Ten Tips for a Better Online Privacy Policy and
Improved Privacy Practice Transparency.” Office of the Privacy Commissioner of Canada. Available at:
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/02_05_d_56_tips2/.

178 Patrick Gage Kelley, Joanna Breesee, Lorrie Faith Cranor, and Robert W Reeder. (2009). “A Nutrition
Label for Privacy.” Carnegie Mellon University. Available at: https://cups.cs.cmu.edu/soups/2009/
proceedings/a4-kelley.pdf.



how an organization uses automated decision systems to conduct actions which could
significantly impact individuals. While an organization may, per 15(3)(e) [of Bill C-11],
identify the other organizations with which they disclose personal information in public
facing documents such as privacy policies or terms or service agreements before obtaining
an individual’s consent, they may also present that information as an individual is in
the process of signing up for a service. This latter approach would have the effect of
requiring individuals to begin to sign up to a service before they could learn with whom
their personal information may be disclosed.!™

The same problematic languageisincluded in C-27, unders. 62. As such, we recommend

the following changes to C-27.

Recommendation 17: Require Greater Specificity Around Privacy Practices and

Policies

To establish public trust, there needs to be greater transparency surrounding the
types of personal information that organizations have control over, the use of personal
information, the ways in which personal information impacts automated decision-

making, and the parties to whom information is disclosed. As well, given the risk of

re-identification, retention periods should be clear for identifiable information as well

as anonymous and de-identified information.

Original C-27 Text

Policies and practices

62(1) An organization must make readi-
ly available, in plain language, infor-
mation that explains the organization’s
policies and practices putin place to
fulfill its obligations under this Act.

Additional Information

(2) In fulfilling its obligation under sub-
section (1), an organization must make
the following information available:

(a) a description of the type of
personal information under the
organization’s control;

(b) a general account of how the
organization uses the personal
information and of how it applies
the exceptions to the requirement
to obtain an individual’s consent
under this Act,

Proposed Legislative Amendment

Policies and practices

62(1) An organization must make readi-
ly available, in plain language, infor-
mation that explains the organization’s
policies and practices putin place to
fulfill its obligations under this Act.

Additional Information

(2) In fulfilling its obligation under sub-
section (1), an organization must make
the following information available:

(a) a specific description of the type
of personal information under the
organization’s control;

(b) a specific account of how the
organization uses the personal
information and of how it applies
the exceptions to the requirement
to obtain an individual’s consent
under this Act,
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C-27 fails to adequately enable individuals to request access to information held by
private organizations, challenge automated decision-making processes, or secure infor-
mation individuals have requested from private organizations. As in previous writing,

including a description of any
activities referred to in subsection
18(3) in which it has a legitimate
interest;

(c) a general account of the organi-
zation’s use of any automated de-
cision system to make predictions,
recommendations or decisions
about individuals that could have a
significant impact on them;

(d) whether or not the organization
carries out any international or
interprovincial transfer or disclo-
sure of personal information that
may have reasonably foreseeable
privacy implications;

(e) the retention periods applicable
to sensitive personal information;

(f) how an individual may make a
request for disposal under section
55 oraccess under section 63; and

(g) the business contact informa-
tion of the individual to whom
complaints or requests for infor-
mation may be made.

including a description of any
activities referred to in subsection
18(3) in which it has a legitimate
interest;

(c) a specific account of the organi-
zation’s use of any automated de-
cision system to make predictions,
recommendations or decisions
about individuals that could have
a significant impact on them;

(d) whether or not the organiza-
tion carries out any international
orinterprovincial transfer or
disclosure of personal informa-
tion that may have reasonably
foreseeable privacy implications;

(e) the retention periods applica-
ble to all sensitive personal infor-
mation, de-identified information,
and anonymous information;

(f) how an individual may make a
request for disposal under section
55 or access under section 63; and

(g) the business contact informa-
tion of the individual to whom
complaints or requests for infor-
mation may be made; and

(h) a listing of all the specific third
parties to whom the organization
discloses data, and the specific
personal information, de-identi-
fied information, or anonymous
information disclosed to those
third parties.

we recommend the following changes to the draft legislation.
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Recommendation 18: Empower Individuals to Request Access, Challenge Decision-
Making Processes, and Secure Information

For individuals to have greater rights over their information, they need to be able
to contact organizations with access to their information as well as make requests
for this information. As well, where organizations are using personal information to
automate decision-making, individuals should be able to challenge those decision-
making processes or opt-out of these systems.

Original C-27 Text Proposed Legislative Amendment

Information and access

63(1) On request by an individual, an
organization must inform them of
whether it has any personal informa-
tion about them, how it uses the infor-
mation and whether it has disclosed
the information. It must also give the
individual access to the information.

Names or types of third parties

(2) If the organization has disclosed
the information, the organization
must also provide to the individual the
names of the third parties or types of
third parties to which the disclosure
was made, including in cases where
the disclosure was made without the
consent of the individual.

Automated decision system

(3) If the organization has used an
automated decision system to make

a prediction, recommendation or de-
cision about the individual that could
have a significant impact on them,

the organization must, on request by
the individual, provide them with an
explanation of the pre- diction, recom-
mendation or decision.

Information and access

63(1) On request by an individual, an
organization must inform them of
whether it has any personal informa-
tion about them, how it specifically
uses the information, how long it
retains the information and whether it
has disclosed the information. It must
also give the individual access to the
information.

Names or types of third parties

(2) If the organization has disclosed
the information, the organization
must also provide to the individual the
names of the third-parties-ortypesof
hird . hich the discl

te, including I

party organizations to whom informa-
tion has been disclosed, the business
contact information of the individual to
whom complaints or requests for infor-
mation may be made, and must include
cases where the disclosure was made
without the consent of the individual.

Automated decision system

(3) If the organization has used an
automated decision system to make

a prediction, recommendation or de-
cision about the individual that could
have a significant impact on them, the
organization must, on request by the
individual, provide them with an expla-
nation of the pre- diction, recommen-
dation or decision.



N/A

N/A

N/A

Request in writing

64(1) A request under section 63 must
be made in writing.

N/A

(4) In cases where an individual disputes
the use of the automated decision
system, they can opt-out of the system.
In any case where an organization is
unable to fulfill an opt-out request, the
organization must notify the Office of
the Privacy Commissioner of Canada
and explain their rationale.

(5) In cases where an automated deci-
sion system could produce legal effects
concerning the individual or materially
affect them, decisions cannot be made
based solely on an automated decision
system.

(6) In cases where an individual disputes
the accuracy or result of a decision
reached using an automated decision
system, they can have the decision re-
viewed by a member of the organization
who possesses knowledge of how the
automated decision system operates.

Request in writing

64(1) A request under section 63 must
be made in writing or recorded oral
communication.

Provision of Information

70(1) An organization that provides in-
formation as a result of a request under
section 63 must transmit that informa-
tion to the individual in a manner that
prevents unauthorized parties from ac-
cessing the communicated information.

Developing trust in the collection, use, and disclosure of personal, de-identified, and
anonymous information requires companies to be compelled to disclose when and under
what conditions they disclose information to government agencies, and companies must
also publish their data retention schedules. As such, we recommend changes in C-27 that
mirror our recommendations concerning C-11.18
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Recommendation 19: Require Private Organizations to Disclose Information
Sharing with Public Entities

Though data flows between public and private entities are becoming more commonplace,
individuals should understand how their data is being used by governing bodies,
especially since government agencies often make policies and laws that can exacerbate
harm to specific groups of people. Understanding which government agencies have
access to personal information can allow individuals to make more informed decisions
about their personal information.

Original C-27 Text Proposed Legislative Amendment

Policies and practices Policies and practices

62(1) An organization must make readily
available, in plain language, information
that explains the organization’s policies

62(1) An organization must make readily
available, in plain language, informa-
tion that explains the organization’s

and practices put in place to fulfill its
obligations under this Act.

Additional Information

(2) In fulfilling its obligation under sub-
section (1), an organization must make
the following information available:

policies and practices put in place to
fulfill its obligations under this Act.

Additional Information

(2) In fulfilling its obligation under sub-
section (1), an organization must make
the following information available:

(i) an annual transparency report
that denotes the regularity of
requests for individuals’ information
from domestic and international
organizations, the regularity at
which an organization responds to
such requests in part orin full, and
narrative explanations that clarify
the specific conditions under which
the organization discloses informa-
tion to government institutions or
removes or modifies information
based on requests from government
institutions or private organizations.
Specific templates for reporting may
be specified by the Privacy Commis-
sioner, and the Commissioner may
compel classes of organizations to
produce these reports.

N/A

to Improving Organizational Transparency and Accountability.” The Citizen Lab. Available at:
https://citizenlab.ca/2021/04/canadas-proposed-privacy-law-reforms-are-not-enough-improving-
organizational-transparency-and-accountability-bill-c11/.



N/A

(j) a comprehensive account of
how an organization receives,
assesses, and takes actions when a
government institution or private
organization requests information
from the organization or requests
that an organization modify or
remove information that has been
provided to it by an individual.
Specific templates for developing
this account may be created by
the Privacy Commissioner, and the
Commissioner may compel classes
of organizations to produce these
guidelines

(k) a specific account of the period
of time for which an organization
retains specific types of information.
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