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Recommendations 

• Recommendation 1: Given the increasing numbers of Canadians accessing support and services 
digitally, or relying on online channels for health, learning and shopping, the Government of Canada 
should prioritize its participation in the expansion of a user-centric digital identity and data-sharing 
ecosystems.  

 

• Recommendation 2: In light of the impact COVID-19 has had on citizens, businesses and the operations 
of government, SecureKey recommends that the Government of Canada establish a clear policy to 
facilitate the development of interoperable solutions that can easily exchange digital identity data between 
public and private entities. The policy should be designed to foster the development of a user-centric 
digital identity and data ecosystems that expand opportunities for economic growth throughout Canada 
while protecting the data of citizens, businesses, and governments.  

 
• Recommendation 3: In recognition of the immense potential of the global marketplace for digital 

identity/security services, the Government of Canada should prioritize support for Canadian companies 
seeking to market their innovation and expertise on a global scale through their participation in the 
ecosystems.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

The Need for Digital Trust in a Post-COVID Canada 
 
The COVID-19 pandemic has accelerated Canadians’ shift to digital, highlighting the urgent need to allow citizens 
to access services online in an efficient and secure manner. While Canada is beginning to re-open and return to 
‘normal’, Canadians and governments will continue to rely on online channels. It is important that Canadians 
develop the same level of trust when accessing online services that they have with in-person transactions. 
Indeed, The Digital ID & Authentication Council of Canada (DIACC) found that 75% of Canadians feel the COVID-
19 pandemic has made it more important to have a secure, trusted, privacy-enhancing digital ID to help 
individuals “transact safely and securely online.”1  
 
The need to quickly access secure online services is magnified in these times of physical distancing. Many 
Canadians continue to work remotely and are becoming increasingly accustomed to digital engagement. There 
have been major spikes in calls and online requests for telehealth and a range of other government services and 
benefit programs. A recent Angus Reid Institute poll found that 78% of Canadians spent more time online during 
the pandemic and signed into online services more frequently than before the pandemic and there is no reason to 
believe that this number will drastically decrease. Many legacy identity verification processes are manual, using 
precious time at resource-constrained call centres. The pandemic has brought to light the drawbacks of not 
having a trusted digital identity scheme.  
 
The digital age has ushered in a host of new services, business models and opportunities to participate in the 
global economy. It is not just about citizen expectations. Companies, governments, and other organizations also 
have strong incentives to move services and transactions online so as to enhance client experiences, realize cost 
savings and enhance business integrity. DIACC estimates that the potential of trusted digital identities could save 
up to $4.5 billion dollars in added value to SMBs and up to 1% of Canada’s total GDP, or $15 billion.2 
 
In order to address this challenge, trusted digital identity will be key to enabling the continued development of 
digital services. Without this approach, many of the issues Canadians encounter will be magnified by the rapid 
increase in digital services and the increasing sophistication and prevalence of bad actors online. An important 
aspect to this approach is the development of standards. These standards for digital identity help: build customer 
confidence through consistent user experiences, establish design standards to ensure privacy and security of 
data, and provide more strategic insight into consumer needs. 
 
Since all parts of the digital economy rely on digital identity, it is critical that organizations of all types, from 

both the public and private sectors, collaborate in the establishment of standards and in the creation of 

ecosystems. According to DIACC, more than 70 per cent of Canadians would like to see governments and the 

private sector collaborate on a joint digital identify framework in Canada.3 The same Angus Reid poll found that 4 

in 5 Canadians would trust government-driven or collaborative public/private driven solutions when accessing 

government services. Experience to date proves that single factor methods of authentication are not up to the 

task. This means that trusted networks – ‘ecosystems’ of trustworthy participants – are needed.  All participants 

must be involved in the solution, especially citizens, whose control over their own data and privacy will underpin 

its security.  

The Government of Canada must look to develop policies that facilitate the interoperability between 

networks of trusted and secure networks. Given the increasing numbers of Canadians accessing financial 

support measures digitally, or relying on online channels for health, learning and shopping, the Government of 

 

1 https://diacc.ca/wp-content/uploads/2021/03/Canadian-Digital-Identity-Research-2020_Report_ENG_VF.pdf  
2 https://diacc.ca/wp-content/uploads/2018/05/Economic-Impact-of-Digital-Identity-DIACC-v2.pdf  
3 https://diacc.ca/2019/10/15/canadians-are-ready-to-embrace-digital-identity-2/  

https://diacc.ca/wp-content/uploads/2021/03/Canadian-Digital-Identity-Research-2020_Report_ENG_VF.pdf
https://diacc.ca/wp-content/uploads/2018/05/Economic-Impact-of-Digital-Identity-DIACC-v2.pdf
https://diacc.ca/2019/10/15/canadians-are-ready-to-embrace-digital-identity-2/


 

Canada should prioritize investment in supporting the expansion of a user-centric digital identity and 

data-sharing ecosystems that leverages made-in Canada technologies.  

 
Facilitating a Secure and Reliable Digital Economy 
 
As part of the Government of Canada’s commitment to digital delivery to improve services and better support 
Canadians, it must lead the implementation of generational investments to update and replace outdated IT 
systems and modernize the way benefits and services are delivered to citizens. The Government of Canada’s 
Digital Strategy lays the foundation for this work, identifying the importance of taking a coordinated approach to 
digital operations. A trusted digital identity is key to enabling the evolution of digital services. 
 
To support Canada’s move to an increasingly digital economy and to build on the Pan-Canadian Trust Framework 
and the principles of the Digital Charter, SecureKey Technologies recommends that the Government of Canada 
work closely with leading Canadian companies to establish standards on digital identity verification and 
authentication. This approach will pave the way for more efficient, secure, and reliable access to a broad range 
of online services.   
 
A national framework on digital identity verification and authentication will provide ease and convenience for 
Canadians by creating secure and reliable ecosystems to digitally authenticate users online. From e-commerce to 
the sharing economy, to government services, a robust digital identity system establishes trust, provides security, 
and mitigates fraud.  
 
In view of all of the above, and in recognition of the immense potential of the global marketplace for digital 

identity/security services, the Government of Canada should prioritize support for Canadian companies 

seeking to market their innovation and expertise on a global scale. 

 
 

About SecureKey 

 
SecureKey Technologies (“SecureKey”), based in Toronto, is a leading Canadian innovator that simplifies 
consumer access to online services and applications. Using an ecosystem approach and cutting-edge 
technologies, SecureKey allows consumers to use trusted credential providers – such as financial institutions and 
telecom network operators – to help them connect to critical online services. SecureKey has been the provider of 
record for the Government of Canada’s partner login service since 2012, via a system known as Government 
Sign-In by Verified.Me which is currently available for over 80 online services offered by Government of Canada 
departments and agencies, including the Canada Revenue Agency.  
 
From this base, SecureKey has partnered with six of Canada’s largest financial institutions: BMO, CIBC, 
Desjardins, RBC, Scotiabank and TD. This cross-industry consortium of like-minded organizations has worked 
together to create a holistic, ecosystem-driven solution to digital identity validation and data sharing that will better 
protect citizens, no matter what online services they choose to use.   
 
As a result of this cooperative effort, SecureKey and its partners recently launched Verified.Me – a new, first-of-
its-kind Canadian service that helps citizens verify their identities with the digital services of their choice. This next 
generation technology allows users to conduct transactions online, in person or on the phone in a safer, more 
private and risk-reduced manner than traditional security systems. Verified.Me helps confirm identities quickly and 
securely, using personal information that citizens have explicitly consented to share from their trusted 
connections.  
 

https://diacc.ca/trust-framework/
https://securekey.com/government-sign-in-by-verified-me/
https://securekey.com/government-sign-in-by-verified-me/
https://verified.me/


 

The Verified.Me service is built upon blockchain technology and is protected with strong security protocols to 
protect citizens’ personal information from being identified, accessed or misused. The service was developed with 
triple blind™ privacy at its core, meaning that no single party across the service – including SecureKey, as the 
network operator – can see the complete details of any single transaction.  The destination and source are blind 
to each other and the network cannot see the data at rest or in motion. Citizens always stay in control by choosing 
which information to share, and with whom they share it, thereby reducing unnecessary oversharing of personal 
data.  This allows users to access the services they want with complete confidence that the data sharing process 
cannot be compromised. 
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