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1.  Summary of evidence
Over five decades of research has led to a substantial scientific literature on face 
recognition by humans and technology. This research has established several key facts that 
are critical to this enquiry. 
 
1.1.  Face recognition by humans
1.1.1.  Unfamiliar and familiar face recognition are fundamentally different. 
Recognition of familiar faces (faces that we know) is highly accurate [1]. In contrast, 
Recognition of unfamiliar faces (faces that we don’t know) is surprisingly inaccurate [2]. 
Virtually all of applied face recognition concerns unfamiliar face. FRT mimics principles of 
unfamiliar face recognition by humans.
 
1.1.2.  Intuition is a poor predictor of face recognition accuracy. We are bad judges of 
which unfamiliar faces are easy or difficult to identify [3]. Most people are poor at this task 
and yet believe the task is more straightforward than it is [4].
 
1.1.3.  Human decision making is prone to biases in which errors are influenced by 
contextual information [5]. For example, biases can be induced by ‘match score’ 
information displayed to operators by FRT [6], which can potentially lead to confident 
misidentification errors.
 
1.1.4.  There are large individual differences in face recognition ability. This is a stable 
cognitive trait that is largely determined by genetic factors [7].
 
1.1.5.  Own-race faces are better recognised than other-race faces. This is the finding 
around the world for all known race combinations. The effect of demographic factors on 
accuracy is small. However, people expect it to be large [8]. Demographic group disparities 
in face recognition accuracy reflect the viewer’s social diet of faces. This is important for at 



least two reasons. First, we should expect performance disparities even in the absence of 
group prejudice. Second, ‘social diet of faces’ has a clear analogue in FRT—specifically, the 
composition of image sets that are used in training.
 
1.2.  Face Recognition Technology (FRT)
1.2.1.  Benchmark tests of algorithm accuracy are typically conducted in idealised 
conditions. Image quality in these tests is unrealistically good due to controlled image 
capture conditions, which are not possible in criminal investigations and surveillance.
 
1.2.2.  We do not know the accuracy of FRT in realistic applied settings. There is little 
evidence of FRT accuracy in tests that capture the range of real-world operational 
deployments. Proper end-to-end evaluation must include measurement of accuracy of the 
total system which includes both FRT and the people that use FRT.
 
1.2.3.  We do not know how police currently use FRT. There is a lack of information and 
understanding relating to how FRT is used in police investigations. Lack of clarity can 
obscure potential for improvement, and prohibits public scrutiny of the costs and benefits of 
FRT. In the US, it recently became apparent that police forces do not keep records or audit 
the use of FRT, despite its widespread adoption [9, 10].
 
1.2.4.  Even in idealised testing conditions, errors are more likely for some 
demographic groups than for others [11]. Disparities in error rate across demographic 
groups reflect the composition of image sets used to train FRT.
 
1.3.  Human factors in FRT
1.3.1.  FRT requires human oversight in the form of intervention, interpretation and 
monitoring. This is because in legal and forensic applications, FRT does not ‘recognise’ 
faces. Instead, automated database search delivers a ‘candidate list’ of potential matches. 
Final face identity decisions are made by human operators who select faces from the 
candidate list and compare them to the search target [12].
 
1.3.2.  Human operators make frequent errors when reviewing candidate lists.  For 
lists of just eight faces, operators made errors about 50% of the time [13]. This level of 
performance is consistent with research on eyewitness identification, which is known to be 
unreliable, with well-meaning witnesses often mistakenly identifying innocent suspects 
[14].
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1.3.3.  Human oversight is built into regulation. The UK Surveillance Camera Code of 
Practice [15] states that use of FRT “should always involve human intervention before 
decisions are taken that affect an individual adversely”. A similar principle of human 
oversight has been publicly adopted by the Australian Federal Government  that serve to 
identify a person will never be made by technology alone”.
 
1.4.  Approaches to optimising human performance
1.4.1.  Selection of high aptitude individuals. The probability of error can be substantially 
reduced by (i) selecting people with high face recognition ability to become operators of 
FRT, and (ii) providing them with appropriate training [13]. Face recognition ability is 
independent of IQ and general visual ability [17], but can be reliably measured using tests 
that target face recognition specifically [18].
 
1.4.2.  Wisdom of crowds analysis. Recent research shows that aggregating face identity 
judgments made independently by multiple humans or algorithms greatly improves facial 
recognition accuracy. Together with recent advances in understanding individual 
differences in face recognition ability, this ‘wisdom of crowds’ approach is a promising path 
to minimising errors associated with the use of FRT [19].
 
1.4.3.  Effective training. Lab-based tests suggest that some training methods provide 
benefits to face identification, but these are small in comparison to selection and 
recruitment [20]. Commercial training courses are often ineffective despite positive reviews 
from trainees [21], and so it is important that FRT training courses are formally evaluated for 
their effectiveness.
 

 
2.  Principles for use of FRT in forensic settings
2.1.  Appropriate human oversight and attention to human operators in the design 
and implementation of facial recognition systems. Humans are a critical component to 
ensuring the accuracy of FRT. Deliberate efforts must be made to ensure that the humans 
involved in face recognition decisions are highly skilled, either by targeted recruitment or 
evidence-based training. Scientifically validated tests of face identification ability can be 
used to assess suitability of FRT operators and monitor performance over time. In addition, 
the design of face recognition systems needs to incorporate appropriate checks and 
balances to minimise the risk of consequential errors.
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2.2.  Transparency. Use of FRT in the legal system should be accompanied by transparent 
disclosure of information relating to the accuracy, strengths, limitations, and operation of 
this technology. It is also necessary to understand how the technology is being used and to 
design regulation that ensures appropriate use.
 
2.3.  Development of an expert workforce in facial recognition. If FRT is to be adopted 
in forensic practice, then new types of expert practitioners and researchers are required to 
design, evaluate, oversee, and explain the resultant face identification systems. Because 
these systems incorporate human and AI decision making, people with broad expertise in 
related disciplines are required.
 

 
3.  Further supporting information
3.1.  Accuracy and errors
3.1.1.  Benchmarking. Standard benchmarking tests—of the type quoted by algorithm 
vendors when asked about the accuracy of their FRT—underestimate the error that would 
be found in the vast majority of forensic applications. In standard tests, image quality is 
often much higher, and databases that are being searched are often much smaller, than 
those in criminal investigations. Test images are also of ‘compliant’ subjects who are not 
trying to avoid identification, and are looking straight at the camera in good lighting. These 
conditions are not representative of conditions that are typically encountered in 
investigations.
 
3.1.2.  Candidate lists. In benchmarking tests, accuracy is often measured as the 
probability that a matching face from a given database is returned as the highest ranked 
possible match. However, because this probability is reduced for low quality imagery used 
in criminal investigations, it means that human operators must review large lists of images – 
sometimes over 100 – to ensure they do not miss a match. Recent studies have tested the 
face matching accuracy of staff using FRT in their daily work and found errors in 50% of 
their candidate list review decisions [13], despite displaying lists of just eight images. Errors 
indicate that the probability of human operators selecting an innocent person from an FRT 
candidate list face – a ‘false positive’ identification – is alarmingly high.
 
3.1.3.  Cascading errors. It may be tempting to conclude that because FRT is used to 
generate investigative leads, and not to make definitive judgements of identity, the problem 
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of ‘false positives’ in this context is not serious. However, broader understanding of the 
influences of cognitive bias in forensic decision making – and the compounding effects that 
an error at one stage of an investigation can have on interpretation of subsequent sources 
of information [5] – suggest that even erroneous investigative leads can lead to serious 
outcomes such as wrongful arrest [22].
 
3.2.  Implementation
3.2.1.  System implementation. Proper implementation of facial recognition systems is 
more complex than simply purchasing the latest algorithm. While algorithm vendors should 
do more than simply install the software, they cannot be expected to provide the necessary 
oversight. This requires ‘in-house’ testing using images, procedures, and tools that are 
representative of the organisation’s casework, rather than relying on vendor performance 
rates or standard benchmark tests. Critically, this testing should consider both FRT and 
human processing accuracy. It requires specialist staff to be accountable for the whole 
system, including algorithms, workflow design, and delegation of tasks to humans. Staff 
must have the expertise to measure accuracy and to report risks associated with 
deployment of algorithms for specific uses.
 
3.2.2.  System support. The monetary cost of implementing a facial recognition system 
far exceeds the cost of purchasing and installing FRT in IT systems and incorporating it into 
workflow. Budget allocations for FRT must include funds for ensuring appropriate use and 
oversight of the system, including regular testing of facial recognition system accuracy in 
operational deployment, selection of human operators, staff training, career development of 
FRT specialist teams, routine monitoring and auditing of FRT use, and user experience 
design.
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