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A THREAT TO CANADIAN SOVEREIGNTY: 
NATIONAL SECURITY DIMENSIONS OF THE 

CANADA–PEOPLE’S REPUBLIC OF CHINA 
RELATIONSHIP 

INTRODUCTION 

The House of Commons Special Committee on Canada-China Relations (Special 
Committee) was formed in January 2020 with a mandate to study all aspects of Canada’s 
relationship with the People’s Republic of China (PRC).1 In October 2020, the Special 
Committee agreed to study the national security dimensions of the relationship, 
“including but not limited to: cybersecurity and the threat of foreign influence.”2 
Following its dissolution due to a federal election in 2021, it was reconstituted as the 
Special Committee on the Canada–People’s Republic of China Relationship in June 2022. 
Upon its reconstitution, the Special Committee prioritized the completion of this 
unfinished study. 

Over the course of two parliamentary sessions, the Special Committee heard from over 
50 witnesses during 16 meetings. Witnesses included cyber-security experts, national 
security experts, human rights defenders, academics, and representatives of non-
governmental organizations. The Special Committee also heard from the Minister of 
Public Safety and Emergency Preparedness, the Minister of National Defence, the 
Minister of Foreign Affairs, and the Minister of Health, as well as officials from the 
Communications Security Establishment (CSE), the Royal Canadian Mounted Police 
(RCMP), the Canadian Security Intelligence Service (CSIS), and the Public Health Agency 
of Canada (PHAC). 

The Special Committee’s work would not have been possible without the important 
insights shared by the witnesses who testified and those who submitted written briefs. 
In particular, the Special Committee wishes to thank the individuals who shared their 
personal stories of intimidation and harassment to help the Special Committee better 
understand the situation facing the Chinese diaspora in Canada. 

 
1 House of Commons, Journals, 10 December 2019; House of Commons, Journals, 16 May 2022. 

2 House of Commons, Special Committee on Canada-China Relations (CACN), Minutes of Proceedings, 
26 October 2020. 

https://www.ourcommons.ca/DocumentViewer/en/43-1/house/sitting-4/journals
https://www.ourcommons.ca/DocumentViewer/en/44-1/house/sitting-72/journals
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-2/minutes
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Context of the Study 

As the Special Committee began its national security focus, Canada’s security and 
intelligence organizations were issuing warnings about various national security threats 
emanating from the PRC.3 The Special Committee’s first meeting on the topic was held 
809 days into the PRC’s arbitrary detention of two Canadians, Michael Spavor and 
Michael Kovrig, and seven months following the PRC’s imposition of sweeping national 
security legislation – with extraterritorial reach – on Hong Kong.4 

The Special Committee’s initial meetings also occurred throughout the second and third 
waves of the COVID-19 pandemic in Canada, which exacerbated existing national 
security threats and saw the emergence of new ones.5 At the time, CSE and CSIS had 
already released a joint statement noting that the uncertain environment created by the 
pandemic was “ripe for exploitation by threat actors seeking to advance their own 
interests.”6 

In July 2021, shortly after the Special Committee’s final meeting preceding the 
2021 federal election, CSIS published its report on Foreign Interference Threats to 
Canada's Democratic Process.7 Without naming the PRC, the report warned of 
“persistent and sophisticated state-sponsored threat activity targeting elections for 
many years now,” and indicated that CSIS was seeing a rise in the frequency and 
sophistication of election interference.8 The report also warned that social media was 

 
3 The National Security and Intelligence Committee of Parliamentarians’ (NSICOP) annual report for 2018 

noted that the People’s Republic of China (PRC) was among “a handful of states” conducting espionage and 
foreign influence activities in Canada, including state-sponsored cyber threats targeting Canada. See 
NSICOP, Annual Report 2018, p. 26. On 20 December 2018, the Communications Security Establishment 
(CSE) published a warning regarding PRC involvement in cyber attacks on Managed Service Providers. 
See CSE, Canada and Allies Identify China as Responsible for Cyber-Compromise, 20 December 2018. 
Furthermore, in a 9 February 2021 speech, Canadian Security Intelligence Service (CSIS) Director David 
Vigneault stated that the PRC “is pursuing a strategy for geopolitical advantage on all fronts – economic, 
technological, political, and military – and using all elements of state power to carry out activities that are a 
direct threat to our national security and sovereignty.” See CSIS, Remarks by Director David Vigneault to the 
Centre for International Governance Innovation, 9 February 2021. 

4 Officially the Law of the People's Republic of China on Safeguarding National Security in the Hong Kong 
Special Administrative Region (National Security Law). 

5 CACN, Evidence, 2nd Session, 43rd Parliament, 25 February 2021, 1930 (David Vigneault, Director, Canadian 
Security Intelligence Service). 

6 Ibid.; CSE and CSIS, Joint CSE and CSIS Statement – May 14, 2020. 

7 CSIS, Foreign Interference Threats to Canada's Democratic Process, July 2021. 

8 Ibid., p. 6. 

https://www.nsicop-cpsnr.ca/reports/rp-2019-04-09/2019-04-09_annual_report_2018_public_en.pdf
https://cse-cst.gc.ca/en/information-and-resources/announcements/canada-and-allies-identify-china-responsible-cyber
https://www.canada.ca/en/security-intelligence-service/news/2021/02/remarks-by-director-david-vigneault-to-the-centre-for-international-governance-innovation.html
https://www.canada.ca/en/security-intelligence-service/news/2021/02/remarks-by-director-david-vigneault-to-the-centre-for-international-governance-innovation.html
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-18/evidence#Int-11158642
https://www.canada.ca/en/security-intelligence-service/news/2020/05/joint-cse-and-csis-statement.html
https://www.canada.ca/en/security-intelligence-service/corporate/publications/foreign-interference-threat-to-canadas-democratic-process.html#toc2
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being leveraged to spread disinformation, divide public opinion, or interfere in 
public debates. 

For a brief period, while the Special Committee was paused, signs pointed to a potential 
reduction of tensions between Canada and the PRC. On 25 September 2021 – hours 
after Huawei chief financial officer Meng Wanzhou was released from house arrest 
in Vancouver further to a deferred prosecution agreement with the United States 
(U.S.) Justice Department – Michael Kovrig and Michael Spavor returned to Canada.9 
In the spring of 2022, Canada’s Minister of Foreign Affairs spoke with the PRC’s Minister 
of Foreign Affairs for the first time since 2020. Additionally, on 18 May 2022, the PRC 
removed import restrictions on canola seed shipments from two Canadian exporters. 

However, as the Special Committee’s national security focus restarted later in 2022, 
witnesses warned about being overly optimistic that the relationship had changed. An 
official from Global Affairs Canada told the Special Committee that “China’s efforts to 
shape the rules-based international order in ways contrary to Canada's interests have 
only accelerated” since the Special Committee had last met.10 Gordon Houlden, Director 
Emeritus, China Institute, University of Alberta, described the current Canada-PRC 
relationship as “very cool” and “characterized by minimal engagement despite the 
importance of the issues in play.”11 Moreover, government representatives and Canadian 
security and intelligence agencies have increasingly felt the need to single out various 
PRC operations as leading national security threats to Canada. 

Drawing a Distinction Between the Activities of the Chinese 
Communist Party and the Chinese People 

The House of Commons motion recreating the Special Committee in 2022 highlighted 
the immeasurable contributions that Canadians of Chinese descent have made to 
Canada. It further affirmed the need to distinguish between the people of China and the 
Chinese state, as embodied by the Communist Party of China (CCP) and the government 

 
9 At the outset of the Special Committee’s work, Dominic Barton, Canada’s then Ambassador to China, 

conveyed that Canada’s relationship with China “fundamentally changed” in December 2018 with the 
arbitrary detention of Michael Kovrig and Michael Spavor. He said, “The chill is real.” See CACN, Evidence, 
1st session, 43rd Parliament, 5 February 2020, 1735 (Dominic Barton, Ambassador Extraordinary and 
Plenipotentiary of Canada to the People’s Republic of China). 

10 CACN, Evidence, 1st Session, 44th Parliament, 4 October 2022, 1835 (Paul Thoppil, Assistant Deputy Minister, 
Asia Pacific, Department of Foreign Affairs, Trade and Development). 

11 CACN, Evidence, 1st Session, 44th Parliament, 4 October 2022, 2015 (Gordon Houlden, Director Emeritus, 
China Institute, University of Alberta, As an individual). 

https://www.ourcommons.ca/DocumentViewer/en/43-1/CACN/meeting-5/evidence#Int-10749366
https://www.ourcommons.ca/DocumentViewer/en/44-1/CACN/meeting-3/evidence#Int-11838460
https://www.ourcommons.ca/DocumentViewer/en/44-1/CACN/meeting-3/evidence#Int-11838882
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of the PRC.12 Witnesses concurred with this distinction.13 Several witnesses also 
emphasized the diversity of the Chinese diaspora in Canada and counselled the Special 
Committee to avoid seeing it as a homogeneous community, with one set of views.14 

Witnesses also emphasized that responses to national security threats must avoid 
stigmatizing individuals of Chinese descent in Canada who already feel targeted by anti-
China sentiment.15 Cherie Wong, Executive Director, Alliance Canada Hong Kong (ACHK), 
argued that, considering geopolitical tensions and anti-Asian racism, policy responses 
need to be centered on the needs of Chinese dissident communities. In her words: 
“we’re the ones who have been bearing the brunt of these kinds of attacks, harassment 
and influence.”16 

While acknowledging the challenges involved in managing a complex and multifaceted 
relationship with a more aggressive PRC, Paul Evans, Professor, University of British 
Columbia, stressed the importance of being “surgical in the words we use.”17 In a similar 
vein, Gordon Houlden highlighted the need for a nuanced approach that distinguishes 
between criticizing the PRC government’s conduct “without criticizing the 20% of the 
world that is Chinese.”18 

 
12 House of Commons, Journals, 16 May 2022. 

13 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1840 (Rukiye Turdush, Research Director, 
Uyghur Research Institute); CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1835 (Carolyn 
Bartholomew, Chairman, United States–China Economic and Security Review Commission). 

14 For example, CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. Ong, Associate 
Professor, University of Toronto, As an individual). 

15 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1940 (Paul Evans, Professor, University of British 
Columbia, As an individual). 

16 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2025 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong). 

17 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1955 (Paul Evans, Professor, University of British 
Columbia, As an individual); See also CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2025 
(Cherie Wong, Executive Director, Alliance Canada Hong Kong); CACN, Evidence, 2nd Session, 
43rd Parliament, 19 April 2021, 1835 (Carolyn Bartholomew, Chairman, United States–China Economic and 
Security Review Commission). 

18 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1955 (Gordon Houlden, Director Emeritus, China 
Institute, University of Alberta, As an individual). 

https://www.ourcommons.ca/DocumentViewer/en/44-1/house/sitting-72/journals
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351371
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245017
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282817
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11352018
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282817
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11352018
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245017
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282712
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Broad Scope of the Interim Report 

Threats to national security encompass a broad range of evolving issues and, as they 
proliferate, become increasingly difficult to define.19 In its description of threats to 
the security of Canada, the 1985 Canadian Security Intelligence Service Act (CSIS Act) 
includes acts of espionage or sabotage detrimental to the interests of Canada; foreign 
influenced activities; violence with the purpose of achieving political, religious or 
ideological objectives; and activities that undermine the constitutionally established 
system of government in Canada.20 In a May 2022 report on national security – a copy of 
which was provided to the Special Committee – the Task Force on National Security of 
the Graduate School of Public and International Affairs at the University of Ottawa 
(University of Ottawa Task Force) adopted a more modern definition. Stating that threats 
to national security must be defined on a case-by-case basis, the University of Ottawa 
Task Force report defined national security as dealing with “threats to the people, 
democratic values and institutions, economy, society, and sovereignty of Canada on a 
scale that demands a national response.”21 The Special Committee agrees with this 
definition, the broadness of which provides it with the latitude to consider all the 
concerns raised by witnesses. However, as the University of Ottawa Task Force report 
suggests, “not every problem is a matter of national security,” and some issues are 
better addressed outside of the national security framework.22 As such, while the Special 
Committee viewed national security in a broad manner, some of its recommendations to 
address issues raised by witnesses fall outside of the security and intelligence realm. 
Indeed, this approach is consistent with requests from witnesses that issues addressed 
in the report require whole-of-government solutions, and even whole-of-society 
solutions that engage the public, the private sector, and civil society.23 

 
19 Task Force on National Security of the Graduate School of Public and International Affairs (GSPIA), 

University of Ottawa, A national security strategy for the 2020s – How Canada can adapt to a deteriorating 
security environment, Report, May 2022, p. 3. 

20 Canadian Security Intelligence Service Act, R.S.C., 1985, c. C-23, section 2. 

21 Task Force on National Security of the GSPIA, University of Ottawa, A national security strategy for the 
2020s – How Canada can adapt to a deteriorating security environment, Report, May 2022, p. 3. 

22 Ibid. 

23 See CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2100 (Honourable David McGuinty, PC, MP, 
Chair, National Security and Intelligence Committee of Parliamentarians); CACN, Evidence, 2nd Session, 
43rd Parliament, 3 May 2021, 1835 (Richard Fadden, Former Director, Canadian Security Intelligence Service, 
As an individual); CACN, Evidence, 1st Session, 44th Parliament, 18 October 2022, 2100 (Thomas Juneau, 
Associate Professor, Graduate School of Public and International Affairs, University of Ottawa, As an 
individual). 

https://socialsciences.uottawa.ca/public-international-affairs/sites/socialsciences.uottawa.ca.public-international-affairs/files/natsec_report_gspia_may2022.pdf
https://socialsciences.uottawa.ca/public-international-affairs/sites/socialsciences.uottawa.ca.public-international-affairs/files/natsec_report_gspia_may2022.pdf
https://laws-lois.justice.gc.ca/eng/acts/c-23/FullText.html
https://socialsciences.uottawa.ca/public-international-affairs/sites/socialsciences.uottawa.ca.public-international-affairs/files/natsec_report_gspia_may2022.pdf
https://socialsciences.uottawa.ca/public-international-affairs/sites/socialsciences.uottawa.ca.public-international-affairs/files/natsec_report_gspia_may2022.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11352222
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282477
https://www.ourcommons.ca/DocumentViewer/en/44-1/CACN/meeting-4/evidence#Int-11859954
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Structure of the Report 

This report is divided into two chapters. Chapter One addresses various national security 
threats that fall under the umbrella of foreign interference, including measures targeting 
individuals in Canada, measures targeting Canadian institutions, and cyber-threats. 
Chapter Two discusses national security threats occurring outside of Canada that 
nevertheless impact Canada, as well as witness testimony related to the use of alliances 
to counter PRC aggression. 

CHAPTER 1: CLOSE TO HOME: DOMESTIC TARGETS OF FOREIGN 
INTERFERENCE 

The activities addressed in this chapter are presented primarily in relation to whom or 
what they attempt to influence or disrupt, be they individuals, communities, institutions, 
or critical infrastructure. While some of these activities are hidden, others are plainly 
visible. Their variety reflects the real and perceived depth and complexity of the PRC’s 
foreign interference campaign. Public Safety Canada confirmed that all forms of foreign 
interference pose a significant danger to Canada’s sovereignty, as well as to individual 
Canadians.24 

Foreign Interference 

Several witnesses discussed foreign interference by first differentiating it from foreign 
influence. For example, The Honourable Bill Blair, then-Minister of Public Safety and 
Emergency Preparedness, noted, “the activity of every country to influence other 
countries is pretty routine diplomatic activity.”25 However, influence activities become 
unacceptable when they aim to “interfere with our democratic institutions, interfere 
with the lawful activities of our citizens, [and] interfere with our elections.”26 In a 
January 2021 letter addressed to Members of Parliament, Minister Blair described the 
elements of foreign interference as: 

… hostile activity undertaken by foreign states that is purposely covert, malign, 
clandestine and deceptive. It can include threats, harassment and intimidation. These 
activities can be directed at Canadians, or residents of Canada, or against Canadian 

 
24 CACN, Follow Up Responses for the Special Committee on Canada-China Relations Appearance of the 

Minister of Public Safety and Emergency Preparedness and Senior Officials, 25 February 2021. 

25 CACN, Evidence, 2nd Session, 43rd Parliament, 25 February 2021, 1850 (Honourable Bill Blair, PC, MP, 
Minister of Public Safety and Emergency Preparedness). 

26 Ibid. 

https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-18/evidence#Int-11158500
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institutions to advance their strategic interests at the expense of our national interest 
and values. Hostile foreign states cross a line anytime they go beyond standard 
diplomacy to conduct activities against Canada that attempt to threaten our citizens, 
compromise our way of life, undermine our democratic processes, or damage our 
economic prosperity.27 

He highlighted the complexity of modern foreign interference while noting its potential 
impact: 

It poses a significant threat to the integrity of our political system, democratic 
institutions, social cohesion, academic freedom, economy and long-term prosperity as 
well as fundamental rights and freedoms. It can also affect the safety of our citizens and 
those who live here.28 

David Vigneault, Director, CSIS specified that once activities have coercive and covert 
characteristics, CSIS can intervene and investigate them as threats to national security.29 
However, Lynette Ong, Associate Professor, University of Toronto, observed that 
distinguishing between foreign influence and interference can be challenging and that 
the two exist along a continuum rather than in binary terms.30 Some witnesses spoke of 
a resulting “gray area.”31 

Cherie Wong stated that many of the activities undertaken by the PRC are carried out 
precisely in areas where the lines between foreign influence and foreign interference are 
blurred.32 Consequently, measures designed solely to ban or criminalize certain behavior 
risk being largely ineffective.33 As examples, she highlighted that harassment or 

 
27 Public Safety Canada, Response to the December 18, 2020 motion on Foreign Interference. 

28 Ibid. 

29 CACN, Evidence, 2nd Session, 43rd Parliament, 11 March 2021, 1900 (David Vigneault, Director, Canadian 
Security Intelligence Service). 

30 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. Ong, Associate Professor, 
University of Toronto, As an individual). 

31 See CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1935 (Cherie Wong, Executive Director, 
Alliance Canada Hong Kong); CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1940 (Anne-Marie 
Brady, Professor, University of Canterbury, As an individual). 

32 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1935 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong); See also Alliance Canada Hong Kong (ACHK), In Plain Sight: Beijing’s Unrestricted 
Network of Foreign Influence in Canada, 31 May 2021, p. 4. 

33 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1935 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong). 

https://www.publicsafety.gc.ca/cnt/trnsprnc/brfng-mtrls/prlmntry-bndrs/20210625/27-en.aspx
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-19/evidence#Int-11183228
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351657
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245161
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351657
https://alliancecanadahk.com/wp-content/uploads/2022/06/ACHK_InPlainSight.pdf
https://alliancecanadahk.com/wp-content/uploads/2022/06/ACHK_InPlainSight.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351657
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inappropriate foreign investment could fall outside of what would be considered 
prohibited activities under existing legislation.34 

In addition to these definitional complexities, Professor Ong argued that the covert 
nature of many forms of interference make fair and impartial assessments more 
challenging.35 She added that various PRC-based organizations36 fall under the umbrella 
of United Front work,37 which the CCP seeks to use “to shape the narrative and extend 
its influence overseas.”38 Nevertheless, she also cautioned that “being part of the United 
Front networks does not automatically imply that individuals or organizations are the 
CCP’s local agents to carry out foreign interference, even though they are part of 
the umbrella.”39 

Several witnesses highlighted the need for increased understanding of how the PRC may 
be interfering in Canadian society, as well as the tools, methods and actors it is using to 
do so.40 Moreover, Minister Blair noted that both parliamentarians and the general 
public need to be provided with a deeper understanding of the threat environment that 

 
34 Ibid., 1955. 

35 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. Ong, Associate Professor, 
University of Toronto, As an individual). 

36 Lynette Ong identified the following as “key United Front groups”: the Chinese People’s Political 
Consultative Conference, the China Overseas Friendship Association, the All-China Federation of Returned 
Overseas Chinese, Chinese students and scholars associations, “and numerous overseas Chinese friendship 
and hometown associations.” CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. 
Ong, Associate Professor, University of Toronto, As an individual). 

37 Established in 1979, the United Front Work Department (UFWD) is a Chinese Communist Party (CCP) body 
that has been significantly revitalized and reorganized under President Xi Jinping. The UFWD is the main CCP 
body responsible for coordinating the implementation of influence operations, or what the Chinese refer to 
as United Front work (UFW). UFW is conducted both at home and abroad. These operations aim to acquire 
Western technologies and knowhow – sometimes through espionage –and to shape the international 
information environment so that PRC-friendly narratives can flow freely through PRC-controlled human and 
digital networks. See ACHK, In Plain Sight: Beijing’s Unrestricted Network of Foreign Influence in Canada, 
31 May 2021, p. 26. 

38 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. Ong, Associate Professor, 
University of Toronto, As an individual). 

39 Ibid. 

40 Ibid.; CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1955 (Anne-Marie Brady, Professor, 
University of Canterbury); CACN, Evidence, 2nd Session, 43rd Parliament, 25 February 2021, 1935 (David 
Vigneault, Director, Canadian Security Intelligence Service). 

https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351792
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://alliancecanadahk.com/wp-content/uploads/2022/06/ACHK_InPlainSight.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245182
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-18/evidence#Int-11158656
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currently exists in Canada in relation to such interference.41 The following sections 
provide a foundation for such understanding. 

The Targeting of Individuals and Communities 

Witnesses informed the Special Committee about the PRC’s attempts to “mobilize and 
weaponize” the Chinese diaspora in Canada through influence, surveillance, and 
intimidation.42 Several witnesses also commented on the threats and intimidation that 
they and others have personally experienced in Canada as a result of their personal 
connections and work related to the PRC. 

Diaspora 

Witnesses told the Special Committee that, through its United Front work, the PRC 
government attempts to co-opt ethnic Chinese individuals and communities living 
outside of the PRC, as well as Chinese organizations based overseas.43 Noting that the 
CCP regards the diaspora as a resource and a tool for promoting foreign policy, Anne-
Marie Brady, Professor, University of Canterbury, described the targeting of diaspora as 
one of the most difficult challenges New Zealand has faced.44 

Carolyn Bartholomew, Chair, United States-China Economic and Security Review 
Commission, stated that much of the co-opting occurs through the control of overseas 
Chinese media, addressed below, and through United Front Work Department (UFWD) 
affiliated professional and academic associations. She added that Chinese students and 
scholars associations, Confucius Institutes (CI) and professional organizations offer 
benefits and support to Chinese students on university and college campuses. In return, 
“students are expected to rebut any criticism of the CCP and to encourage support for 
CCP’s global rise.”45 

 
41 CACN, Evidence, 2nd Session, 43rd Parliament, 25 February 2021, 1850 (Honourable Bill Blair, PC, MP, 

Minister of Public Safety and Emergency Preparedness). 

42 CACN, Evidence, 2nd Session, 43rd Parliament, 21 June 2021, 1845 (Honourable Dominic Cardy, Minister of 
Education and Early Childhood Development, Legislative Assembly of New Brunswick, As an individual). 

43 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1830 (Lynette H. Ong, Associate Professor, 
University of Toronto, As an individual); CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1835 
(Carolyn Bartholomew, Chair of the United States–China Economic and Security Review Commission). 

44 CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 2005 (Anne-Marie Brady, Professor, University 
of Canterbury, As an individual). 

45 CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1835 (Carolyn Bartholomew, Chair of the United 
States–China Economic and Security Review Commission). 

https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-18/evidence#Int-11158494
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-30/evidence#Int-11411219
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-25/evidence#Int-11282449
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245017
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245195
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245017
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In a 2021 report provided to the Special Committee, ACHK described some of the 
methods the UFWD uses to interfere with diaspora in Canada: 

In Canada, a mix of grassroot and media strategies is used by the UFWD to control 
public opinion regarding China. The United Front [UF] has created and mobilized shell 
groups, registered [non-governmental organizations], and civil societies in Canada. 
These groups are designed to mimic legitimate community programs and activities in 
democratic societies, or to promote “Chinese” culture. They purport as non-partisan 
and non-political entities while aggressively spreading pro-Beijing message and party 
lines, whether in praising Hong Kong’s national security law or condemning dissent 
against the Beijing Olympics … UF groups also give weight to CCP narratives by giving 
statements and media interviews, often presenting themselves as representatives of the 
Chinese community. This “astroturfing” creates a false perception that these groups are 
grassroot and community-based, when in fact their operations are coordinated by the 
Consulates and the Embassy’s liaisons.46 

According to ACHK, the UFWD closely monitors – and attempts to exercise a degree of 
control over – diaspora communities, through digital surveillance and through networks 
of community groups, private businesses, and individuals. Often, diaspora members are 
“expected to demonstrate their loyalty by donating, volunteering, and supporting the 
[United Front] activities.”47 Cherie Wong provided an example of how UFWD coercion is 
carried out, through the mobilization of pro-Beijing counter protestors: 

Many individuals are coerced into participating in these pro-Beijing rallies as well. If they 
don't show up, their families will be threatened. If they don't show up, their scholarships 
will be pulled. I want to present that very human side, that CSSAs are mobilizing these 
activities. There are other United Front groups mobilizing these activities, but not all 
participants are really sup- porters of the regime; they are forced.48 

Accordingly, Anne-Marie Brady emphasized the importance of better supporting Chinese 
diasporas and showing that they “are not all as much under the control of the CCP as 
[the CCP] would wish.”49 

 
46 ACHK, In Plain Sight: Beijing’s Unrestricted Network of Foreign Influence in Canada, 31 May 2021, p. 26. 

47 Ibid., p. 27. 

48 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2000 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong). CACN, Evidence, 1st Session, 43rd Parliament, 13 August 2020, 1130 (Cheuk Kwan, 
immediate past chair, Toronto Association for Democracy in China) provided examples of the “united-front 
strategy that Chinese consulates and their proxies have carried out” in Canada. As one example related to 
events in Hong Kong, he spoke about Chinese international students who were “compelled” to 
“demonstrate against pro-Hong Kong rallies” after threats had been made “to withhold their government 
scholarships or harm their families back home if they [did not] comply.” 

49 CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 2005 (Anne-Marie Brady, Professor, University 
of Canterbury, As an individual). 

https://alliancecanadahk.com/wp-content/uploads/2022/06/ACHK_InPlainSight.pdf
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https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245195


A THREAT TO CANADIAN SOVEREIGNTY: 
NATIONAL SECURITY DIMENSIONS OF THE 

CANADA–PEOPLE’S REPUBLIC OF CHINA RELATIONSHIP 

19 

Dissidents and Human Rights Defenders 

In 2020, the Special Committee conducted a related study of the PRC government’s 
imposition of national security legislation on Hong Kong, which has significantly curtailed 
the high degree of autonomy that the Special Administrative Region was promised by 
treaty. The resulting report included a dedicated section on the protection of rights and 
freedoms in Canada.50 The report recounted threats and intimidation faced by 
individuals with personal connections or work related to the PRC at the hands of PRC 
state actors and their proxies. Among other things, witnesses spoke of: 

• Attempts to limit freedom of expression through threatening phone calls 
or emails, cyber-hacking and physical confrontation; 

• The coordinated use of counter-protesters, Chinese international 
students, and pro-Beijing United Front organizations to block and 
intimidate peaceful demonstrations in Toronto, Montreal, Calgary, 
Vancouver and Ottawa; 

• The publication of private information online to intimidate protest 
participants.51 

During the study, some witnesses alleged the harassment they experienced had been 
encouraged or instigated by PRC diplomats.52 The Special Committee therefore 
recommended that the Government of Canada convey, to the Ambassador of the PRC in 
Canada, that any interference with the rights and freedoms of people in Canada would 
result in serious consequences. It also recommended that the Government of Canada 
carefully review accredited diplomatic personnel in the People’s Republic of China’s 
diplomatic missions to Canada.53 

During the current study, the Special Committee heard from additional community 
activists who experienced threats from PRC proxies. Chemi Lhamo, Community Health 
Lead, Parkdale People’s Economy, told the Special Committee that when she ran in 

 
50 CACN, The Breach of Hong Kong’s High Degree of Autonomy: A Situation of International Concern Second 

report, February 2021. 

51 Ibid. 

52 See CACN, Evidence, 1st Session, 43rd Parliament, 11 August 2020, 1110 (Cherie Wong, Executive Director, 
Alliance Canada Hong Kong); CACN, Evidence, 1st Session, 43rd Parliament, 13 August 2020, 1130 (Cheuk 
Kwan, Immediate Past Chair, Toronto Association for Democracy in China). 

53 CACN, The Breach of Hong Kong’s High Degree of Autonomy: A Situation of International Concern, Second 
report, February 2021, p. 43. 

https://www.ourcommons.ca/Content/Committee/432/CACN/Reports/RP11129908/cacnrp02/cacnrp02-e.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-1/CACN/meeting-10/evidence#Int-10923411
https://www.ourcommons.ca/DocumentViewer/en/43-1/CACN/meeting-11/evidence#Int-10927072
https://www.ourcommons.ca/Content/Committee/432/CACN/Reports/RP11129908/cacnrp02/cacnrp02-e.pdf
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student elections at the University of Toronto Scarborough in 2019, she received 
thousands of harassing comments on social media, including rape and death threats, 
because of her Tibetan identity. She said that the threats continued during her term as 
student president and that she was even followed on campus. Shortly after the election, 
she added, a petition with 10,000 signatures appeared, contesting her presidency 
because of her views as a Tibetan person.54 Ms. Lhamo voiced surprise that a petition 
could have gained that number of signatures so quickly. In her view, “there was some 
sort of connection to the Chinese embassy.”55 

Ms. Lhamo further alleged that the CCP coerces Chinese international students into 
following CCP party lines and protesting initiatives that are seen as threatening PRC 
interests. She remarked that Chinese international students have anonymously 
contacted their student unions voicing concern that organizations like the Canadian 
Chinese Students and Scholars Association are reporting activities on Canadian 
campuses to the PRC government. 

Rukiye Turdush, Research Director, Uyghur Research Institute, told the Special 
Committee about harassment she faced after being invited to speak to the 
McMaster University’s Muslim Students’ Association about the plight of Uyghurs in 
February 2019. She stated that the McMaster Chinese Students’ Association reported 
the event to the PRC embassy and published a statement condemning the presentation. 
She added that the PRC embassy in Ottawa later praised students who had protested her 
talk for their patriotism. She maintained that the CCP encourages large numbers of 
Chinese international students to “export their propaganda and China’s autocratic values 
to our Canadian soil.”56 

Witnesses also described tactics that the PRC uses to threaten individuals in Canada 
from afar. Ms. Turdush stated that Uyghur students are harassed through video calls 
from the PRC, where they are asked for personal information such as their school 
address and their status in Canada. Additionally, she spoke of pressure exerted by PRC 
officials on relatives and friends in the PRC, leading some students to sever legal ties 
with their parents to protect them. In Ms. Turdush’s case, she stopped communicating 
with her grandmother in the PRC in 2009, and her cousins and friends cut connections 

 
54 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1900 (Chemi Lhamo, Community Health Lead, 

Parkdale People’s Economy). 

55 Ibid. 

56 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1835 (Rukiye Turdush, Research Director, 
Uyghur Rights Advocate, Uyghur Research Institute). 
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with her due to her activism.57 ACHK noted that these intimidation tactics are often 
coordinated and sophisticated, and are sometimes combined with campaigns that aim 
to damage an individual's reputation: 

Intimidation abroad works in tandem with threats against family members of those who 
dare to speak out. Chinese authorities coordinate intimidation operations and use 
families who are in PRC-controlled regions as bargaining chips. Threats and harassment 
are sometimes paired with Chinese and foreign media campaigns to smear activists and 
researchers, indicating a high-level coordination.58 

Alex Neve, Senior Fellow, Graduate School of Public and International Affairs, University 
of Ottawa, also discussed the use of families in the PRC as a tool to intimidate and 
silence human rights defenders in Canada. He mentioned instances of PRC authorities 
detaining and threatening the relatives of Uyghur Canadian activists, as well as Tibetan 
Canadians who have been forced to sign forms renouncing the Dalai Lama in order to 
obtain visas to visit their family members in the PRC.59 

The PRC recently demonstrated another method of intimidating overseas individuals – 
one with potential implications for anyone, in any place, who advocates for democracy 
in Hong Kong. In July 2022, Victor Ho, a resident of Vancouver and previous witness 
before the Special Committee, held a news conference with other Hong Kong pro-
democracy advocates in Toronto to announce the formation of an unofficial virtual 
parliament in exile that would be elected by Hong Kong's diaspora.60 On 3 August 2022, 
the Hong Kong Special Administrative Region issued a news release that “severely 
condemned” Mr. Ho and two other pro-democracy advocates, indicating that they were 
“suspected of contravening the offence of subversion under Article 22 of the National 
Security Law.”61 The news release also highlighted that, pursuant to Article 37 of the law, 
“[p]olice shall spare no efforts in pursuing the cases in accordance with the law in order 
to bring the suspected offenders to justice.”62 Noting that the Government of Canada 
should speak very forcefully against attempts to apply the National Security Law in an 
extraterritorial manner, Guy Saint-Jacques, Consultant and former Ambassador to the 
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PRC, warned that Canadians critical of the PRC could easily be found guilty under the 
legislation. He also warned that the PRC may be tempted to use its extradition treaties 
with other countries, to have individuals that have been charged under the law arrested 
and extradited to the PRC.63 

While expressing frustration about not knowing which Canadian authorities to contact 
about harassment and threats, Ms. Lhamo said that she called the Toronto Police, RCMP, 
and CSIS, only to be pointed from one direction to the other.64 Cherie Wong, who 
experienced similar challenges when trying to report incidences of intimidation, added, 
“[o]ur community doesn’t have trust in the policing agencies, because so many times we 
have reached out for help and they have let us down every single time.”65 Mr. Neve also 
mentioned that the confusion about where and to whom to report incidents, coupled 
with the frustration from previous unsuccessful reporting attempts, has led activists to 
refrain from reporting incidents.66 

David Vigneault noted that CSIS has mechanisms for outreach to affected communities, 
as well as a 1-800 number “where we are referring people to contact CSIS directly, 
anonymously, to be able to report the activities.”67 In a response communicated to the 
Special Committee, Public Safety Canada indicated that individuals may also report 
foreign interference activities to CSIS on its web page under “Reporting National Security 
Information.”68 Brenda Lucki, Commissioner, RCMP, said that individuals should report 
incidents to their local police and should contact 911 for immediate and grievous 
threats. She added that the RCMP also has a tip line – 1-800-420-5805 – that is displayed 
on both the main RCMP webpage and the national security website. According to the 
commissioner, the tip line offers the option of reporting incidents anonymously and has 
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been fairly effective, receiving on average 120 tips per day.69 She acknowledged, 
however, “we have to do better communication so that the people who feel threatened 
know that this number exists and they don’t get the runaround.”70 She stated, 
“[u]nfortunately, there’s no one-stop shopping. We always encourage people to go to 
the police of jurisdiction, because they are the ones who should be investigating any 
intimidation or coercion.”71 

For Alex Neve, Canada must do more to directly confront the harassment of human 
rights defenders in Canada emanating from the PRC government and its agents. Recent 
reports of the establishment of PRC police service stations in Canada, he argued, 
underscore the urgent nature of this situation.72 Jonathan Manthorpe, former foreign 
correspondent and author of Claws of the Panda, agreed. He urged that the most 
immediate steps to counter foreign interference include the defense of Canadians of 
Chinese, Uyghur and Tibetan heritage from attacks by the PRC and its proxies 
in Canada.73 

Ms. Lhamo and Mr. Neve informed the Special Committee about two reports prepared 
by Amnesty International on behalf of the Canadian Coalition for Human Rights in 2017 
and 2020. They detail harassment and intimidation of various Chinese diaspora 
communities in Canada, as well as human rights defenders. The reports – which were 
shared with the Special Committee – call for the establishment of a centralized focal 
point within government to act as a primary contact for all individuals and groups facing 
harassment, intimidation, and interference in Canada due to advocacy related to the 
PRC.74 Mr. Neve suggested that the office could “coordinate the efforts of departments 
and agencies that all have a piece of this pie, because right now it is scattered and 
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ineffective.”75 Emphasizing the negative impacts the dissident community has 
experienced from the lack of support, Cherie Wong also called for, “a federal policy in a 
centralized place to address all forms of foreign influence.”76 

While acknowledging that it is difficult for advocates to speak out against the PRC while 
they have family in PRC-controlled areas, Richard Fadden, former Director, CSIS, stated, 
“[w]e have to find a way,” to ensure that individuals who have been targets of harassment, 
intimidation and interference feel more comfortable coming forward and testifying.77 He 
told the Special Committee that Canada should be concerned about the positions of PRC 
diplomats in Canada rather than their total number. He specified that an embassy official 
who deals with consular issues is not a problem, but that the number of members of the 
PRC ministry of public security in Canada should be reduced. Mr. Fadden also stated that 
while defensive intelligence and security measures may have sufficed in the past, “the 
global digital environment is so dynamic and dangerous that we need tools to actively 
counter the threat. This requires a clear legislative and regulatory framework.”78 He added 
that additional resources need to be provided to national security agencies in Canada to 
allow them to exercise their broad mandates. 

Gordon Houlden suggested some specific steps that could be taken against those 
perpetrating the harassment, intimidation, and coercion. He stated: 

[W]hen there is pressure on Canadian citizens, landed immigrants and even PRC 
nationals extending to tracking their political views, pressuring any of these persons to 
change their behaviour or taking actions that are illegitimate, this must be countered by 
Canada where detected. In some instances, a simple warning to desist conveyed by 
Global Affairs Canada to Chinese officials may suffice … In extreme cases it could mean 
that individuals in Chinese missions might be expelled or prosecution undertaken 
against individuals who engaged in threats or other illegal acts and who do not have 
diplomatic or consular status.79 

The Special Committee is concerned by reports of the PRC's influence, monitoring, and 
coercion of diaspora communities, as well as the intimidation and harassment of 
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dissidents and human rights defenders. These actions run counter to the fundamental 
rights and freedoms that are essential to Canadian democracy, and the Government of 
Canada must take action to defend these values. As previously noted in the Committee's 
interim report on the situation in Hong Kong, such behavior is unacceptable and must be 
addressed. Consequently, the Special Committee reaffirms Recommendations 11 and 12 
from its February 2021 interim report, The Breach of Hong Kong’s High Degree of 
Autonomy: A Situation of International Concern: 

Recommendation 1 

That the Government of Canada convey, to the Ambassador of the People’s Republic of 
China to Canada, that any interference with the rights and freedoms of people in Canada 
is unacceptable, will not be tolerated, will result in serious consequences for those 
responsible, and will damage the bilateral relationship between Canada and the People’s 
Republic of China. 

Recommendation 2 

That, in light of the allegations of threats and intimidation against people in Canada, the 
Government of Canada continue to ensure that all accredited diplomatic personnel of 
the People's Republic of China continue to act within the strict confines of their official 
responsibilities. 

The Special Committee also recommends the following: 

Recommendation 3 

That the Government of Canada work with provinces and territories to establish 
measures supporting individuals or groups in Canada who are the target of state-backed 
harassment and intimidation. The measures should include the establishment of a widely 
disseminated and single point of contact to which people can report incidents. The 
measures should also include coordination mechanisms with other orders of government 
to ensure that all incidents requiring investigation are addressed in a consistent and 
timely manner so that state-backed harassment and intimidation are effectively deterred 
and countered. 

Recommendation 4 

That the Government of Canada make clear that attempts by the People’s Republic of 
China to apply the National Security Law in an extraterritorial manner is unacceptable. 



 

26 

Interference with Canadian Institutions 

Universities 

Witnesses informed the Special Committee of PRC interference attempts at Canadian 
universities and research institutions, including the potential transfer of sensitive 
technology, intimidation and harassment of students and professors, and the influencing 
of discourse about the PRC. Describing Canadian universities as the foundation of 
engagement between Canada and the PRC, Paul Evans underscored their importance to 
the Canada-PRC relationship. He noted that roughly 140,000 foreign students from the 
PRC are registered at post-secondary institutions in Canada and that hundreds of 
student exchanges and training programs have been established between Canadian and 
PRC universities. Moreover, hundreds of research collaborations are funded from a 
combination of Canadian and PRC sources. Professor Evans recognized, however, that 
campus-related connections that flourished over the past 40 years are now under 
increasing scrutiny in Canada. He singled out concerns of security and intelligence 
agencies related to “cybersecurity, leakage of intellectual property, and transfer of 
technology and ideas that are seen as benefiting the Chinese military and other state 
institutions involved in violation of human rights.”80 

While speaking about research partnerships and the risks of diversion of intellectual 
property from Canada, David Vigneault pointed out that participants may conceal 
affiliations to other state entities or military organizations and transfer knowledge 
developed in Canada out of the country. He added that this could occur “in a way 
that would likely be a threat to Canada in the future, especially when we look at 
high-end technology that may have dual-use purposes for both civilian and military 
applications.”81 The University of Ottawa Task Force report raises similar issues while 
warning of the risks associated to research partnerships between Canadian and PRC 
scientists. The report states: 

We have seen strategic investments in sensitive sectors in Canada by companies who 
obfuscate their state ties. We have also seen the theft of intellectual property to 
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advance the interests of foreign states and state-backed companies at the expense of 
the legitimate owners of that technology and Canada’s economic security.82 

In response to a question about whether significant PRC funding to researchers in 
Canada could influence them to transfer information to the PRC, Mr. Vigneault stated, 
“[w]e have seen indications of that.”83 He also recognized that funding may be targeted 
“to push research in an area that will not be contrary to another country’s interests. 
Sometimes it’s about protecting the reputation of a country.”84 

The University of Ottawa Task Force report provides a stern warning of how PRC 
legislation, frequent collaborations between Canadian universities and PRC military 
universities, and the development of new technologies combine to render Canadian 
researchers attractive targets for unwanted technology transfer: 

Legislation in China, which combines domestic controls with extraterritorial provisions, 
obliges Chinese individuals and institutions to support, assist, and co-operate with the 
Chinese intelligence apparatus. This means that Canadians with Chinese partners could 
see their innovations supporting, without their knowledge, China’s military. This 
includes partnerships researching artificial intelligence, biotechnology, photonics (the 
physical science of light waves), quantum computing, and genomics. This is a real risk: 
Canada’s top research universities have some of the most frequent collaborations with 
China’s military universities among institutions worldwide.85 

Finally, Clive Hamilton, Professor of Public Ethics, Charles Sturt University, Canberra 
Campus, argued that the PRC has had considerable success at influencing the discourse 
about China in Canadian universities by engaging with universities through research 
projects, academic exchanges, student flows and CIs.86 He is of the opinion that, “[s]ome 
of the best-informed scholars are effectively silenced because they risk annoying their 
employers if they are critical of the CCP.”87 As addressed in the previous section, Chemi 
Lhamo and Rukiye Turdush shared with the Special Committee the intimidation and 
harassment they experienced at their university campuses. 
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Noting that discussions with universities are ongoing, Mr. Vigneault stated, “[w]e are 
realizing, like everybody else, that there is a new intent in the regime in China.”88 

Increasing the Awareness of Threats while Finding a Balance 

Christian Leuprecht Professor, Royal Military College of Canada, warned the Special 
Committee that while university chief information officers are becoming aware of 
threats posed by the PRC, there is almost no recognition of the threat among university 
researchers. His conclusion is that “[a] cultural shift is really needed.”89 Similarly, 
Professor Houlden acknowledged that university professors and administrators do not 
always understand the potential consequences and security risks of a particular subject. 
He maintained that universities must continue to be informed of security risks with 
respect to intellectual property and characterized the joint Government of Canada–
Universities Working Group as an important step.90 Established in 2018, the group allows 
Canadian universities to meet regularly with government departments, the federal 
granting councils, and national security agencies to advance both collaborative research 
and research security.91 Among other initiatives, the group contributed to the 
development of the Safeguarding Your Research Portal, a public resource that provides 
researchers with guidance and best-practices to identify and mitigate potential security 
risks, including espionage and foreign interference.92 Scott Halperin, Professor, Dalhousie 
University and Director, Canada Center for Vaccinology, informed the Special Committee 
that Dalhousie University screens all his laboratory’s studies before they begin and that 
all his research is approved by the vice-president of research. He stated that he was 
aware of state actors and of particular countries that have been of concern.93 He added 
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that, during his interactions with study sponsors, he was careful that his research was 
not being taken advantage of and that sensitive information was not being lost. 
However, he stated that, to his knowledge, the preventative measures he takes are not 
part of a formal process. 

Professor Houlden argued that while national security issues and interference by the 
PRC will continue to pose challenges to Canadian sovereignty, there needs to be a 
sophisticated Canadian strategy to balance risks and the opportunities of partnering 
with PRC universities and scientists. He recommended that the Government of Canada 
provide greater clarity to Canadian universities regarding the criteria of federal 
assessments of potential cooperation with PRC universities and scientists. He agreed 
that national standards related to national security and research collaboration could be 
useful, as long as those standards “involve back-and-forth between the universities and 
are not just a diktat from the federal government to an autonomous institution.”94 In a 
similar vein, he warned that any government intrusion into the policies of Canadian 
universities must be carefully calibrated and justified and that he was uncomfortable 
with the possibility of “upending the long tradition of academic freedom and university 
autonomy without a strong rationale.”95 

Professor Evans noted that the Government of Canada, Canadian universities, and 
funding agencies have established mechanisms that aim to sensitize university 
communities towards risks they face, “particularly in the domains of cybersecurity and 
protection of intellectual property.”96 Also characterizing these measures as first steps, 
he further noted that guidelines on research hygiene and on safeguarding scientific 
integrity are now being disseminated across Canada.97 He added that priority measures 
to be taken by universities against foreign interference include “improving awareness of 
risks, building mechanisms for vigilance and instituting proactive measures to monitor 
and maintain a respectful atmosphere on our campuses.”98 He added that universities 
need to revisit and revise many existing agreements with Chinese partners to maximize 
transparency and highlight their academic values.99 
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Professor Evans also called for a policy statement from the government on how and why 
academic, business and other people-to-people engagements with the PRC matter. He 
highlighted the importance of precisely defining areas of research that are considered 
sensitive, as well as the criteria for determining what partners are inappropriate. He 
acknowledged that identifying and restricting foreign involvement in certain activities is 
challenging. As an example, he stated that the U.S. is demanding regularly that Canada 
expand the areas of restricted involvement into biomedical work, extending restrictions 
beyond dual-use military items to areas that are providing the PRC with certain 
commercial advantages in high-tech sectors.100 Nevertheless, he asserted, “to keep the 
doors open to a dynamic range of interactions and collaborations with China, we need to 
install some new screens and close some windows.”101 

The Honourable David McGuinty, Chair of the National Security and Intelligence 
Committee of Parliamentarians (NSICOP), noted that a challenge that NSICOP identified 
in its analysis of foreign interference, addressed in further detail below, is that many 
representatives of organizations meeting with CSIS are not allowed to see or receive 
classified briefings because they do not have the necessary security clearance. He added 
that this also applies with respect to universities.102 He stated, “[m]easures [to limit 
foreign interference at universities] have recently been announced in Alberta and many 
administrators, academics and university presidents are scratching their heads 
wondering what exactly is going on.”103 

Despite the challenges, Lynette Ong warned that severing relations between the PRC 
and Canadian universities would be a grave mistake. In her opinion, the university sector 
benefits greatly from exchanges and interaction with Chinese partners, and the solution 
lies in becoming more educated about the risks and being more prepared.104 Richard 
Fadden agreed: “we need to have as many exchanges with the Chinese as we can 
possibly generate.”105 He specified, however, that exchanges should not occur in sectors 
of activity in which Canada’s national security, as well as the national security of 
Canada’s allies, would be at risk. He recommended legislation outlining that “no foreign 
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power, as indicated by the Governor in Council, may provide grants or contributions of 
any sort to a Canadian academic institution for the purposes of working in these very 
limited number of fields.”106 

For her part, Rukiye Turdush argued that universities should be required to report all 
co-operation with PRC research institutes and companies operating in fields such as 
“artificial intelligence, big data, smart policing and smart cities, biotech and others.”107 

Influence and Intimidation on University Campuses 

In addition to the on-campus incidents of harassment and intimidation described 
previously by Rukiye Turdush and Chemi Lhamo, Kyle Matthews, Executive Director at 
the Montreal Institute for Genocide and Human Rights Studies, described an incident 
of interference that occurred at his institution. He stated that in March 2019, while 
preparing to host Dolkun Isa, leader of the World Uyghur Congress for a conference, 
the PRC consul general in Montreal had pressured the mayor of Montreal to cancel the 
event. The event was nevertheless held, and Mr. Matthews followed-up with Canadian 
officials, Global Affairs Canada and CSIS.108 He noted that the incident “follows other 
examples in Canada and around the world where the Chinese government has 
purposefully attempted to curtail academic freedom.”109 

Gordon Houlden suggested that a web portal run by a Canadian security agency be 
established through which students or professors could report attempts at influencing 
by an individual or foreign government. He noted that CSIS would be a key player in 
that regard.110 

Intelligence and Security Agencies on Campus 

Mr. Vigneault described some of the work of Canadian intelligence and security agencies 
on university campuses: 
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108 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 1940 (Kyle Matthews, Executive Director, 
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CSIS and also our partners in the national security community are quite involved with 
universities to provide them with advice. We are also working closely with them not just 
on the protection of research, but also on the potential interference on campuses in 
terms of academic freedom and potential threats that the students coming from abroad 
may feel from different countries.111 

In addition to discussions about the diversion of research, interference with academic 
freedom, and threats to foreign students, CSIS, in collaboration with CSE, warns 
universities about cyber-threats. Mr. Vigneault stressed that the goal is not to discourage 
universities from foreign partnerships, but to ensure that “people do it with their eyes 
wide open.”112 

Mr. Vigneault acknowledged that section 19 of the Canadian Security Intelligence 
Service Act restricts CSIS from sharing classified information. Nevertheless, CSIS “can 
suggest avenues of reflection and mention areas of risk to be mitigated, particularly with 
regard to hiring, cybersecurity measures, and measures to be taken with regard to 
contracts.”113 Mr. Vigneault commented that while CSIS and universities maintain a 
close dialogue, CSIS has been “asking for several years to be able to engage in much 
more intense dialogue.”114 

Further to preventative warnings to academics, Mr. Vigneault highlighted that CSIS can 
act on matters through its national security investigations. He stated, “[a]t that point, 
we would either be using threat reduction measures to mitigate the threat or, if the 
information reaches a level that warrants it, sharing the information with law enforcement 
and the RCMP to look at a potential criminal investigation.”115 Mr. Vigneault concluded by 
acknowledging that the current work with universities could be improved: 

It is, if you will, an ecosystem that is quite important to manage. We are careful about 
how we engage on campuses and in universities. We need to manage academic 
freedom, but at the same time we have a unique mandate, a unique aperture on the 
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threat, to provide this information to academics. To be very candid with you, though, I 
would suggest that more remains to be done and better engagement is required.116 

Government Responses 

Minister Blair affirmed that the Government of Canada is aware of attempts by the PRC 
to target cutting-edge Canadian research and development efforts.117 He informed the 
Special Committee that, through the Safeguarding Science initiative,118 government 
departments are working with universities, federal labs and private companies to ensure 
that Canadian research and proprietary information remain safe. The initiative was 
established to promote awareness across academic communities of the potential misuse 
by individuals or foreign entities of chemical, biological, radiological, and nuclear 
research, as well as the potential for dual-use proliferation of products, knowledge or 
technologies. Minister Blair added that Public Safety Canada leads the initiative with the 
support and collaboration of 10 federal departments and agencies.119 

The Honourable Marc Garneau, then-Minister of Foreign Affairs, informed the Special 
Committee that in March 2021, the minister of Public Safety and Emergency 
Preparedness, and the minister of Innovation, Science and Industry announced the 
development of risk guidelines to integrate national security considerations into the 
evaluation and funding of research partnerships.120 He added, “we will be taking 
additional steps to better integrate national security considerations into the evaluation 
of federally funded research partnerships.”121 He also highlighted the work of the 
previously mentioned joint Government of Canada-Universities Working Group, which 
contributed to the development of the new guidelines.122 
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Confucius Institutes 

Several witnesses raised the issue of collaboration between Canadian education 
institutions and Confucius Institutes (CIs) – centers funded by the PRC government with 
the stated goal of promoting Chinese language training and culture overseas.123 

Justin Li, Director of the National Capital Confucius Institute for Culture, Language and 
Business at Carleton University, informed the Special Committee about the CI he leads. 
While noting that he could not speak for other CIs in Canada, Mr. Li stated that his 
focuses on Chinese language training, organizing cultural events, and assisting visiting 
scholars from the PRC. Its activities are solely offered to Carleton University students and 
adult learners. While the Carleton University CI’s funding comes from the CI head office 
in Beijing, Mr. Li said that the funds go to a Carleton University finance account that is 
managed completely by the university.124 Mr. Li stated that the Carleton CI does not 
report its ongoing operations to entities in the PRC. He added that visiting scholars from 
the PRC follow Carleton’s policies and “are guided by academic freedom, human rights 
and freedom of expression.”125 He stated that the CI at Carleton, “strictly follows the 
policies and procedures of Carleton University” and that Carleton curriculum content 
is taught.126 In response to whether Falun Gong practitioners can register at the 
Carleton University CI, Mr. Li responded that the credit course run by the School of 
Linguistics and Language Studies is open to everyone.127 Mr. Li denied that the CI at 
Carleton University is a platform for espionage in Canada. 

Mr. Li told the Special Committee that when Carleton University requires Chinese 
language instructors, he connects the university with the CI's network of Chinese 
language instructors from the PRC. Prospective instructors are then interviewed and 
selected through “the normal Carleton process” and successful candidates “must go 
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through Canada’s immigration process, which includes both health and security 
checks.”128 

Since 2013, the Institute has organized tours for students to the PRC. Mr. Li noted that 
each tour is accompanied by a Carleton faculty or staff member as a chaperone and 
supervisor and that “[w]e always inform the Canadian embassy in Beijing of our 
China tours.”129 

While other countries operate worldwide cultural associations, Carolyn Bartholomew, 
Chair of the United States–China Economic and Security Review Commission, argued 
that CIs “play a role that the Goethe-Institut or the Alliance française do not.”130 She 
warned that CIs are being used as a tool by the PRC to spread the PRC world view, to 
control Chinese students on university campuses, and that they serve as platforms for 
espionage.131 She also warned of the existence of CI elementary school language 
programs that teach CCP ideology. 

The Honourable Dominic Cardy, then-Minister of Education and Early Childhood 
Development, Legislative Assembly of New Brunswick, related New Brunswick’s 
experience with CIs to the Special Committee. Minister Cardy began by noting that the 
CI established itself in New Brunswick at both the primary and high school levels in the 
late 2000s and that, by 2016, the institute was operating in 28 schools. Two months 
after Minister Cardy’s government was elected to power in September 2018, it began 
the process of eliminating the CI from New Brunswick public schools. At the time of his 
testimony, Minister Cardy stated that the number of institutions hosting CI programs 
“was down to two or three at the high school level, with language-only classes.”132 

Minister Cardy stated that the Institute’s programs in New Brunswick involved overt 
political propaganda, including the denial of the Tiananmen Square massacre. He told 
the Special Committee that both Chinese and non-Chinese Canadians complained to him 
about the Institute’s operations. The complaints included the prevalence of 
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misinformation, the censoring of topics, and the presence of material that was not 
supposed to be covered by the courses that CI and the New Brunswick government had 
agreed upon. He stated that members of the New Brunswick Chinese community felt the 
need to reach out to him because they were afraid of being surveilled.133 Some indicated 
that they had registered new email addresses specifically for the purpose of 
communicating with him.134 Minister Cardy added that the individuals expressed 
concerns about the potential impact on family in the PRC if they spoke openly about 
their concerns with the Institute’s programming. 

Minister Cardy subsequently spoke of lobbying efforts that occurred when, upon 
becoming minister at the end of 2018, his government began to take steps to end the 
Institute’s programs in New Brunswick. He described the efforts of a former politician 
“working as a lobbyist for [PRC] interests,” as well as pressure received during a visit 
from the consul general of the PRC from Montreal.135 Minister Cardy stated that the 
consul general’s threats included potential economic retaliation by the PRC against the 
province of New Brunswick. 

Finally, Minister Cardy noted that, as an alternative to the CI, his government had been 
working with representatives from Taiwan, “who have an astonishingly high-quality 
educational exchange program that I’d encourage everyone to look into.”136 

Lynette Ong noted that the operations of CIs and their consequences on host countries 
vary significantly from one place to another. She remarked that, in some instances, 
individuals in charge of CIs may self-censor. She added that they may refrain from 
inviting people to speak about, for example, issues related to Uyghurs or Taiwan, for the 
fear of offending their funders. However, Professor Ong stated that she’s also aware of 
CIs doing no more than teaching Chinese languages and cultures.137 Nevertheless, she 
recognized the potential risk of undue influence, and that it could lead to foreign 
interference. She highlighted the need to question why there is a demand for CI 
programs. 

Paul Evans indicated that the University of British Columbia’s decision to not partner 
with CIs was due to its view that CIs are “too connected to the propaganda side of the 
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Chinese government, but it was also because we teach Chinese language in a different 
way.”138 In contrast to Ms. Bartholomew’s view, he believed that most of the studies 
done on CIs suggest that what they do is “pretty innocuous.”139 He added, “[t]hey don’t 
influence people’s political views.”140 While Han nationalism in the CI curriculum should 
be scrutinized, he argued, “[t]hey are not an outreach location for deep subversion.”141 
Nonetheless, Professor Evans suggested that institutions wishing to engage with CIs 
should provide complete transparency. 

Recommendation 5 

That the Government of Canada advise provincial governments, as well as Canadian 
universities and research institutions, about the threats from the People’s Republic of 
China to national security and intellectual property. The advice should include explicit 
guidance against research partnerships and collaboration with universities, entities, 
and researchers from the People’s Republic of China in the five sensitive areas identified 
by CSIS (artificial intelligence, quantum technology, 5G, biopharma, clean tech). The 
Government of Canada should also conduct ongoing outreach and provide resources to 
assist universities and research institutions in developing robust mechanisms to protect 
national security and intellectual property, while respecting academic freedom and 
institutional autonomy. 

Recommendation 6 

That the Government of Canada, through a ministerial policy directive, ban the federal 
granting councils from funding research connected with universities, entities, and 
researchers from the PRC in the five sensitive areas identified by CSIS. 

Recommendation 7 

That the Government of Canada explore the possibility of issuing security clearances 
for key individuals in the non-profit sector, private sector, universities, and research 
institutions to allow them to receive comprehensive briefings form Canada’s security and 
intelligence agencies so that they can take appropriate steps to protect their intellectual 
property. 
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Recommendation 8 

That the Government of Canada undertake a review of its national security legislation, 
prioritizing the Canadian Security Intelligence Service Act, with the objective of ensuring 
Canada’s security and intelligence agencies can engage more effectively with universities 
and research institutions in furthering the protection of Canada’s national security and 
intellectual property. 

Recommendation 9 

That the Government of Canada work with provincial governments to encourage 
Canadian education institutions to be fully transparent about their agreements with 
Confucius Institutes. 

Interference with Democratic Institutions and Elections 

Witnesses also warned the Special Committee of interference tactics that target 
Canada’s democratic institutions and elections. They spoke of interference targeting 
individuals involved in democratic processes; the placement of PRC proxies in positions 
of authority; and measures to influence voters during election campaigns. 

Witnesses insisted that no political party is immune to political interference; operations 
target all political parties, across all orders of government and have been observed in all 
regions.142 Furthermore, political interference can occur at any time. For example, 
Mr. McGuinty highlighted interference during constituency nominations to promote one 
candidate or undermine another.143 Describing political interference measures as 
delicately intertwined, ACHK warned that the CCP’s operations in Canada and allied 
countries have “largely gone unnoticed, if not ignored, by politicians, oversight bodies, 
the media, and the public.”144 
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Political Interference Operations 

Economic Incentives 

Witnesses described various forms of economic incentives employed by the PRC to 
influence individuals close to democratic processes. Anne-Marie Brady addressed the 
matter while informing the Special Committee about election assessments undertaken 
by New Zealand’s Parliament. The assessments revealed that CCP proxy groups or 
individuals had given donations to local and central government politicians. While 
highlighting the importance of educating members about foreign interference, she 
clarified that “our MPs and our mayors were not willingly receiving money from the CCP. 
They did not understand who their partners were. They do understand it better now.”145 

Michel Juneau-Katsuya, National Security and Intelligence Specialist, endorsed Professor 
Brady’s comments, stating, “as [Professor Brady] described, we observed it from the 
Chinese government right here in Canada in previous elections as well.”146 He added, 
“the Chinese government’s ploy is to gain influence, either by buying goodwill or by 
recruiting people to become agents of influence.”147 Steve Waterhouse, Captain (ret'd), 
Former Information Systems Security Officer, Department of National Defence and 
Cybersecurity Specialist, characterized Canada’s democratic institutions as a commodity 
to the PRC, stating, “they can invest into the political system and then work their way 
around and even modify laws to their advantage.”148 

Other witnesses highlighted the use of investments by PRC-affiliated entities to sway 
political actors. ACHK warned that political decision makers “are incentivized through 
offers of lucrative investment projects and business deals that would greatly benefit 
local communities.”149 The organization specified that, for many provinces and 
territories, “Chinese party-state affiliated actors’ investments into the region have 
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resulted in reliance, which enables state actors to sway political actors into compliance 
in exchange for continued investments and funding.”150 

Proxies in Position of Influence 

Clive Hamilton stated that Canada has a particular problem with diaspora affiliated to 
the CCP joining political parties and running for municipal, provincial and federal 
legislatures.151 He noted that CCP proxies have campaigned against political candidates 
who displease Beijing and that this has been combined with the silencing of Chinese-
Canadian critics of the CCP, sometimes through violence and threats of violence. 
Professor Hamilton emphasized the chilling effect this has on democratic participation. 

Co-opting Chinese-language Media 

While recounting New Zealand’s experience with Chinese-language media during 
elections, Professor Brady informed the Special Committee of attempts by Chinese-
language media in New Zealand “to get the Chinese public to bloc-vote for a certain 
party that had a candidate who was very much a CCP proxy.”152 This, she stated, was in 
addition to disinformation about the elections within Chinese-language media and 
disguised political advertising, which violated New Zealand election laws. The 
Honourable David McGuinty also warned that spreading hate or inflaming partisan 
differences are among the measure states use to interfere with Canada's electoral 
processes.153 

The University of Ottawa Task Force report identified the PRC as one of the countries 
that has attempted to interfere in Canadian elections by targeting, through social media, 
those who speak out against their interests.154 The report specifically highlighted 
interference by the PRC in a recent election over the WeChat social media platform.155 
ACHK stated that politicians’ WeChat campaign groups are often unknowingly co-opted 
by people with ties to the UFWD. The organization added, “[m]any Canadian political 
actors genuinely believe that they are interacting with community organizers and 
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grassroots organizations, when in fact they are interacting with actors that have close 
connections with the Chinese consulates or the Embassy.”156 

Measures to Combat Interference with Elections 

The Honourable David McGuinty informed the Special Committee about the Critical 
Election Incident Public Protocol, a process established by a July 2019 Cabinet directive 
to inform Canadians of threats to the integrity of a general election.157 Administered by a 
panel of five senior Canadian public servants, the protocol outlines the procedure for 
informing Canadians of threats to elections and the criteria used to determine when 
notifications should be made to the public. Mr. McGuinty noted that, upon its 
constitution, the protocol’s focus was limited to cyber interference activities during a 
federal election. After studying the matter, NSICOP recommended that the government 
re-establish the protocol and extend its mandate. Mr. McGuinty stated: 

The committee supported recommendations to re-establish the public protocol well in 
advance of the next federal election and to extend this mandate to the pre-writ period. 
The committee also believed that the government should consider ensuring that the 
mandate of the protocol include all forms of foreign interference, consider including 
prominent Canadians as members of the panel, ensure that all parties understand the 
purpose of the protocol and the process for raising a potential issue, and consider how 
the panel would inform Canadians about an incident of foreign interference.158 

Mr. McGuinty highlighted the importance of NSICOP’s recommendations by pointing out 
that “China likely launched cyber-attacks on the Australian Parliament and three largest 
political parties before its last general election.”159 

David Vigneault spoke of the work of the Security and Intelligence Threats to Elections 
(SITE) Task Force, established to help government assess and respond to foreign threats 
to the electoral process. Comprised of officials from the RCMP, Global Affairs Canada, 
CSE and CSIS, he stated that SITE enables agencies to “share real-time intelligence and 
analysis and provide concrete advice to the government.”160 The various agencies within 

 
156 ACHK, In Plain Sight: Beijing’s Unrestricted Network of Foreign Influence in Canada, 31 May 2021, p. 6. 

157 Government of Canada, Cabinet Directive on the Critical Election Incident Public Protocol; See also 
Government of Canada, Critical Election Incident Public Protocol. 

158 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2045 (Honourable David McGuinty, PC, MP, 
Chair, National Security and Intelligence Committee of Parliamentarians). 

159 Ibid., 2055. 

160 CACN, Evidence, 2nd Session, 43rd Parliament, 25 February 2021, 1940 (David Vigneault, Director, Canadian 
Security Intelligence Service). 
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SITE have specific roles related to safeguarding Canada's electoral processes. For 
example, CSIS provides threat briefings, intelligence reporting, and assessments of 
hostile state activities to Elections Canada, the Commissioner of Canada Elections, and 
government decision-makers. The RCMP investigates criminal activity related to 
interference or influence in electoral processes. CSE provides intelligence and cyber-
assessments on foreign threat actors, while Global Affairs Canada conducts research on 
disinformation campaigns targeting Canada by foreign actors.161 

Minister Garneau noted the work of the Group of Seven (G7) Rapid Response 
Mechanism (RRM), explaining that the mechanism aims to strengthen coordination 
across the G7 in identifying, preventing and responding to foreign state-sponsored 
disinformation threats that target democratic institutions.162 RRM Canada, located at 
Global Affairs Canada, leads the G7 RRM and monitors open-source data for foreign 
state-sponsored disinformation, including by observing content shared through social 
media.163 In doing so, it also acts as an early warning system for SITE during general 
election cycles. A Global Affairs Canada official told the Special Committee that the G7 
RRM is very successful.164 While explaining that the tactics of Canada’s adversaries are 
constantly changing and are very complex, the official specified, “[w]e would certainly 
like to continue to improve [the mechanism], and it is very important to do so because 
we are increasingly faced with misinformation.”165 With respect to collaboration with 
other countries to counter impacts of threats to democracy, Mr. McGuinty stated, 
“there’s a significant amount of cooperation going on.”166 Nevertheless, he added that 
substantial improvements to co-operation between the federal, provincial and municipal 
orders of government are needed: “[w]e believe there’s much more progress to make 
from a whole-of-government perspective in the Canadian context.”167 

 
161 The Security and Intelligence Threats to Elections Task Force has provided intelligence updates to the 

Critical Election Incident Public Protocol panel. See Government of Canada, Security and Intelligence Threats 
to Elections (SITE) Task Force. 

162 CACN, Evidence, 2nd Session, 43rd Parliament, 7 June 2021, 1835 (Honourable Marc Garneau, Minister of 
Foreign Affairs). 

163 Task Force on National Security of the GSPIA, University of Ottawa, A national security strategy for the 
2020s – How Canada can adapt to a deteriorating security environment, Report, May 2022, p. 16; See also 
Global Affairs Canada, Rapid Response Mechanism Canada: Global Affairs Canada. 

164 CACN, Evidence, 2nd Session, 43rd Parliament, 12 April 2021, 2010 (Daniel Costello, Assistant Deputy 
Minister, International Security, Department of Foreign Affairs, Trade and Development). 

165 Ibid. 

166 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2055 (Honourable David McGuinty, PC, MP, 
Chair, National Security and Intelligence Committee of Parliamentarians). 

167 Ibid. 
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While acknowledging the work of the RRM, the University of Ottawa Task Force 
emphasized the significance of increasing and normalizing the use of open-source 
intelligence. The Task Force recommended allocating more resources to open-source 
intelligence and clarifying the mandates of intelligence and law enforcement agencies 
concerning its use, while also ensuring the protection of fundamental human rights and 
privacy. The Task Force also cautioned that, without clear guidelines on who should be 
responsible for collecting open-source data in Canada, “vulnerable people – such as 
Chinese-Canadians – remain victims, and threats go unaddressed,” citing the previously 
mentioned example of foreign interference on WeChat.168 

Recommendation 10 

That the Government of Canada implement the four recommendations of the National 
Security and Intelligence Committee of Parliamentarians to improve the Critical Election 
Incident Public Protocol, as listed in paragraph 14 of its 2020 Annual Report: 

• the Protocol's mandate should capture all forms of foreign interference, 
from cyber interference to more traditional methods; 

• the membership of the Protocol’s Panel should be composed of non-
partisan individuals, including prominent Canadians, who may carry 
more weight in the highly politicized context of an election; 

• the government should engage frequently and substantively with 
political parties on the Protocol's purpose and operation to ensure the 
widest understanding of the Panel's nonpartisan role and the process 
for intervention; and 

• further thought should be given to how the Panel would inform 
Canadians of an incident of foreign interference, including issues of 
attribution. 

Recommendation 11 

That the Government of Canada in its engagement with political parties provide 
information of specific application, including information about foreign interference 

 
168 Task Force on National Security of the GSPIA, University of Ottawa, A national security strategy for the 

2020s – How Canada can adapt to a deteriorating security environment, Report, May 2022, p. 17. 
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regarding specific candidates and donors, rather than just information of a general 
nature, allowing political parties to take measures to counter foreign interference. 

Media 

The ability of journalists to report freely on matters of public interest and of citizens to 
seek and receive information are essential components of healthy democracies. 
Witnesses voiced concern that the state of Canadian Mandarin and Cantonese-language 
media is being compromised by the PRC. Their concerns were primarily based on PRC 
acquisitions of Chinese Canadian traditional media and the use of PRC-controlled social 
media applications to spread disinformation. 

The views presented to the Special Committee on this matter were unequivocal: if the 
PRC does not yet control all Chinese-language media in Canada, it will soon do so. The 
Honourable David McGuinty informed the Special Committee that, among other core 
aspects of interference, NSICOP had studied media interference for its 2019 report.169 
That report warned that the PRC’s attempts to control international Chinese-language 
media and harmonize it with its domestic media would undermine free and 
independent media in Canada.170 While the PRC already has a voice in Canada through 
its bureaus of party-state media, such as People’s Daily and Xinhua, Cherie Wong 
contended that CCP-linked entities are attempting to silence competing information 
from community news sources by systemically buying up Chinese ethnic media.171 
Similarly, Carolyn Bartholomew described diaspora Chinese-language media entities as 
lucrative targets for the United Front “to co-opt or outright control,” ensuring authority 
over the flow of information available to Chinese speakers.172 Canada is not the only 

 
169 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2115 (Honourable David McGuinty, PC, MP, 

Chair, National Security and Intelligence Committee of Parliamentarians). Anne-Marie Brady includes 
“efforts to control the overseas Chinese communities and their media in our society and use them as agents 
of Chinese foreign policy” as one of the four vectors of Chinese Communist Party “active measures.” CACN, 
Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1945 (Anne-Marie Brady, Professor, University of 
Canterbury, As an individual). 

170 NSICOP, Annual Report 2019, p. 68. 

171 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2010 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong). Cherrie Wong also notes that China Global Television Network (CGTN), a state-run 
English-language news channel based in Beijing, China is available on cable TV1. The NSICOP 2019 report 
indicates that several PRC-owned media outlets operated in Canada, including Xinhua News, People's Daily 
and the China News Service. NSICOP, Annual Report 2019, p. 68; Clive Hamilton also stated, “[the] PRC has 
made sure that its proxies control the Chinese-language media in Canada.” Clive Hamilton, Speaking Notes, 
25 October 2022. 

172 CACN, Evidence, 2nd Session, 43rd Parliament, 19 April 2021, 1835 (Carolyn Bartholomew, Chair of the United 
States–China Economic and Security Review Commission). 

https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11352249
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245163
https://www.nsicop-cpsnr.ca/reports/rp-2020-03-12-ar/annual_report_2019_public_en.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-27/evidence#Int-11351873
https://www.nsicop-cpsnr.ca/reports/rp-2020-03-12-ar/annual_report_2019_public_en.pdf
https://www.ourcommons.ca/DocumentViewer/en/43-2/CACN/meeting-23/evidence#Int-11245017


A THREAT TO CANADIAN SOVEREIGNTY: 
NATIONAL SECURITY DIMENSIONS OF THE 

CANADA–PEOPLE’S REPUBLIC OF CHINA RELATIONSHIP 

45 

country in which this is occurring. Jonathan Manthorpe noted, “[t]he United Front has 
also taken effective control of almost all Chinese language media in Canada, as it has in 
all other countries in the 50-million-strong ethnic Chinese diaspora.”173 

In addition to outright media ownership, harassment and intimidation of remaining 
Chinese-language media in Canada have led to a chilling effect in which independent 
journalists refrain from covering certain topics. Cherie Wong specified that many 
journalists have families or friends who are still in the PRC or PRC-controlled regions, 
whom they fear endangering if they speak out.174 ACHK evoked a stark status quo for 
Chinese-Canadian journalists in Canada that includes job losses, death threats, online 
threats, and threats to relatives in the PRC for unfavourable coverage of the PRC 
government.175 

ACHK is of the opinion that the impact of PRC-controlled media in Canada is heightened 
due to the lack of penetration of mainstream Canadian media in the diaspora 
community and the significant control the CCP has over Chinese social media 
applications.176 Moreover, Lynette Ong maintained that many within Canada’s Chinese 
community rely on news and information from PRC sources because they do not read 
English.177 

Disinformation and influence campaigns designed to divide public opinion and interfere 
with public debate are increasingly being spread through social media.178 WeChat and 
other social media applications monitored by the PRC provide a powerful tool for the 
PRC to censor information, manipulate public sentiment, and to monitor and intimidate 

 
173 CACN, Evidence, 1st Session, 44th Parliament, 25 October 2022, 1840 (Jonathan Manthorpe, former foreign 

correspondent and author of Claws of the Panda). 

174 CACN, Evidence, 2nd Session, 43rd Parliament, 31 May 2021, 2020 (Cherie Wong, Executive Director, Alliance 
Canada Hong Kong). 

175 ACHK, In Plain Sight: Beijing’s Unrestricted Network of Foreign Influence in Canada, 31 May 2021, p. 15. As 
examples, ACHK lists, “the firing of Kenneth Yau by Fairchild Radio’s AM1430 station over his criticisms of 
Beijing, the firing of Lei Jin after writing about the death of Chinese human rights advocate Liu Xiaobo in a 
Chinese prison, and Anita Lee, who appeared to have been let go after expressing support for protesters in 
Hong Kong.” 

176 Ibid., p. 16. 

177 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1905 (Lynette H. Ong, Associate Professor, 
University of Toronto, As an individual). 

178 Public Safety Canada, Remarks by Director David Vigneault to the Centre for International Governance 
Innovation, 9 February 2021. 
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diaspora.179 For example, Christopher Parsons, Senior Research Associate at Citizen Lab, 
Munk School of Global Affairs and Public Policy, University of Toronto, stated his 
organization’s determination that WeChat has previously placed Canadians’ 
communications under political surveillance to subsequently develop censor lists that 
are applied to China-registered WeChat accounts.180 This is especially troubling given 
that Chinese and diaspora communities access information and communicate primarily 
through these PRC-controlled applications.181 

During the Special Committee’s study on the situation in Hong Kong, Victor Ho, retired 
Editor-in-Chief, Sing Tao Daily, British Columbia edition, stated that the PRC’s consulates 
in Canada play a role in implementing the CCP’s strategy. The Special Committee’s 
previous report noted: 

[Victor Ho] provided the example of a half-hour “radio speech” by China’s Consul 
General in Vancouver on 23 July 2020. According to Mr. Ho, during the speech, which 
was “programmed in newscast airtime,” the Consul General asked Chinese Canadians to 
support the National Security Law while also suggesting that there were “very few 
people in Canada trying to slander” the law and “attempting to cause trouble overseas 
as well.” In Mr. Ho’s view, the Consul General “treats Chinese Canadians as Chinese 
nationals, when of course they are not.”182 

Harry Ho-jen Tseng, Representative, Taipei Economic and Cultural Office in Canada spoke 
to the Special Committee about how Taiwan has addressed the issue of disinformation. 
Characterizing it as “part of our life,” he remarked that disinformation, mostly from the 
PRC, is something Taiwan deals with daily.183 He indicated that Taiwan’s comprehensive 
strategy to counterbalance disinformation includes “bring[ing] in the government 
spokesman system, as well as our intelligence-gathering systems, to discern what fake 

 
179 Clive Hamilton, Speaking Notes, 25 October 2022; ACHK, In Plain Sight: Beijing’s Unrestricted Network of 

Foreign Influence in Canada, 31 May 2021, p. 11. 

180 CACN, Evidence, 2nd Session, 43rd Parliament, 3 May 2021, 1950 (Christopher Parsons, Senior Research 
Associate, Citizen Lab, Munk School of Global Affairs and Public Policy, University of Toronto, As an 
individual). 

181 ACHK, In Plain Sight: Beijing’s Unrestricted Network of Foreign Influence in Canada, 31 May 2021, p. 16. 
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news is going on in social media in real time.”184 He warned, “If you let fake news go viral 
for 10 minutes, it’s already too late. We’ve learned from our experiences.”185 

He further noted that countering disinformation is a process of socialization, and that 
Taiwan provides education that informs citizens on how to scrutinize information. 
Mr. Tseng also spoke of government-endorsed fact check centres: 

If you are suspicious of certain news on social media and consider that it may be malign 
and suspicious, you can just throw the news into that fact check centre. It is only an IP 
address. You check and then it will come back to you immediately to tell you which part 
of the news report or which part of the story is untrue. It can come back very quickly 
because chances are that many people will have the same suspicion. When the same 
news is thrown into this fact check centre, it learns to get the facts by itself.186 

Struck by the extent to which Canadian media publishing in Mandarin reflected the 
views expressed in Beijing during the Meng Wanzhou affair, Guy Saint-Jacques argued 
that Canada must start by paying more attention to what is said on Chinese social 
media.187 Kyle Matthews also called for more attention to be paid towards minority-
language media in Canada: “[We need] to see the ownership and what global narratives 
are trying to be framed or controlled.”188 In addition to transparency with regard to 
Chinese-language media, Stephen Nagy, Senior Associate Professor, International 
Christian University and Senior Research Fellow, Macdonald Laurier Institute, also 
called for: 

[U]nderstanding and creating much more Chinese literacy in the ethnic Chinese 
community within Canada and in the Canadian community in general about the kinds of 
operations that the United Front Work Department is deploying in Canada to shape our 
political choices and shape our relations with China.189 

According to Cherie Wong, there is a very simple solution to ensure that diaspora 
communities have access to free press and to build community resilience against 
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misinformation: “fund ethnic media.”190 She argued that increasing funding of Chinese 
language media in Canada, combined with outreach programs to grassroots Chinese 
communities would reduce their reliance on Chinese-language media sources for news 
and information coming from the PRC. Lynette Ong also called for more government 
outreach to grassroots Chinese communities in Canada for the same reason.191 

Asked whether he believes that licences of state-controlled broadcasters from the PRC 
operating in Canada should be revoked as has been done for Russia Today (RT), Alex 
Neve stressed the need for consistency. He argued, “[t]here were very clear, compelling 
and cogent reasons for the decision to revoke [RT’s] licence.”192 The same “concerns, 
approach, standards and principles,” he argued, should be applied to Chinese state-
owned media as well.193 He added that Canada should be scrutinizing concerns with 
respect to how any state-controlled broadcasters are propagating, advancing, or 
promoting human rights violations. 

Recommendation 12 

That the Department of Canadian Heritage take measures to counter the prevalence of 
People’s Republic of China-influenced media in Canadian diaspora communities. Such 
measures could include, but are not limited to: 

• Enacting initiatives to counter misinformation and disinformation 
disseminated by actors associated with the Government of the People’s 
Republic of China and targeted at Chinese diaspora communities in 
Canada, including the funding of projects through the Digital Citizen 
Initiative; 

• Identifying the ownership of media organizations related to the PRC in 
Canada and their activities in Canada, including but not limited to 
misinformation campaigns, censorship, and intimidation; 
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University of Toronto, As an individual). 
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• Exploring ways to flag and address misinformation and censorship on 
Chinese state-controlled social media apps such as WeChat and TikTok; 
and 

• Exploring ways to reduce/eliminate Chinese state-controlled social 
media’s presence in Canada. 

Recommendation 13 

That the Minister of Canadian Heritage issue an order under Section 7 of the 
Broadcasting Act to direct the Canadian Radio-television and Telecommunications 
Commission to a new broadcasting policy of general application that authoritarian state-
controlled broadcasters not be on the List of non-Canadian programming services and 
stations authorized for distribution. 

In addition to the specific recommendations discussed in the preceding sections, 
witnesses also suggested measures to address foreign interference as a whole. Some 
witnesses spoke of the potential benefits of a foreign agent registry, which would 
include the names of individuals and entities that undertake certain activities on behalf 
of foreign principals.194 Anne-Marie Brady and Cherie Wong noted that the increased 
transparency provided by the registries would enable both the public and companies 
to make informed decisions about whom they are partnering with.195 Ms. Wong 
emphasized the potential usefulness of this approach for various entities, such as 
municipal actors, school boards, and Members of Parliament. As an example, she noted 
that during election campaigns, candidates may not have detailed information about the 
backgrounds of all volunteers and that a list could help identify any potential foreign 
actors. As noted previously, Professor Brady indicated that election assessments 
undertaken by New Zealand’s Parliament found that some candidates had been unaware 
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that they had received donations from CCP proxy groups.196 Among other benefits, ACHK 
highlighted that a public registry could provide a deterrent for foreign actors, who may 
wish to avoid having their activities exposed to the public’s view.197 Carolyn 
Bartholomew told the Special Committee that to address concerns about PRC 
government influence of media, the U.S.-China Commission recommended that the U.S. 
Congress amend the Foreign Agents Registration Act to require the registration of all 
staff of PRC state-run media entities.198 Finally, Jonathan Manthorpe characterized 
foreign agent registries as a necessary first step in combating foreign interference 
in  Canada.199 

Clive Hamilton informed the Special Committee that, along with other Australian 
legislation, the passage of the National Security Legislation Amendment (Espionage and 
Foreign Interference) Act 2018 “was a landmark event in Australia’s pushback against 
China’s influence and interference activities.”200 The act added offences to the Australia’s 
Criminal Code in relation to espionage and foreign interference and amendments were 
made to other offences, including treason and treachery. Mr. Hamilton noted that “[t]he 
new law seemed to have had an immediate chilling effect on United Front activity in 
Australia … Suddenly, grey-zone activities that had not been unlawful now carried heavy 
penalties.”201 

Witnesses also emphasized the importance of comprehensive whole-of-government 
solutions. Characterizing the government’s response to foreign interference as ad hoc, 
the Honourable David McGuinty noted that the federal government’s engagement with 
other levels of government and the Canadian public has been limited. He highlighted 
NSICOP’s resulting recommendation that the government develop a comprehensive 
strategy to counter foreign interference and build institutional and public resiliency.202 
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Noting that, in his view, successive governments in Canada have tended to neglect 
national security issues, Thomas Juneau, Associate Professor, Graduate School of Public 
and International Affairs, University of Ottawa warned that Canada is unprepared to face 
a growing range of threats that include an increasingly aggressive PRC. He emphasized 
the need for a whole-of-society response to the threats from the PRC.203 He stated: 

The intelligence community cannot respond on its own to most of the challenges I just 
mentioned. Of course, it has a central role to play, but it needs to work with other 
partners in the federal government—economic departments and so on—and with 
provincial and municipal governments, the private sector—think about economic 
espionage—and civil society—think about, in particular, foreign interference with the 
Chinese-Canadian diaspora.204 

He further noted that this would include improvements in the coordinating and sharing 
of intelligence on security threats, as well as advice on how to address them. He also 
highlighted the need to eliminate obstacles to information-sharing that impede Canada’s 
ability to respond to national security threats within the national security agencies, as 
well as within other government departments. 

Professor Juneau also spoke of the importance of transparency and the related issue of 
societal resilience in countering national security threats.205 He stated, “[t]he target of 
these threats is not, in most cases, the federal government itself" and that, consequently, 
it is essential for the national security community to increase transparency and public 
engagement.206 The University of Ottawa Task Force report, which was written by 
Professor Juneau and Vincent Rigby, visiting professor, Max Bell school of public policy, 
McGill University, stresses that lack of transparency from government leads to an erosion 
of trust, which, in turn, allows for misinformation and disinformation to take hold.207 

Both the Honourable David McGuinty and the University of Ottawa Task Force report 
drew attention to the steps Australia has taken to create a more centralized system and 
provide a coordinated response – specifically, the creation of a national counter foreign 
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interference coordinator.208 Mr. McGuinty stated that the main recommendation to 
the government in NSICOP’s 2019 report included specific reference to Australia’s 
approach.209 The recommendation called for the Government of Canada to develop a 
comprehensive strategy to counter foreign interference and build institutional and 
public resiliency, and that the strategy be sustained through central leadership and 
coordination: 

As an example of a centralized coordinating entity to address foreign interference, the 
Committee refers to the appointment and mandate of the Australian National Counter 
Foreign Interference Coordinator.210 

The University of Ottawa Task Force report, for its part, recommended that Canada 
“[e]xplore the creation of a National Counter Foreign Interference coordinator, as the 
Australians have done.”211 

Recommendation 14 

That the Government of Canada introduce legislation to establish a foreign agents 
registry that would require any individual or entity, including former public office 
holders, to publicly declare any contracts or remuneration with a hostile state, as 
determined by the Government of Canada, or any entity affiliated with that hostile state. 
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Recommendation 15 

That Public Safety Canada report regularly to the Standing Committee on Public Safety 
and National Security detailing the extent, targets, methods and objectives of the 
People’s Republic of China’s interference activities in Canada, and that the Government 
of Canada, through its national security and diplomatic architecture, take immediate 
steps to counteract any interference that is taking place. 

Recommendation 16 

That, as part of a whole-of-government plan to counter foreign interference, the 
Government of Canada establish a national counter foreign interference coordinator to 
oversee a comprehensive response to foreign interference. This office should work with 
Canada’s security and intelligence agencies to develop threat assessments, coordinate 
outreach with communities at risk of foreign interference, and increase public awareness 
of – and resilience to – foreign interference activities. 

Cyber-Threats and Protection of Critical Infrastructure 

Witnesses informed the Special Committee that cyber-threats are a pervasive and 
evolving threat to Canada. The threats are becoming increasingly complex, and Canada’s 
advanced technology and communications networks are lucrative targets for state-
sponsored espionage.212 Cyber-threats in Canada may target government, critical 
infrastructure, the intellectual property of Canadian organizations, diaspora and human 
rights defenders, as well as online spaces.213 The following section addresses aspects of 
these issues, with a focus on threats from the PRC. 

The People’s Republic of China and Cyber-Related Threats 

The Honourable Harjit S. Sajjan, P.C., then-Minister of National Defence, informed the 
Special Committee that the PRC and Russia lead the Department of National Defence’s 
cyber-threat concerns.214 Similarly, the Honourable David McGuinty – who chairs 
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NSICOP, which released a report on Canada’s cyber-attack defences in August 2021215 – 
also identified Russia and the PRC as Canada’s most significant state-sponsored cyber-
threats.216 For his part, David Vigneault acknowledged that the PRC is among the states 
with sophisticated tools, both technical and human, for espionage and interference.217 
He also noted that it figures among the states that use “every tool at their disposal to 
come after Canada’s secrets and those that relate to our modern economy.”218 While 
commenting on the sophistication of the threats, Mr. Vigneault stated, “[t]he measures 
we take must be one hundred per cent effective. We must always block everything. It is 
a constant battle, a constant struggle.”219 Steve Waterhouse cited reports of the 
Canadian Centre for Cyber Security220 and the U.S. Office of the Director of National 
Intelligence to point out that security agencies in both countries agree that the PRC 
poses a “major cyber-risk.”221 

Janis Sarts, Director at the North Atlantic Treaty Organization (NATO) Strategic 
Communications Centre of Excellence in Latvia, observed that the PRC’s increasing use 
of cyber activities include hacking and espionage, as well as mass data collection and 
emerging technologies. Mr. Sarts added that the PRC sees data and artificial intelligence 
(AI) “as very critical future technologies where they would want to have strong leverage, 
not only within China but also outside.”222 Carolyn Bartholomew cited concern over 
other countries using PRC surveillance and communication technology given the access 
it could provide to critical infrastructure. She warned, “I understand the desire for local 
governments to increase their efficiency, but they’re allowing the Chinese government 
access, directly or indirectly, to things like controlling traffic and water supplies, which 
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could all be used against them.”223 As a cautionary tale, several witnesses spoke about a 
vulnerability in the Dutch telecommunications network that allegedly allowed the PRC to 
eavesdrop on the communications of the Dutch prime minister.224 

Cyber-Security Issues Related to Canada 

Noting that the PRC has spent the past 20 years closing a technology gap with the West, 
Mr. Waterhouse listed several industrial espionage and cyberattack cases in Canada, 
which he attributed to agents of the PRC. These included the theft of manufacturing 
patents, strategic plans and other intellectual property from the telecommunications 
company Nortel, a data breach at the electric utility company Telvent, and a data breach 
at the National Research Council’s Ottawa and London offices. In his view, the issue is 
less a problem with declining security infrastructure, and more one related to failing 
technology, and that “several key applications for our society are not up to date.”225 
He also warned of an overreliance in Canada on corrective measures to address 
programming flaws and stated that Canada must undergo a thorough review of its 
cyber vulnerabilities. 

Mr. Parsons described how vulnerabilities within digital systems could render Canada 
vulnerable to cyber-threats. The complexity of digital systems, he stated, means that 
software and hardware errors are accidentally included into these systems, or purposely 
concealed in them. He added that: 

[N]ation-states can compel organizations to inject vulnerabilities into hardware or 
software. In the past, equipment has been interdicted and modified before final 
delivery, encryption protocols weakened and propagated by standards bodies, and 
software deliberately modified to enable unauthorized activities. Just as Western 
governments have undertaken each of the aforementioned activities, there are fears 
that the Chinese government might use either its National Intelligence Law or Counter-
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Espionage Law to compel Chinese vendors to similarly modify products which are 
produced or manufactured in China before being delivered to foreign customers.226 

To counter this, Mr. Parsons recommended that organizations involved in critical 
infrastructure be required to produce a software bill of materials – also referred to as 
SBOM -- that would help reveal whether vulnerable codes are present in any given 
product.227 

He also suggested that the Government of Canada disclose vulnerabilities discovered 
in telecommunications equipment, other critical infrastructure and electronic devices 
significantly used in Canada to appropriate vendors and communities to patch them, 
“as opposed to potentially secretly hoarding them for signals intelligence or cyber-
operations.”228 He noted that CSE presently uses an Equities Management Framework229 
to determine whether to retain vulnerabilities for its foreign intelligence, government 
assistance, and cyber operations or whether to disclose vulnerabilities. 

Mr. Parsons, also warned about the extent to which Canadian companies, such as 
telecom companies, could become dependent on products made by PRC companies. He 
highlighted that when a single technology company dominates a Canadian organization’s 
infrastructure, the possibility for foreign governments to leverage the dependency to 
apply pressure in diplomatic, trade or defence negotiations arises. Mr. Parsons noted 
that this could be partly mitigated by requiring diversity in Canadian telecommunications 
companies’ networks. He suggested that “the government of Canada adopt a policy 
whereby no single vendor’s products can compose an overwhelming majority of the 
equipment in a private telecommunications vendors’ network.”230 Relatedly, Stephen 
Nagy highlighted the importance of selective diversification away from China in supply 
chains that are critical, with semi- conductors and pharmaceuticals as two primary 
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examples.231 Speaking about trade dependencies more generally, Jonathan Berkshire 
Miller, Director and Senior Fellow, Indo-Pacific Program, Macdonald-Laurier Institute, 
also supported diversification, highlighting the potential of a dedicated mechanism 
amongst democratic countries to support one another when authoritarian states resort 
to economic coercion.232 

While addressing potential threats associated to mass data collection, Mr. Sarts 
highlighted future risks related to fifth generation (5G) mobile networks. He told the 
Special Committee that 5G associated risks are not limited to its infrastructure, but also 
the significant value of the data that will flow through the 5G system. He maintained 
that access to 5G data along with capacities provided by AI could allow state actors to 
sway behaviours in other societies.233 

Mr. Parsons stated that while there has been a great deal of attention focused on the 
vulnerabilities in Huawei equipment, there is an equal need to look at how other 
companies that may serve Canada’s 5G infrastructure operate. Indeed, he suggested 
that policies to address cyber-threats should be applied in a vendor- and country-
agnostic manner to broadly improve trust in digital systems.234 Ward Elcock, former 
Director, CSIS, agreed: 

The issue of 5G and Huawei is not simply an issue of Huawei. The reality of the new 5G 
system is that it is potentially attackable by a wide variety of intelligence agencies and 
others around the world. If Huawei is not part of the system, it does not mean that 
there is no potential for an attack on your 5G system. That goes without saying. No 
matter what system is put in place or who manages it, it will require care, it will require 
inspection and it will require certainty as to the suppliers. The issue with Huawei is 
simply the question of having a company that is a Chinese company, and while it’s not 
directly controlled by the Chinese state, it is a company within the control of the 
Chinese state.235 
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While Mr. Elcock warned about overfocusing on Huawei, the University of Ottawa Task 
Force cautioned about overlooking other important security threats while focusing 
on 5G: 

Emerging technologies, such as artificial intelligence, including machine learning, as well 
as new weapons systems and quantum computing, deepen threats posed by hostile 
states or criminals. Much of the debate in Canada has focussed on 5G and the use of 
Huawei technology, leaving threats posed by these other powerful new technologies 
often unexamined.236 

Finally, Christopher Parsons raised concern over insufficient involvement by Canada 
and its allies with respect to standards setting for various technologies and Internet 
governance. He recommended that Canada explore ways of ensuring that Canadian 
interests are better represented during the sixth generation (6G) network standards-
setting processes. He also emphasized that Canada needs to assess efforts being 
undertaken at various international standards bodies by Huawei and the PRC to advance 
New IP, an Internet protocol that risks enabling heightened surveillance and control 
of data.237 

Social Media 

When asked whether Canadians should be wary of using social media owned by PRC 
companies like WeChat, Weibo or TikTok, Minister Blair recognized that “there is a 
legitimate concern that sometimes the information that's publicly available on those 
platforms can be used by the hostile activities of state actors, and some caution should 
be exercised.”238 The earlier section of this report on Media also noted that WeChat and 
other social media applications monitored by the PRC provide tools for it to censor 
information, manipulate sentiments, and monitor and intimidate individuals.239 In 
addition, Mr. Sarts spoke of profound change in the information environment, noting 
that social media companies have discovered how to monetize information by 
promoting information that is biased and by creating echo chambers or information 
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bubbles.240 He cautioned that hostile actors could exacerbate these societal divisions 
and stated, “we have to make sure that the rules and laws we have in a normal 
democratic discourse would be applied to the [information environment].”241 He added 
that transparency of social media algorithms “is a must,” and that once transparency is 
achieved, steps could be taken to keep algorithms from exacerbating divisions in society 
and undermining democratic processes.242 

With respect to threats related to PRC social media specifically, Mr. Parsons noted that, 
among other concerns, for some platforms, even international users registering accounts 
outside of the PRC can have their content subject to surveillance. Echoing Mr. Sarts, he 
also recommended that companies be required to publish more information on their 
activities to enhance trust, including any information on engagement in monitoring and 
censoring behaviours and how they interact with government agencies.243 Specifically, 
he stated that social media companies should be required to publish their content 
moderation guidelines, to divulge the ways in which their platforms are subject to state-
mandated surveillance and to make their algorithms available to government audits. 

Canada’s Position 

Despite the threats described above, the University of Ottawa Task Force report 
describes Canada’s cyber-defences as strong and indicates that the CSE “has the 
appropriate authorities, world-class capabilities, and a growing ability and willingness to 
use them.” It states that:244 

Canada’s 2010 cyber-strategy helped make Canadian government systems some of the 
most effective in the world against cyber-attacks. The government continued to improve 
our cyber-defences in the immediate years following the strategy, including by applying 
lessons learned from incidents like the 2014 Chinese cyber-attack on the National 
Research Council.245 
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Minister Sajjan highlighted that, pursuant to the Communications Security Establishment 
Act, CSE has the authority to take appropriate defensive cyber operations “when we see 
an attack coming.” He added that CSE also has “the ability to do offensive cyber-action 
as well” (referred to as active cyber operations246) and emphasized the value of strong 
deterrents.247 Nevertheless, Mr. Parsons maintained that there “seems to be an ongoing 
incoherence to the way that Canada has developed its cybersecurity strategy” and that 
the federal policy “is somewhat out of date.”248 The University of Ottawa Task Force 
report also notes that many departments still have a poor understanding of CSE’s 
mandate and capabilities, or are reluctant to recognize its work.249 For example, in a 
written response to the Special Committee, CSE indicated that it had not been asked to 
evaluate the PRC company NucTech – a supplier and manufacturer of security inspection 
systems – as part of a Global Affairs Canada standing offer, even though NucTech 
products had previously been assessed by the CSE for the RCMP and for the Canada 
Border Services Agency.250 Furthermore, according to an official from Public Safety 
Canada, the original contract between Immigration, Refugees and Citizenship Canada 
and the contractor VFS Global – a company operating a visa application centre in Beijing 
– was negotiated with the advice of Public Services and Procurement Canada, but 
without the advice of the various agencies that deal with national intelligence 
and security.251 

In addition to the recommendations mentioned above, witnesses proposed several 
other measures to strengthen Canada’s resilience in the face of cyber-threats. Among 
the University of Ottawa Task Force report’s recommendations is that steps be taken to 
create “mandatory minimum standards of cyber-defence” to ensure that the cyber-
systems underpinning critical infrastructure, including federally regulated sectors such as 
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telecommunications, finance, transport and energy, remain safe and reliable.252 The 
report also recommends the development of a cyber-strategy to support small- and 
medium-sized enterprises, as well as updating legislation, authorities, and programs 
across all orders of government, including provinces, territories and municipalities, to 
improve the whole-of-Canada ability to respond to cyber-threats. Finally, the report 
recommends that all departments and agencies understand and make use of the skills 
and tools provided by CSE. 

While Mr. Waterhouse also highlighted the importance of disseminating information, he 
focused on the need to provide education about cyber-defences and good practices 
more generally. He acknowledged that the Canadian Centre for Cyber Security currently 
provides information about cybersecurity literacy on its website, but noted that it is not 
being actively disseminated. He added that the more actively the government shares 
this knowledge, the more directly it will help the public.253 

In his brief to the Special Committee, Mr. Parsons provided several additional 
recommendations. Among them, he proposed that “formal assessment frameworks and 
processes be created, preferably in tandem with friendly or allied nations, for classes of 
systems which compose Canadian critical infrastructure.”254 He added that Canada 
should coordinate critical infrastructure assessments with its allies, and that the 
assessments should be made public. He also recommended that social media 
organizations be required to disclose whether, under what conditions, and how they 
share information about users or content on their platform with their headquarters or 
regional offices, especially when these are based in jurisdictions with poor human rights 
records or poor privacy protection laws. 

As noted earlier, the Honourable David McGuinty also pointed out that Canada faces a 
wide range of threats from malicious cyber activity emanating from the PRC. He noted 
that the NSICOP 2020 Annual Report outlines the risks inherent to Canada’s critical 
infrastructure. He added that the NSICOP 2019 Annual Report also contains a number of 
prescriptions for how to address threats to critical infrastructure, including the need for 
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“a central, coordinated, pan-Canadian approach to dealing with the question of foreign 
interference and we need to get it now.”255 

Recommendation 17 

That the Government of Canada adopt a policy whereby no foreign single foreign 
vendor’s products compose over 30% of the equipment in a private telecommunications 
vendor’s network. 

Recommendation 18 

That the Government of Canada prohibit state-owned enterprises, partial state-owned 
enterprises, and technology companies of the People’s Republic of China from obtaining 
federal contracts or sub-contracts related to information and communication technology 
or security equipment or services. 

Recommendation 19 

That the Government of Canada explore how it could require social media platforms 
operating in Canada that are connected to the People’s Republic of China to disclose 
their practices with respect to the collection, use and transfer of user data, as well as 
their moderation or restriction of any user content. 

Recommendation 20 

That the government examine the establishment of criteria for the federal procurement 
of Information Technology equipment, whereby the Communications Security 
Establishment would automatically be called upon to conduct supply chain cybersecurity 
risk assessments and/or supply chain integrity assessments if certain conditions are met, 
including equipment application and country of origin. 

Recommendation 21 

That the Government of Canada collaborate with provinces, major national security 
agencies, and federal departments involved to improve our resilience to cyber-attacks. 
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Organized Crime 

The Honourable David McGuinty informed the Special Committee that Canada’s security 
and intelligence organizations identify organized crime as one of five main threats to 
Canada’s national security.256 The NSICOP 2018 Annual Report characterized the impact 
of organized crime on Canada as significant and insidious, noting that “it undermines 
public safety, corrupts our legal and political systems, and threatens the integrity of our 
economy and financial systems.”257 

Peter M. German, Barrister and solicitor, spoke to the Special Committee about two 
reports he authored for British Columbia’s Attorney General in 2018 and 2019, relating 
to organized crime and money laundering in casinos, the luxury car market, real estate 
and other sectors.258 Mr. German’s first report outlined how underground bankers in 
Canada and the PRC facilitate capital outflow from the PRC in violation of currency 
controls and launder the proceeds of crime in Canada. He stated, “[h]igh-worth 
individuals would deposit money with an underground banker in China, fly to Vancouver 
and be given a bag of cash on arrival.”259 He added that the money the individuals were 
given upon arrival was primarily the proceeds of domestic and international drug 
trafficking and that the process became known as the Vancouver model.260 Mr. German 
noted that while the PRC is known to take severe measures against domestic drug 
trafficking, Chinese organized crime groups operate around the world outside of the 
PRC and use family connections and networks to distribute drugs manufactured in 
Guangdong Province and elsewhere. He informed the Special Committee that all groups 
in Canada have their own organized crime elements and that – due to familiarity with 
language and culture – they “tend to prey on people within their own community.”261 
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Emphasizing that “[t]his is not about one ethnicity,” he added that organized crime 
groups often form alliances with groups from different backgrounds.262 

According to Michel Juneau-Katsuya, there is evidence that there have been cases where 
the PRC government “is to some extent colluding with organized criminals to carry out 
certain activities.”263 As an example, he alleged that transnational organized crime 
groups based in the PRC – known as triads – were engaged by the PRC to ensure that the 
1997 handover of Hong Kong occurred smoothly. Mr. German, however, was more 
hesitant to draw a link between organized crime and the PRC government. He stated, 
“I can’t personally say that I knew of a connection, but I wouldn’t expect that I, as an 
individual, would necessarily stumble upon that.”264 He acknowledged a long history of 
triads in the PRC, noting, “there’s the issue of the extent to which they have been 
allowed to exist.”265 He nevertheless added that speaking to the role of triads 
internationally and their relationship with the PRC government “would be total 
conjecture on my part.”266 

Mr. German argued that a combination of events may have contributed to the RCMP 
overlooking organized crime files from 2013 onwards: 

The RCMP made a conscious decision to abolish the proceeds of crime unit in 2013, as 
well as the commercial crime unit and the drug squad—a number of commodity-based 
units that had been around for many years—in favour of a new organized crime model. 
No sooner was that established than they also had to deal with the terrorism issue. On 
top of that, there’s the issue of resourcing, of federal resources.267 

While pointing out that “[t]here’s no question that there was a gap,” Mr. German noted 
that he believed the RCMP had been provided additional money in recent budgets and 
that “[t]hey’re essentially redeveloping their financial crime program.”268 

Mr. German suggested that measures to counter money laundering should target the 
practice of concealing beneficial ownership information. He noted that the measures 
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could include beneficial ownership registries for land ownership at the provincial level 
and registries for corporations at the federal level. 

Recommendation 22 

That Public Safety Canada report regularly to the Standing Committee on Public Safety 
and National Security on the extent and impact of organized crime, drug trafficking and 
concealing beneficial ownership information in Canada. 

Recommendation 23 

That the Government of Canada explore ways to target organized crime groups and 
prevent them from entering Canada and expanding or forming alliances in Canada. 

Recommendation 24 

That the Government of Canada expand its proposed beneficial ownership registry to 
include real estate and entities incorporated under provincial law. 

CHAPTER 2: INTERNATIONAL CONCERNS AND DOMESTIC 
IMPLICATIONS 

The sections below address security threats with international dimensions. Some of the 
concerns affect Canadians abroad, while others have direct implications for domestic 
security. Still others relate more closely to Canada’s long-term strategic objectives. The 
chapter addresses global health threats, the PRC’s co-opting of international institutions, 
its arbitrary detention of Canadians, and its interest in the Arctic. It concludes with 
witness testimony about the importance for Canada of working with allies in countering 
threats emanating from the PRC. 

Health-Related Threats and the COVID-19 Pandemic 

The COVID-19 pandemic demonstrated that global health threats have no borders. 
While global health issues, such as pandemics, are primarily a concern for public health, 
they can also have significant implications for national security, including by 
exacerbating existing vulnerabilities that state and non-state actors may try to exploit. 
The importance of fully incorporating the PRC into global health governance, a potential 
role for Canada in helping this occur, and witness testimony on protecting Canadian 
health institutions and research laboratories are discussed below. 
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Global Health Governance and International Responses to Infectious 
Disease Outbreaks 

Jeremy Youde, the Dean of the College of Arts, Humanities, and Social Sciences at the 
University of Minnesota Duluth, spoke to the Special Committee about global health 
governance and international responses to infectious disease outbreaks. While 
explaining that cooperation between countries on health issues is more important than 
ever, he warned that resistance to engaging in these processes is also at an all-time high. 
He pointed out that cooperation between the global health governance system and the 
PRC has been hindered by several challenges, including Taiwan-related issues and the 
PRC’s general wariness towards global governance systems. He added that global health 
reforms currently underway would have significant gaps that will “put us in danger” 
without the participation of the PRC.269 The importance of PRC involvement is related to 
more than its status as a major geopolitical player. Because of geography, he observed, 
the PRC and surrounding regions have historically been linked to the origin of various 
epidemics, such as COVID-19, SARS, and influenza. He specified that the PRC’s large and 
mobile population create specific challenges with respect to controlling the spread of 
infectious diseases. Additionally, the country’s high level of human-animal interactions 
increases the probability for zoonotic diseases to emerge.270 

Consequently, he argued that it is crucial that the world has access to information 
regarding outbreaks in the PRC and surrounding regions. By receiving information during 
the early stages of outbreaks, he noted, “we can address the concerns more effectively 
and more quickly and we can get the World Health Organization [(WHO)] and the other 
organizations involved.”271 An example of the repercussions of resistance towards 
international collaboration was provided to the Special Committee by a Global Affairs 
Canada official who pointed out that the PRC had restricted access to full data for the 
experts engaged in the WHO’s final report on the origins of COVID-19, leading them to 
indicate that their findings were inconclusive.272 

According to Professor Youde, Canada has long been a leader in both health governance 
and in the type of multilateral diplomacy needed for advancements in the field of global 
health. This places it in a unique position, along with other middle powers, to contribute 
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toward a global health system that includes the PRC and the U.S. Professor Youde stated 
that while it is currently difficult to engage in dialogue with the PRC due to its inward-
looking approach, Canada – despite current tensions with the PRC – should make 
overtures and show a good-faith effort to engage. He also suggested that Canada could 
work with countries that have strong relationships with the PRC and engage with the 
PRC’s regional partners to be effective. While highlighting that continued efforts are 
crucial to making progress, he stressed the importance of striking a balance between 
taking stern measures with the PRC, but not so stern that the country completely closes 
off, as “[t]hat would put all of us at further risk.”273 

According to Professor Youde, the inclusion of Taiwan in the WHO is important as its 
non-participation affects global efforts to prevent potential pandemics. He noted that 
during the SARS pandemic, Taiwan had the second-highest number of cases and had to 
go through the PRC government to engage with the WHO, causing a significant delay. 
Similarly, during the COVID-19 pandemic, Taiwan’s expertise and knowledge in 
epidemiology could have been valuable in reducing the spread of the disease. He 
reiterated that it is essential to have insights from all parts of the world to effectively 
stop future pandemics.274 

Impact of the COVID-19 Pandemic on Research Security and Other 
National Security Issues 

As of 25 April 2023, 51,921 Canadians have died from COVID-19.275 In addition to this 
direct impact, the University of Ottawa Task Force report states that the pandemic has 
contributed to, among other things, increased social and political tensions domestically 
and heightened geopolitical competition internationally. It has also made the Canadian 
pharmaceutical sector more vulnerable to espionage by hostile states.276 Witness 
testimony communicated both the importance of cooperating with the PRC during the 
pandemic and the need to protect Canada’s institutions from hostile actors taking 
advantage of COVID-19. 

While speaking about the importance of collaboration during the global response 
to COVID-19, Professor Halperin, pointed out, “[t]here’s an incredible amount of data 
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sharing and material sharing around the world that we didn’t see 10 or 20 years ago 
with previous pandemics.”277 He added that the collaboration is “incredibly important” 
to ensure that early warnings of viruses are received so that effective interventions can 
be developed.278 Guillaume Poliquin, Acting Vice-President at the National Microbiology 
Laboratory (NML), provided an illustration of international collaboration that occurred 
during the early stages of the pandemic. Dr. Poliquin recounted that the sharing of virus 
sequence data from the PRC on the weekend of 10 January 2020 allowed the NML to 
develop its first-generation test for COVID-19 over a period of five days.279 

Witnesses warned that, alongside these collaborations, the pandemic was being 
exploited by state actors to undermine Canadian institutions. David Vigneault told the 
Special Committee that the pandemic had taken its toll on CSIS, but that the 
organization had found innovative ways to address new and emerging threats.280 The 
response from CSIS included reaching out to Canadian biopharma companies and 
laboratories that were subjected to new threats because of the pandemic. He 
highlighted that, for the first time, CSIS and CSE released a joint statement warning of 
the threat. The joint statement warned that it was near certain that state sponsored 
actors had shifted their focus during the pandemic to Canadian intellectual property; 
that Canadian health organizations involved in the COVID-19 response faced elevated 
cyber security risks; and that Canada faced increased risks of foreign interference and 
espionage.281 Iain Stewart, then President, Public Health Agency of Canada, noted that 
the Minister of Health, the Minister of Innovation, Science and Industry, and the 
Minister of Public Safety and Emergency Preparedness had jointly issued a policy 
statement on research security and COVID-19 in September 2020, encouraging members 
of the research community to take precautions to protect the security of COVID-19–
related research, intellectual property and knowledge development.282 

Professor Halperin provided an example of the risks of collaborating with a PRC-based 
company through the experience of the Canadian Center for Vaccinology’s (CCFV) 
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collaboration with CanSino Biologics, a PRC-based manufacturer of a candidate COVID-
19 vaccine. In March 2020, the CCFV agreed to undertake a phase one clinical trial in 
Canada for CanSino Biologics’ COVID-19 vaccine candidate. The agreement included the 
eventual manufacturing of the vaccine in Canada – if it were found to be effective – by 
the National Research Council. With the protocol for the trial approved on 15 May 2020, 
arrangements were made to ship the vaccine from the PRC to Halifax. CanSino was 
subsequently unable to get an export agreement from PRC customs to send the 
designated batches to Canada for the trial. Professor Halperin told the Special 
Committee that it was not until August 2020, and upon learning that the vaccine had 
been cleared to be shipped out of the PRC to Russia, Pakistan, Mexico, Chile and 
Argentina for trials, that “it became clear that it was political and that this was not 
something that was going to be solved by more paperwork.”283 

Outside of the context of the pandemic, Mr. Stewart informed the Special Committee 
that Canada and the PRC share a long-standing relationship in health, dating back to a 
memorandum of understanding signed in 1995 that called for regular dialogue on 
health-related issues. He also highlighted the existence of a Canada–PRC policy dialogue 
on health that has led to formal bilateral engagement, including four ministerial 
dialogues between 2009 and 2014. In addition, he referenced a January 2007 science 
and technology cooperation agreement that launched a sustained effort to boost 
collaborative research and development in fields like life sciences.284 

In response to questions from Special Committee members, Mr. Stewart and Dr. Poliquin 
spoke about security measures taken at the NML with respect to research collaborations 
with foreign nationals, the transfer of viruses between laboratories, and cases of foreign 
nationals working on the NML campus.285 Mr. Stewart stated that PHAC views 
involvement in foreign talent recruitment programs – programs funded by a foreign 
government to recruit science and technology professionals – as a conflict of interest. He 
added, “[i]f you’re an employee of the Government of Canada, we expect that you 
would not also be involved in another government’s programs in that way.”286 With 
respect to foreign nationals working at the NML, Dr. Poliquin indicated that an official 
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agreement is required prior to working at the laboratory that includes stipulations 
covering intellectual property rights and access to the NML facilities. Visitors must also 
obtain secret level security clearance prior to starting work. Dr. Poliquin added, “we are 
an organization of continual improvement and the latest iteration of the working official 
policy is under [review].”287 

On 31 March 2021, the Special Committee adopted a motion seeking the 
communication of documents from PHAC relating to the termination of the employment 
of two employees of the NML, Xiangguo Qiu and Keding Cheng, and the transfer of Ebola 
and Henipah viruses to the Wuhan Institute of Virology in March of 2019.288 Mr. Stewart 
acknowledged to the Special Committee that the individuals named in the motion no 
longer work for the NML.289 He also confirmed that an administrative investigation 
related to their departure had occurred, but that he could not discuss the nature of the 
investigation, its scope, or its findings. He noted that there is also an ongoing RCMP 
investigation and that he could not comment further on the matter.290 

On 2 June 2021, the House of Commons issued an order for the production of the 
unredacted version of all documents produced by PHAC in response to the 
31 March 2021 motion and a subsequent motion on 10 May 2021.291 The order required 
that the unredacted documents be deposited with the Office of the Law Clerk and 
Parliamentary Counsel in both official languages within 48 hours of the adoption of the 
order. On 4 June 2021, documents containing redactions were deposited by PHAC with 
the Law Clerk. On 1 November 2022, a Memorandum of Understanding to Create an Ad 
Hoc Committee of Parliamentarians to review the case of the two scientists and the 
transfer of viruses from the NML to the Wuhan Institute of Virology was tabled in the 
House of Commons.292 
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Recommendation 25 

That the Government of Canada explore ways to increase access to information 
regarding infectious disease outbreaks in the People’s Republic of China through 
international entities like the World Health Organization. 

Recommendation 26 

That Health Canada, through the Public Health Agency of Canada, study Taiwan’s 
pandemic response and explore ways to increase information sharing with public health 
agencies in Taiwan. 

Influence in Multilateral Institutions 

Witnesses highlighted the significant role that Canada played in facilitating the PRC’s 
entry into the UN and other multilateral institutions, as well as the current challenges 
the PRC is now posing within those systems.293 Paul Evans noted that the initial 
challenge of integrating the PRC into multilateral institutions has evolved into one of 
finding effective ways to cooperate. He emphasized that this is especially the case for 
complex issues where the PRC has become a multilateral player with other countries.294 
With regard to the PRC’s aggressive behaviour in multilateral institutions, he remarked, 
“[w]e don’t teach the [PRC] to play the game; they are designing the rules for the 
game.”295 Scott Simon, Professor at the University of Ottawa and Senior Fellow at the 
Macdonald-Laurier Institute, added that any assumption that the PRC’s entry into the 
UN would promote world peace has been disproven by the country’s aggressive 
actions.296 Accordingly, he argued that Canada should continue to emphasize to the PRC 
that any aggression is of serious concern to Canada. 

Other witnesses emphasized that the PRC’s approach is calculated and strategic. In 
ACHK’s view, the PRC joins established global institutions, including the UN and WHO, to 
ultimately undermine and reshape them.297 According to Alex Neve, the PRC’s attempts 
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to weaken international institutions and redefine understandings of human rights, 
democracy, and the rule of law figure among the critical issues in Canada–PRC relations. 
While noting its ability to escape scrutiny and consequences for its human rights record, 
he added that the PRC has persuaded and threatened other governments “into voting 
against the very few attempted UN-level resolutions that have come forward over the 
years.”298 Kyle Matthews characterized the PRC’s disregard for human rights and the 
exporting of its views as a significant problem and a threat to democracy. He warned 
that the PRC is using its “deep pockets” to influence countries, with significant success at 
the UN.299 He noted delays in the investigation of COVID-19 as an example of the PRC’s 
sway. Similarly, Mr. Saint-Jacques suggested that the PRC has been using investment and 
development assistance “to rally support, mostly from developing countries, to good 
effect.”300 He added that Canada should work with allies to show developing countries 
that their interests are better served through well-functioning multilateral organizations. 

Several witnesses highlighted the 6 October 2022 defeat of a resolution at the UN 
Human Rights Council calling for debate on the UN High Commissioner for Human 
Rights’ report on human rights violations against Uyghurs and other Turkic Muslims in 
Xinjiang. Citing it as an example of the PRC’s strength and willingness to undermine the 
institution, Mr. Neve noted that only 17 members, or just over one-third, voted in favour 
of the resolution.301 For Mr. Saint-Jacques, the UN Human Rights Council vote is a sign of 
the PRC’s increasing influence, where it is not only trying to control the debate, but also 
trying to change norms to its advantage. Consequently, Mr. Saint-Jacques called for the 
reinforcement of multilateral institutions, noting that, as a “small country when we look 
at it from an international perspective,” Canada needs well-functioning international 
organizations. He added, “[f]rom my perspective, it should be easy for Ottawa to 
conclude that China has become a strategic rival and competitor, and that we have to 
align very closely with our friends and allies.”302 

Echoing Mr. Saint-Jacques, Professor Nagy also highlighted the importance of a healthy 
international system for the protection of middle powers like Canada in the face of “a 
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might-is-right approach to foreign policy.”303 He emphasized the importance of working 
with like-minded countries to strengthen the rules-based international order, indicating 
that this should be done through the UN, the International Monetary Fund and the 
WHO. Mr. Neve added that a corresponding strategy needs to be developed 
collaboratively with several partners, and not just the U.S., Western Europe and 
Australia. He highlighted the importance of encouraging other countries that are “willing 
to come to the table and be part of saying the right thing.”304 He stated, “We really need 
to start to think about relationships and who can perhaps be brought on board. We need 
to have a larger constituency of countries than the usual suspects who have been 
coming together so far.”305 

Finally, Ms. Bartholomew suggested that Canada and its allies can start by being more 
observant of the multilateral institutions that the PRC is focusing on.306 

Arbitrary Detention of Canadians Abroad 

As described above, the Special Committee’s national security study occurred during the 
PRC’s arbitrary detention and later release of Canadians Michael Kovrig and Michael 
Spavor. While cases were highly publicized, witnesses drew attention to other cases 
where the PRC has arbitrarily detained Canadians, or people with links to Canada. 
Describing the issue, Minister Garneau stated: 

It is certainly not acceptable to arbitrarily detain innocent civilians from another country 
because you have a difference of opinion on a particular issue with that country. Sure, 
we can have differences of opinion with China, but you don’t resolve those by 
imprisoning citizens from the other country. China is not the only country that is guilty 
of that, but it is an example.307 
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Concerning the PRC, Alex Neve stated, “we could quickly compile a long list of all the 
Canadian citizens and permanent residents over the last 20 years who have found 
themselves unjustly detained.”308 

Mr. Neve discussed the case of Huseyin Celil, a Uyghur Canadian who has been detained 
for more than 16 years and whose family that lives in Burlington, Ontario, has heard no 
news of him for five years.309 Concerning Mr. Celil, Minister Garneau stated, “China does 
not recognize his Canadian citizenship. It has not been possible for us yet to have a 
consular visit, although we keep trying.”310 He added that the Canadian government has 
been pressing the PRC to allow Canada to have consular access to Mr. Celil and other 
Canadian citizens who are detained in the PRC.311 In 2019, there were approximately 
120 Canadians in custody in the PRC.312 

Other Canadian citizens in the PRC include Sun Qian, a Falun Gong practitioner, who has 
been imprisoned since 2017 and was sentenced to eight more years in 2020. Mr. Neve 
noted that “[s]upposedly voluntarily, she has renounced her Canadian citizenship,” and 
that “there has been no news of her for the last two years.”313 Mr. Neve also drew the 
Special Committee’s attention to three Uyghur men: Ayoub Mohammed, Salahidin 
Abdulahad and Khalil Mamut, who all are married to Canadian citizens or permanent 
residents and have Canadian children but have been “blocked at every turn” when 
seeking reunification with their families. As Mr. Neve described, the three men: 

were turned over to U.S. forces in Afghanistan by bounty hunters and ended up in 
Guantanamo Bay. After several years of that dystopian injustice, they were cleared by 
the U.S. government and resettled over a decade ago, through absurd diplomatic deals, 
to Bermuda and Albania.314 
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Minister Garneau also highlighted the case of Robert Schellenberg, who faces the death 
penalty in the PRC. The Government of Canada is seeking clemency for his sentence and 
all other Canadians facing the death penalty.315 

To address the issue of arbitrary detention, the Government of Canada launched the 
Declaration Against Arbitrary Detention in State-to-State Relations in February 2021, 
which aims to enhance international cooperation concerning arbitrary arrests, 
detentions or sentencing which are used to exercise leverage over foreign 
governments.316 As of 27 April 2023, 71 jurisdictions had endorsed this declaration.317 
Deputy Minister of Foreign Affairs Marta Morgan stressed the importance of 
multilateralism to condemn actions by states that go against the rules-based 
international system, noting Canada’s collaboration with the G7, the United Nations 
Human Rights Committee and Five Eyes partners.318 Minister Garneau stated his belief 
that if Canada acts multilaterally, it can send a stronger message to the PRC.319 

Putting forward an additional suggestion, Alex Neve noted that civil society groups and 
Mr. Celil’s family have advocated for a special envoy or special representative who could 
be a dedicated advocate for those who are arbitrarily detained. He stated that it would 
not necessarily have to be a public role, but someone with expertise who could work in 
diplomatic channels and could build on existing relationships.320 

Recommendation 27 

That Global Affairs Canada designate an individual to serve as a dedicated advocate for 
Canadians, regardless of where they were born and Canadians who hold dual citizenship, 
who are arbitrarily detained abroad, whose responsibilities include but are not 
limited to: 
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• Working with countries and multilateral organizations to promote the 
Declaration Against Arbitrary Detention in State-to-State Relations to 
more jurisdictions. 

• Assisting with consular affairs regarding Canadians who are arbitrarily 
detained abroad. 

• Exploring ways to protect Canadians from the practice of arbitrary 
detentions, more particularly in state-to-state relations. 

The People’s Republic of China’s Ambitions in the Arctic and 
Canadian Arctic Sovereignty 

A number of witnesses discussed the PRC’s ambitions in the Arctic and their potential 
impact on Canada. In 2013, the PRC became an accredited observer of the Arctic Council 
and, in 2018, it first self-identified as “an important stakeholder in Arctic affairs” and as a 
“Near-Arctic State” while outlining its policy goals for the Arctic in a white paper.321 The 
policy asserted the following rights for states outside of the Arctic region: 

States from outside the Arctic region do not have territorial sovereignty in the Arctic, 
but they do have rights in respect of scientific research, navigation, overflight, fishing, 
laying of submarine cables and pipelines in the high seas and other relevant sea areas in 
the Arctic Ocean, and rights to resource exploration and exploitation in the Area, 
pursuant to treaties such as [the United Nations Convention on the Law of the Sea] and 
general international law.322 

Outlining the implications of the changing Arctic environment for Canada, the University 
of Ottawa Task Force on National Security report explains that as the ice in the Arctic 
recedes, Canada’s security will be increasingly threatened by competition over navigable 
waterways, energy resources, and mineral deposits. The report further explains that, 
along with Russia, the PRC has been investing in Arctic capabilities and will increasingly 
engage in the theft of intellectual property of critical technologies to adapt to climate 
change.323 Similarly, Guy Saint-Jacques reminded the Special Committee that the effects 
of global warming will make certain resources, including fish and minerals, and shipping 
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routes increasingly available in the North.324 Finally, the report also notes that the U.S. 
stance on the Northwest Passage as an international waterway works in the favour of 
countries like China and Russia, who can exploit this opening. 

Christian Leuprecht pointed out that because of new weapons available to Russia and 
the PRC, Canada itself has become a target and as such, Canada’s Arctic can be 
characterized as a geostrategic issue.325 Guy Saint-Jacques stressed that Canada should 
invest more in the Canadian Arctic from a defence perspective.326 For his part, Minister 
Sajjan noted that Canada takes its sovereignty very seriously. He highlighted that Arctic 
sovereignty was included in Canada’s defence policy, Canada has a strong presence in 
the area, and the government has made investments, for example, in Arctic-operative 
patrol ships. He pointed out that to protect Arctic sovereignty, the focus cannot only be 
from a defence perspective, but from a whole-of-government approach.327 

Stéphanie Martel, Assistant Professor, Department of Political Studies, Queen’s 
University, acknowledged that fears of a growing PRC presence in the Arctic are 
legitimate. Noting the PRC’s interest in developing access to strategic resources in 
the Arctic and freer access to international waters, Professor Martel nevertheless 
highlighted that the PRC has been clear about its intentions – at least on paper. In her 
assessment, it is “healthy and constructive to look at what China is promoting. It isn’t 
hiding its intentions.”328 Minister Garneau outlined Canada’s approach to the PRC’s 
intentions in the Arctic, stating that, “[w]e are adopting the same approach with all 
countries that want to navigate in the Canadian Arctic. If they are to do so, they must 
respect our sovereignty and comply with the environmental requirements we will 
impose on all countries.”329 

Stephen Nagy argued from a different perspective that it is not yet clear whether the 
PRC is proactive in the region, mainly due to a lack of resources and expertise. He said 
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that he does not “think the evidence suggests that [the PRC is] intent on deploying 
military resources; rather, they’re in a premature stage of developing the expertise to 
exploit resources.”330 He noted that, to do so, the PRC would most likely cooperate with 
Russia, an alignment that he assessed would create more complications.331 

Finally, Stéphanie Martel noted that she does not agree with the analogy that the PRC 
has similar motivations in the Arctic as it does in the South China Sea. Rather, she added 
that the PRC would not be claiming sovereignty over territories in the Arctic anytime 
soon.332 

Recommendation 28 

That, as a part of a whole-of-government plan to protect Canada’s interest and 
sovereignty in the Arctic, the Government of Canada increase investment in scientific 
research and the security of waterways, energy resources, mineral deposits, and critical 
technologies. 

Recommendation 29 

That the Government of Canada recognize the threat to Canadian Arctic sovereignty 
posed by the PRC in a renewed defence policy and commit the necessary resources to 
protect Canada’s Arctic sovereignty. 

Recommendation 30 

That the Government of Canada expand its work with Indigenous communities in the 
Arctic to respect Indigenous rights while ensuring the security of Indigenous groups and 
Canadian sovereignty. 

Recommendation 31 

That the Government of Canada work with like-minded Arctic states to promote 
multilateral cooperation, information sharing and collective security/defence. 
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Recommendation 32 

That the Government of Canada explore ways to reduce non-Arctic states’ influence on/ 
participation in resource exploration and exploitation, fishing, and scientific research in 
the Arctic. 

Working with Our Allies 

Witnesses emphasized the importance for Canada to coordinate its action with allies 
regarding the PRC. As stated by Richard Fadden concerning Canada’s role, 

I think we need to be realistic. China is the second most powerful country on the planet. 
We’re a middle power among many. Except when our sovereignty is directly impacted, 
I’m not sure there’s a great deal we can do alone to affect how the Chinese are going to 
treat their objectives and how they are going to carry out their objectives. If we are to 
have an impact on the Chinese, we must use every multilateral tool at our disposal. If 
the UN doesn’t work, we should try the Five Eyes, the G7 and the margins of NATO. 
They all provide many opportunities for ministers and officials to exchange views and 
coordinate action.333 

When asked about the importance of multilateralism with respect to Canada–PRC 
relations, Jody Thomas, then-Deputy Minister at the Department of National Defence 
(DND), stated that Canada’s activities are always in a coalition and that Canada is 
a country that believes in multilateralism.334 Ms. Thomas noted that while NATO – 
Canada’s primary defence relationship – has an interest in the PRC, its focus remains the 
Atlantic and the North Atlantic. For Indo-Pacific interests, she highlighted the importance 
of the Five Eyes partnership and noted the significance of being invited as an observer to 
the ASEAN Defence Ministers’ Meeting-Plus, known as ADMM-Plus. She added that 
Canada relies on and works with its allies for all the activities that the DND and the 
Canadian Armed Forces undertake. With respect to coalitions, she stated, “I don’t think 
there’s a ranking or a difference. It depends on the focus and the need.”335 

Further emphasizing the importance of alliances, Stephen Nagy, stressed the importance 
of Canada’s interest in working with like-minded countries, including the United States, 
Japan, Australia and South Korea. With such partners, he recommended that Canada 
“engage in what we call ‘transit operations’, ensuring that maritime domain awareness is 
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robust and identifies the challenges that the Chinese are making in terms of grey zone 
operations, lawfare operations, and of course the use of force.”336 

Other countries, including Canada’s allies, have entered alliances that Canada is not 
officially a member of. The trilateral security pact between Australia, the United 
Kingdom, and the U.S. known as AUKUS, announced in September 2021, and the 
Quadrilateral Security Dialogue between Australia, India, Japan, and the U.S. (the Quad) 
that was re-established in 2017 are examples of such alliances. When asked, witnesses 
shared their views on Canada’s position relative to such alliances. 

Concerning AUKUS, Guy Saint-Jacques commented, “[t]he fact that we haven’t been 
invited to join the AUKUS alliance or other recently created forums may indicate that 
we’re paying the price after years of neglect.”337 

With a focus on Australia, Clive Hamilton referred to democratic alliances such as AUKUS 
and the Quad as a way to become less dependent on the U.S. as the only “big friend.”338 
As a consequence of those alliances and the shifting geo-politics of the Indo-Pacific, he 
said that Australia, “is seen as a major power in the Indo-Pacific region, strong enough to 
stand up to China and not back down.” Concerning Canada, he stated that these 
alliances are a signal that “[a] new club is forming. Canada appears to be a natural 
member but so far has chosen to stand to the side.”339 He suggested that: 

A much more robust resistance to PRC intimidation and a systematic program of 
building defences against Beijing’s influence and interference operations, coupled with 
an active campaign to build stronger alliances with democratic nations, would similarly 
elevate Canada’s place in the world.340 

Providing a different perspective, Professor Nagy emphasized that Canada should not 
only focus on cooperation concerning defence.341 He noted that for both AUKUS and the 
Quad, Canada should co-operate in areas such as technical support, infrastructure and 
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connectivity development, artificial intelligence and quantum computing in an ad hoc, 
functional way, which can add value to both of those alliances. He stated, 

Defence is important, but there are many other partners within the region that can help 
us engage with the Indo-Pacific and also with China, and it doesn’t necessarily need to 
revolve strictly around defence.342 

Recommendation 33 

That the Government of Canada explore ways to increase security cooperation and 
cooperation on artificial intelligence, critical technologies and infrastructure with 
like-minded countries in the Indo-Pacific region and multilateral organizations. 

CONCLUSION 

The chapters above shed light on the complexity of national security threats, their often-
covert characteristics, and their widespread impact. While each of the threats above 
pose distinct concerns to Canada, Professor Rigby indicated they collectively "undermine 
our democratic institutions, our fundamental rights and freedoms, our social cohesion 
and our long-term prosperity.”343 Witnesses also emphasized the need to consider the 
threats in the context of an increasingly assertive PRC. Accordingly, Minister Garneau 
stated that various countries, including Canada, are reassessing their relationship with 
the PRC in light of its authoritarian and coercive actions.344 Jonathan Berkshire Miller 
stressed the urgency for this reassessment, “both in national security terms and, 
importantly, in tandem with its partners.”345 As Professor Rigby pointed out, the need for 
a comprehensive national security review in Canada is particularly pressing given that it 
has not conducted one since 2004. He remarked that this is a notable difference from 
Canada's Five Eyes partners, who regularly conduct such reviews. Indeed, the University 
of Ottawa Task Force report states that Canada’s peers, including Australia, New Zealand, 
the United Kingdom and the U.S., “are revamping policies, identifying new tools and 
authorities, reforming institutions, devoting new resources to security, and seeking new 
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partnerships,” in order to address threats to national security.346 Consequently, Professor 
Rigby called for “a new national security strategy that brings together all the 
government's assets, from intelligence to defence to diplomacy and international 
development, in an integrated and coherent way to counter the national security threats 
of the 21st century, including state actors.”347 

Considering Professor Rigby’s comments and considering the content of this report, the 
Special Committee recognizes that efforts to increase Canada’s resilience in the face of 
national security threats must involve collaboration across all levels of government, and 
across a range of departments and agencies. Moreover, solutions must also involve 
educating and engaging individuals, diaspora communities, researchers, and the private 
sector. While effectively broaching all national security threats is not a small endeavor, 
this report outlines a range of recommendations that can help Canada better identify, 
anticipate, and mitigate these threats. An updated national security strategy, however, 
would ensure that the recommendations in this report form part of a greater policy that 
comprehensively addresses the topic of national security. 

Recommendation 34 

That the Government of Canada undertake a comprehensive national security review 
that culminates in the publication of a national security policy. The review should include 
an assessment of the effectiveness of the current national security approach, laws, and 
practices that identifies areas where improvements can be made; an assessment of the 
role and mandate of key national security agencies; and an examination of the role 
played by international cooperation in Canada's national security approach and 
opportunities for enhanced cooperation. 
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REQUEST FOR GOVERNMENT RESPONSE 

Pursuant to Standing Order 109, the committee requests that the government table a 
comprehensive response to this report. 

A copy of the relevant Minutes of Proceedings (Meetings Nos. 4, 5, 11, 14 and 16-19) 
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the 43rd Parliament, 2nd Session is tabled. 
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Ken Hardie 
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Supplement to the report titled, “A Threat to Canadian Sovereignty: National Security 
Dimensions of the Canada-People’s Republic of China Relationship” 
 
Conservative members of the Special Committee on the Canada-People’s Republic of China 
Relationship support the report and its recommendations. We would, however, like to include 
additional comments not included in the report.  
 
With respect to Recommendation 9, we believe the Government of Canada should clearly 
advise provinces and education institutions of higher learning against entering into agreements 
with Confucius Institutes. Evidence provided to the committee indicated that Confucius 
Institutes serve as a platform for the PRC to spread CCP ideology, to control Chinese 
international students on university campuses and to serve as a platform for espionage. 
Additionally, Confucius Institute funding comes from the Institute’s head office in Beijing. 
 
With respect to Recommendation 10, we believe an additional recommendation is necessary. 
The Critical Election Incident Public Protocol should be amended so that the decision to release 
information during a general election is made by an authority independent of the Prime 
Minister. Currently, the decision to release information during an election is made by 
individuals who are appointed by and accountable to the Prime Minister. This creates an 
inherent conflict of interest during a federal election where a decision regarding the release of 
information is required – information that may be advantageous or injurious to the various 
political parties and candidates. 
 
With respect to recommendation 24, we fully support this recommendation, but would like to 
provide additional detail in support. We believe the Government of Canada should create a 
single national beneficial ownership registry under federal criminal law power which would 
include not only corporations created under the Canada Business Corporations Act (CBCA), but 
also corporations created under provincial statutes and real estate. This would ensure that all 
corporations and all real estate in Canada are captured by the registry. The government's 
proposed registry would only mandate that entities incorporated under the CBCA be included. 
This would only capture about 10 percent of the approximately 4.3 million businesses that exist 
in Canada. Furthermore, not all provinces have put in place registries clearly listing ownership in 
corporations created under provincial legislation. Thus, as it currently stands, there are gaps in 
the federal government's approach to a registry that could be exploited by corporations and 
individuals.
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