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The Canadian Radio-Television and Telecommunications Commission (CRTC) is 

pleased to submit these comments to the House of Commons Standing Committee on 

Industry, Science and Technology as part of its review of Canada’s Anti-Spam Legislation1 

(CASL). The CRTC, along with the Competition Bureau of Canada and the Office of the 

Privacy Commissioner of Canada, is responsible for enforcing compliance with CASL.  

As noted in our appearances before the Committee, the CRTC considers that given 

the relatively short time during which CASL has been in force, the Committee should be 

cautious in making significant changes to the legislation. The activities regulated by CASL 

cover a wide range, from legitimate but unsolicited commercial electronic messages, to 

botnets and malware, online false and misleading representations and personal address 

harvesting, and the CRTC has yet to fully apply the legislation. 

At the same time, the CRTC is sensitive to the concerns raised by witnesses before 

the Committee that CASL is complex and difficult to understand. As such, the CRTC’s 

activities under CASL include extensive stakeholder outreach and ongoing educational 

activities, in order to help businesses and individuals understand their obligations and 

comply with CASL.  

During the CRTC’s appearance on 9 November 2017, the Committee requested a 

written submission highlighting potential areas for the Committee to examine in the context 

of its review of the legislation.  

                                                 
1 An Act to promote the efficiency and adaptability of the Canadian economy by regulating certain activities that discourage reliance on 
electronic means of carrying out commercial activities, and to amend the Canadian Radio-television and Telecommunications Commission 
Act, the Competition Act, the Personal Information Protection and Electronic Documents Act and the Telecommunications Act 



               

Remove overlapping exceptions 

 As noted in our testimony before the Committee, there are some aspects of the 

various exceptions and exemptions in CASL and the Governor-in-Council regulations that 

could be the source of confusion for parties attempting to comply. As one example, section 

6(6) of CASL creates an exception for certain messages from the consent requirements set 

out in section 6(1)(a). However, many of the messages described in section 6(6) are 

arguably not considered commercial in nature (e.g., product recalls) or would likely be 

covered by the existing business relationship exemption (e.g., an ongoing subscription).   

 There are also some issues that are raised in multiple places in the Act and the 

Governor-in-Council Regulations, which could also cause confusion. For example, the 

requirements around the provision of a “quote or estimate” are set out in 6(6)(a) of CASL as 

well as section 3(b) of the Governor-in-Council regulations2.  

 

Domestic Information Sharing 

In testimony before the Committee, on 26 September and 9 November, the CRTC 

noted that our early efforts have mostly involved legitimate senders of commercial 

electronic messages, in line with our mandate under CASL, in order to build compliance and 

create a level playing field in the Canadian electronic commerce marketplace. However, as 

the CRTC moves to address more malicious activity that is also regulated under CASL, we 

are hampered by limitations on our ability to share information domestically. This includes 

two main components.  

First, many of the complaints that we see relate to phishing, a technique used by 

malicious actors to trick victims into revealing sensitive personal information. In these 

cases, the email often resembles a message from a prominent brand or business. However, 

CASL as currently written prevents us from alerting that business (for example, a major 

                                                 
2 http://fightspam.gc.ca/eic/site/030.nsf/eng/00273.html 



               

Canadian bank, telecom company, or retailer) and providing specific information that would 

allow them to protect their network and their customers. We also see this issue with 

government departments (e.g., Canada Revenue Agency) and educational institutions, 

particularly universities. 

 Secondly, while there are provisions in the Act that allow the CRTC to share with our 

CASL enforcement partners, there is not a similar provision that allows the CRTC to share 

information with other Canadian law enforcement agencies to prevent cybercrime and 

enforce other Canadian legislation. Increased ability to share information would allow the 

CRTC to use the intelligence in the Spam Reporting Centre to alert the RCMP and other law 

enforcement to potential fraud or criminal code violations, inform the Canadian Cyber 

Incident Response Centre (CCIRC) at Public Safety Canada of malware targeting Canadians, 

and collaborate with other federal and provincial partners to combat issues that undermine 

confidence in the digital economy.  

 

Conclusion  

As we mentioned in our testimony, the CRTC believes that CASL provides significant 

public benefits, and that the data presented to the Committee shows that the legislation 

has been effective in reducing unsolicited commercial electronic messages and other online 

threats in Canada. After only 3 years in force, we suggest a measured approach in reviewing 

this important legislation; additional experience will provide a much more detailed picture 

on its effectiveness. In that vein, we agree with the view expressed by some witnesses that 

additional data would be helpful to improve effectiveness and ensure that CASL is achieving 

its intended results. As part of the performance measurement process, additional public 

opinion research or other data on awareness, effectiveness and compliance levels, if shared 

with the enforcement partners, would enhance our ability to support stakeholders and 

build compliance with the law.     


